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World Wide Web:

Office Hours:

Sales

Technology Pathways, LLC.
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Technical Support

Technical support for ProDiscover is provided to all registered customers via a variety of means. Before contacting
technical support, users should prepare to provide the following information.

o Determine your operating system and version.

¢ Find the version of ProDiscover in the About box.

Phone: (888) 894-5500

Fax: (619) 996-2003

Email: support@TechPathways.com
Office hours: Monday to Friday

9am to 5pm Pacific Standard Time

24-hour World Wide Web support:  www.TechPathways.com

NOTE: No support if provided for ProDiscover Basic edition.
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Using ProDiscover’s built-in tools for VMW are
support means that ProDiscover will automatically create
the files needed to boat the DD image into VW are.

For Help, please click here.
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[ Copy email as... '

— Choose a location to save extracted Outlook Items

Hicwsa | Ic; \OODAE stracted

i~ Select Format-

¢ Save email in TXT format

Emails and attachments are separate items but saved into the
same directory.

" Save email in EML format

Attachments are embedded in the message and saved into
one directory.

i~ Bates Numbering

Text Pattern EOI

ProDiscover has populated the text pattem field with
® information from the project name. This text pattern will be
1 ] appended to any copied email and email attachments.
\,) Emails and their attachments will maintain the same Bates
number seauence.

Example: "Funny! Jone00001 txt"
"AttachmentOne.Jone00001 . tat"

For more information click here. Help
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The preferred method of installing the remote agent for many investigators is through the
"Network | Push PDServer to Mac" menu option. Through this menu option investigators can
easily set the install, uninstall, choose installation type, and remote agent settings such as the
process name, port and password. If the investigator does not have the proper privileges to
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and password with the proper privileges to be entered. ............ccccooviiiiiiiii 82

Push Mac Remote m

Machine Name or IP Address : I 192.168.75.2 vl
Login User Name : I Chris
Login Password: I o 117 g

Super User Password : I TS

—Action

{* Install Remote Agent
Capture Settings... |
" UnInstall Remote Agent

—PDServer
Binary Name : W
Default Port : lr
Password : IT'
Re-type Password : IT

Vi



Capture Settings v— X

Capture: ]PhysicaIDriveO l.l
Image Format: lProDiscover Format(*.eve) LI
™ split Image

Split Size (MB): 100 Ej
Image Name Prefix: I Case123
Image Path: I \\Share \Folder]|

Start image capture at:llo/ 1/2012 Ll I 9:30:48 AM

OK I Cancel
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Capture: Allows the user to choose to image the primary Physical Disk 0, or All Connected
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Image Format: Allows the user to choose the ProDiscover format, or standard Unix style DD.83

Image Name Prefix: This will place a Prefix on the user name. The resulting image name will
included this prefix appended to the system name and physical drive. For instance an image
prefix entry of CASE_ 123 would create an image of Case_|23.forensic.PhysicalDrive0.eve if
the system name was "forensic" and physical drive 0 was being imaged...............cccccvvvveneen. 83

Image Path: This is the desired UNC path for the image to be placed. The expected syntax is
"\\<IP Address>\Share". In cases where users are testing with VMWare it is recommended
that a share on the host be setup in the VMWare workstation configuration and enter the
syntax "\\.host\Shared Folders\Share". This path must be an unauthenticated and open share.83

Start Image Capture at: The date and time the agent should start the imaging process.......... 83

If the time has passed at installation the imaging process will begin. All imaging will begin
within | min. of the tiMe SEL. .....c.iiiiiiiiii e 83

User Name: This entry should be in the formation "<domain>\user" or "<machine>\user"
where the fully qualified user had complete share and file level access to the share entered in

the IMage Path.........ooo i 83
Once the user presses "OK" ProDiscover will install the Remote Agent and support files in

the system32 directory of the target machine. Files installed include: .................cccoiiiiiennn. 83
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The PDServer binary will be installed to the /usr/bin directory with a newly created PDServer
plist file written to the /System/Library/LaunchDaemons/ directory. The plist configuration
file allows the PDServer to run whenever Mac Starts Up. ..........ccoovveeviiimmmiiinnneeeeeeeeeennen 84

If the user selects to uninstall PDServer from the remote system, all the above files will be

Vil
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PRODISCQVER®

Computer Forensics Family

Welcome to ProDiscover ®

The ProDiscover Family of computer security tools enables systems administrators, consultants, and
investigators find the data they need on a computer disc. Whether you suspect your system has been
hacked or are looking for discoverable evidence in a civil proceeding or criminal investigation,
ProDiscover will make your job easier, improve your productivity, and preserve the data needed for any
legal proceedings. Designed to the National Institute of Standards Disk Imaging Tool Specification 3.1.6,
the ProDiscover Family provides affordable solutions for:

Incident Response

Quickly and positively identify intrusions to your systems without taking your system down. Get
any corrupted system back on-line quickly and gather the evidence needed to prosecute an
intruder.

Corporate Policy Compliance Investigation

Check for policy violations or conduct internal investigations remotely through your company's
network.

E-discovery

Improve your productivity and insure compliance in any civil discovery action. Quickly search large
data sets and find the documents you need. Preserve critical "last accessed" metadata and
document your results.

Computer Forensics

Find all the data, even in hidden HPA section, Alternate Data Streams or slack space. Create hash
signatures for all files and compare them to the information from the National Drug Intelligence
"Hashkeeper"database. Automatically generate reports and "evidentiary quality" information that
may be used court.

The ProDiscover Family of computer security tools includes:
ProDiscover Forensics

Offering forensics examiners a completely integrated Windows™ application for the collection, analysis,
management and reporting of computer disk evidence at an affordable price. ProDiscover for Forensics
edition supports all Windows based file systems including FAT 12/16/32, exFAT and NTFS Dynamic disks
in addition to file systems such as SUN Solaris UFS, Linux Ext 2/3 and Mac OS’s HFS+. ProDiscover
Forensics is completely scriptable using the ProScript interface and Perl.

ProDiscover Incident Response

ProDiscover Incident Response takes the ProDiscover Forensics workstation product and turns it into a
fully client server application allowing disk preview, imaging and analysis over any TCP/IP network. The
remote agent can be easily push out, installed and started from the ProDiscover console among the many
other ways it can be utilized. In addition to being a full client server application and allowing live disk
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preview, imaging and analysis, ProDiscover IR includes advanced tools for Incident Response of cyber
attacks. ProDiscover Incident Response includes full support for indexed based search and live mounting
or imaging of any and all Volume Shadow Copies in Windows based systems.

Please note that all versions of ProDiscover are forensics products which take a least-intrusive approach
to working with disk evidence. ProDiscover implements its own read-only file system viewers and does
not rely on the underlying operating file system for analysis of evidence.

When ProDiscover is launched, the user is asked to perform one of the following tasks:

New Project - Displays the new project tab (shown below) and creates a new project, as
specified by the user, in the main window. New project option prompts the user for a project
number, project name and description and creates a template report in the work area.

Open Project - Displays the open project tab (shown below) and opens the project specified by
the user in the main window. This opens a file dialog with default extension set to *.dft the
default project file extension. When the user selects a valid project file, this loads the file data in
the work area.

Open Recent Project - Displays the recent project tab (shown below), and displays the recently
opened project files.

By default project files are saved to the ProDiscover installation directory with the file extension (*.dft).
Project files are kept in XML format allowing users to parse the file with other applications to create
custom reports from a variety of applications. The current ProDiscover XML Schema can be found in the
default application installation directory.

Launch Dialog (==

PRODISCQVER

Computer Forensics Software

New Project Open Project I Recent Project ]

Look In  |C:\ProDiscover _'_I -~

., Driver . Sample Images |&| IRACDemo dit
, Hash Sets . Sample Pics |&| ReactDemo dft
, Linux Boot Disk . Search Tem Sets I_IJ
, ProScript \&| AutoDemo dft |& WebEx dft

. Remote Agent |&| Email Tests. dft

File Name ITestProject.dft

File Type [Project Files (" dft) |

™ Don't show this dialog in the future Open | Cancel I Help



Getting_Started/New_Case.htm
Getting_Started/Open_Case.htm
Getting_Started/Recent_Case.htm

Getting started

System requirements

Hardware

The minimum hardware requirements are:

CPU: [.2 Ghz Pentium Il or later

Memory: 2GB or greater

Auvailable disk space: 500MB (a large amount of temporary space
for viewing and hashing evidence files)

Media: CD-ROM or DVD-ROM Drive

Monitor: VGA or High Resolution Monitor

Input and Control: Keyboard & Mouse or compatible pointing «

Software

The minimum software requirements are:

Operating System: Windows 2000/2003/2008/XP/Vista/Windows7/8

Other software: Strawberry Perl (Included)

Desired file viewers

Installing ProDiscover

The ProDiscover CD contains an automated setup program that will guide you through the installation
process outlined below:

Close all programs.

Insert the CD labeled ProDiscover into your CD-ROM drive.

From the Start menu, select Run.

Type D:\setup (substitute the appropriate letter of your CD-ROM drive for D).

Follow the instructions on the screen.

Once installed, ProDiscover must be activated with the client activator. Instructions for activating
ProDiscover are included in the quick start guide.

By default, ProDiscover is installed in C:\Program Files\Technology Pathways\ProDiscover\.
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Important Driver Installation Notes

Beginning with ProDiscover 1.54 a Windows device driver is included for detection and analysis of the
Hardware Protected Area on ATA drives. After installing ProDiscover for the first time, install the
paremove.sys device driver as instructed below. Note: For users who desire not to install the driver,
ProDiscover will function normally without any HPA support. The HPA driver is not compatible on
systems running Windows NT 4.0.

Windows 2000

I. Click Start.

2. Choose Settings.

3. Click on the Control Panel.

4. Choose Add/Remove Hardware.

5. Click Next for the Welcome dialog .

6. Choose Add/Troubleshoot a device option and click Next.



7. Windows will search for the new hard ware and proceeds for the next screen.
8. In the Choose a hardware device screen, choose "Add a new Device" and click Next

9. In the Find New Hardware, choose "No, | want to select the hardware from the list" option and click
Next.

10. In the Hardware type, choose Other devices and click Next.
I 1. Windows will show all the device drivers' information in the Select a Device driver screen.
12. Click Have Disk button.

I3. Using the browse button locate and choose the paremove.inf file contained in your ProDiscover
installation directory’s “Driver” subdirectory.

14. Select the Technology Pathways PARemove Driver from the list and click Next.
I5. Just click Next for the Start Hardware Installation screen.

16. Choose Finish and restart the computer.

Windows XP

. Choose "Add Hardware" from the control panel

. Choose "Next"

. Select "Yes, | have already connected the hardware"

. Choose "Next"

. Choose "Add a new hardware device" from the bottom of the installed hardware windows.
. Choose "Next"

. Choose "Install the hardware that | manually select from a list"
. Choose "Next"

9. Double-Click on "Show All Devices"

10. Choose "Next"

Il. Choose "Have Disk..."

12. Using the browse button locate and choose the paremove.inf file contained in your ProDiscover
installation directory’s “Driver” subdirectory.

13. Choose "Open"
14. Choose "OK"
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Licensing and Activating ProDiscover

Each copy of ProDiscover is licensed for one concurrent use and may be installed on up to three
workstations. For detailed information on authorized use of ProDiscover please consult your specific
product license agreement.

A product license activation file will be emailed to you by Technology Pathways support. The ProDiscover
license file is a single file with the extension *.VPL for instance the license file for ProDiscover IR is
“ProDiscoverIR.VPL".

Once you have installed your copy of ProDiscover copy license activation file to the ProDiscover
installation directory. The default installation directory is:

C:\Program Files\Technology Pathways\ProDiscover\

The ProDiscover license file activates your product and should be backed up for future use and
installations.

Your product is now licensed and activated.



Starting ProDiscover

Once installation is complete, you will see a ProDiscover icon on your desktop.

To start ProDiscover
e Click the ProDiscover icon.
OR
e From the Start menu, select Programs - ProDiscover.



Basic features of ProDiscover

Key features of ProDiscover include the following:

EDesigned specifically to meet requirements set in October 2001 by NIST (National Institute of Science and Technology)
Disk Imaging Tool Specification 3.1.6

ESuppor‘ts non-destructive direct disk analysis
ECreate compressed image files to work from
E‘Create and Analyze Unix "dd" images of supported file systems

EThe ability to image and conduct live analysis of disks over any high speed TCP/IP network (except ProDiscover for
Windows and ProDiscover Forensics)

E‘Restore image files to disk

ESearch and analyze media from all of the different Windows file systems, including Mac OSX, FATI2, FATI6, FAT32,
and all NTFS file systems including software RAID and dynamic disks

ESearch and analyze media from Sun Solaris UFS, and Linux ext2/ext3, Mac OS OSX
E‘Image Ram memory (except ProDiscover for Windows and ProDiscover Forensics)
E‘Capture Volatile System State information (ProDiscover Incident Response only)
EDisplays Windows NT/2000™ Alternate Data Streams

EBit stream copy disk to new disk (including ATA Protected Areas)

E‘Create MD5, SHAI, or SHA256 hash of images and files

E‘Utilize Perl Scripts to automate key processes (except for ProDiscover for Windows)
ECompar‘e HashKeeper checksums to disk contents

E‘Cross-reference file clusters between content-view (files) and cluster-view
E‘Detect operating system installed

E‘Access project file in XML format

E‘Analyze file header signatures to file extensions and detect mismatches
E‘Extract and view EXIF meta data from JPEG and TIFF graphics files

E‘View Windows Registry and add any registry key to report as evidence of interest
E‘View graphics thumbnails in gallery view format, add graphic thumbnail to report
E‘I/O error reporting

E‘Automatic report generation

E‘Add comments to report for evidence of interest

EBates number and batch transfer evidence of interest

E‘Extensive search capability

E‘Recover deleted files contained in slack space

ESecure Wipe Disk

E‘Create and compare baseline hash signatures sets to detect any file changes (ProDiscover Incident Response and
ProDiscover Suite only)

EFind Unseen files and processes on Windows systems (ProDiscover Incident Response and ProDiscover Suite only)

EOnline Help



Basic steps to use ProDiscover

ProDiscover is designed to be a single application allowing forensics examiners to collect, analyze, manage
and report on computer disk evidence. Essentially, ProDiscover simplifies computer forensics case
management.

The following high-level, overview of steps a user may take while using ProDiscover highlights how
ProDiscover simplifies the computer forensics case management process.

Create a project.

Create Disk Images (optional).

Connect to remote PDServer over the network (optional).

Add Disks (local or over the network) directly to a project for evidence preview.

Add captured images to project (UNIX "dd" or ProDiscover format.)

o u kA wWwN R

Compare disk files to hashkeeper hash sets to filter out known operating system and application
files.

N

Comepare file headers and detect any file signature/extension mismatches.
Perform keyword searches.

Cross reference file cluster locations on disk.

10. Review file system contents.

11. Review unallocated clusters and disk slack.

12. Mark evidence of interest - marking files as "selected" calculates hash values for the file and adds
the file’s information to the ProDiscover report as "Evidence of Interest". Marking files as
"selected" can operate recursively through sub-directories and even be accomplished automatically
as a result of search operations.

13. Batch copy any evidence of interest to CD.
14. Review and edit report.

15. Export and print report.

Customizing ProDiscover
Users can customize ProDiscover to better suit their particular needs in several ways.

Status Bar

The Status Bar selection found in the View menu allows the user to add and remove the Status Bar from
the main window. Users find this useful when analyzing evidence which requires the maximum amount of
screen space possible.

Tool Bar

The Tool Bar (also known as the button bar) selection found in the View menu allows the user to add and
remove the Tool Bar from the main window. Users find this useful when analyzing evidence which
requires the maximum amount of screen space possible.

Startup Dialog

This option is enabled by default when the user has not checked the “Don’t show this dialog in future”
option from a new project, open project and recent project dialog. A check mark on the menu item
indicates the dialog will not be shown.

Preferences

The preferences menu item found in the File menu launches the preferences dialog box allowing the user
to set, or change their personal preferences in any of five areas; General, PDServer, Appearance ,Time
Zone, and EXIF .

General

The user may select the hashing algorithm utilized by ProDiscover as SHAI, SHA256, MD5 or None.
While the SHAI, and SHA256 hashing algorithm is considered by some to be stronger than MD5,



there are currently more hash sets available in MD5. Rest assured that MDS5 is a very secure method
of hashing verification. Note that while you can freely change the hashing algorithm at any time when
working with a physical disk during analysis, image files will only support the hashing algorithm
selected during capture. The selected hashing algorithm will be displayed in the ProDiscover status
bar for easy reference.

Selecting "None" as a hashing algorithm allows users to select large groups of files as evidence of
interest without creating hashes. In cases where large groups of files are being recursively selected,
this feature can save time. Once the user desires to add file hash values to the ProDiscover report
they can change the preferences setting to the desired hashing algorithm, then use "Batch Calculate
Hashing..." from the Tools menu to calculate hashes for all files marked "selected" (evidence of
interest).

Users may enable warning dialogs that had been disabled earlier and turn on "Auto Verify Image
Checksum" to automatically verify image checksums when loading a project or adding an image to a
project. Warning: Turning on "Auto Verify Image Checksum" will cause image addition and project
loading to become very slow.

ProDiscover uses a "Working Folder" to place temporary files in during operations such as generating
hash values. By default the "Working Folder" is set to use the current users Documents and Settings
temporary folder. Users may select any desired location as the ProDiscover "Working Folder".

The "When a disk/image cannot be located while opening the project:" setting is primarily intended
for users conducting remote investigations. This setting is often referred to as “offline project mode”
and includes the choices “Prompt Me”, “Add as Offline”, and “ignore” Essentially if a user is working a
case on a remote system by selecting evidence of interest and adding other artifacts such as search
results to the project report all the information is saved in the project file. Prior to version 4.0 the

remote disk would need to be accessible for a user to open that previously saved project file. If they
had not exported the report they would need to re-connect to the remote disk to do so. There is
also other limited functionality a user can perform such as removing evidence of interest.

PDServer

The Default Port number field in the Preferences dialog box allows users to change the default
TCP/IP port number used for connecting to remote systems running PDServer for network imaging
& analysis. Note that if the default port of 6518 is changed on the ProDiscover client the default port
number will also need to be changed on the remote PDServer. Changing the default port number on
the ProDiscover client and server is often helpful in traversing firewalls with inbound and outbound
port filtering.

The "Server Time-out" setting tells ProDiscover how long to wait without receiving packets before
attempting to reestablish communications with the PDServer Remote Agent. The "Auto Retries"
setting tells ProDiscover how many times to automatically attempt to reestablish communications
after a "Server Time-out" has occurred. Adjusting the PDServer "Auto Retries" and "Server Time-
out" settings can be helpful for busy networks and Wide Area Networks.

Appearance

The appearance section of the preferences dialog box allows users to set the display color for many
file types including files which are marked as the result of hash comparisons and file signature
mismatch comparison. Users are additionally provided a facility to change the project report font to
any installed system font.

In the "report images" section, users are given the ability to adjust settings relating to adding
thumbnail images to the report for all graphics files which are selected as evidence of interest.

"Add thumbnail image to report for graphic files" (default unchecked) when checked will cause a
thumbnail image to be created and added to the report for any graphic file which is selected as
evidence of interest. Users who choose this option after graphic files have been added as evidence of



interest can use the Action menu's "Create report thumbnails" option to add thumbnails to the
report.

"Create thumbnails on load" (default unchecked) when checked causes ProDiscover to automatically
add thumbnail images to the report when opened. Warning: for large reports, when many graphic
files are selected as evidence of interest, this can cause significant delay while loading a project file.

When enabled, the "Include Outlook Message Headers to Report" checkbox item allows full headers
to be included in the project report for all Outlook email items selected as evidence of interest.

Time Zone

Because the NTFS file system maintains time zone information with files, it is important for
investigators to set the proper image or disk time zone information to ensure MAC (Modified,
Accessed and Created) times are displayed as they would be on the target system. The time zone
preferences dialog allows users to set the ProDiscover time for the disk or image being analyzed.
Users can also set whether or not daylight savings time (European summertime) is/was in effect for
the disk or image.

e MAC times are displayed based on the following scenarios.
o When System's DST is ON and ProDiscover's DST is ON, the times will be the same as
in Windows explorer.
o When System's DST is ON and ProDiscover's DST is OFF, the times will be reported
reduced by | hour to what in Windows explorer.
o  When System's DST is OFF and ProDiscover's DST is ON, the times will be displayed
increased by | hour to what in Windows explorer.
o When System's DST is OFF and ProDiscover's DST is OFF, the times will be displayed
the same as in Windows explorer.
¢ Note: The times displayed in the report are based on the times when the files are selected as
EOL

Search Index

Default Thesaurus and Noise files are provides and linked in the <ProDiscover installation>\Index
directory.

A thesaurus file contains a list of synonyms the search engine can use to find matches for particular
words if the words themselves don't appear in documents. For example, users may want to relate the
word run with the word jog in the thesaurus configuration file. If the words were related then a
search for the word "run" might return results that contain either the words "run" or "jog". An
example thesaurus.txt file is included and is formatted as follows:

Wordl,synonym|,synonym?2, ...
Word2,synonym2,synonym2, ...
Word3,synonym3,synonym3, ...

Given the format above to create a synonym for Run the entry would be: run,jog

The noise file contains noise words sometimes referred to as stop words. These are conjunctions,
prepositions and other words such as AND, TO and A that appear often in documents yet alone may
contain little meaning. A basic noise.txt file is included in the installation and is formatted simply as an
ASCII text file with one noise word per line.



The indexing path identifies where ProDiscover will place each index for the Content, Internet
History, Registry, Event Logs, or Email.

ProDiscover will create a unique folder under the "indexing path" location to place each individual
item index. The unique location will be a folder named as the current project name.

Another important setting found in the user preferences "Search index" tab is to choose which files
will be added to the index. If a file is not added to the index during creation, then any subsequent
searches of that index will not return the file.

By default ProDiscover is configured to index "All indexable files" This means that during the indexing
process ProDiscover will scan every file and any file containing readable ASCIl or UNICODE data will
be indexed. This process is more time consuming, but also more through. Users are also given the
option to index files only for given file extensions. This option is useful for users who only wish to
find search terms in specific office documents.

EXIF

Allows users to choose which EXIF meta data fields will be extracted from graphics files and added to
the project report if the graphics file is selected as evidence of interest.

Users are given the ability to "Add All" EXIF meta field values to the report, "Remove All" EXIF meta
fields from the report, or to individually select field by field for addition to the project report.

Getting Help

ProDiscover Support
There are various ways to get Help on ProDiscover:
Application Help - From the ProDiscover Help menu, select Contents.

User Training Manual - The official ProDiscover User training manual provided in Technology
Pathways official training classes. Contact Technology Pathways for details and class availability.

Online Application Help - Contains an online version of the application help system.

Help on the Web — Visit the support section of our Web site where you can learn about the
support options available to you.

Technical Support - Provided for registered users of ProDiscover, personal product support is
available. See the front of this manual for contact information.

NOTE: No support is provided for ProDiscover Basic edition.
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Moving around in ProDiscover

Main Window

ProDiscover's main window is divided into three areas users should become familiar with: left tree-view;
upper right work area; and lower right data view area. The separators between all areas are adjustable to
allow the user any desired view.
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GD&lGne

43 Object(s) (14 Folder(s), 29 File(s) MDS [a® [ [

EofEfonTAPEFO%D 4t%p<FO VOREAONERBRRAONENDY t~p3FO%D 4t |b<FO

Data View Area Buttons

Note when First, Back, Next, Last and Go buttons appear within the Data View area they allow the user
to navigate through pages of large files. (Please see buttons in lower right area.)

On some file systems and images the entire contents of a file or cluster are too large to display in the
view area. When this is the case the view area will contain a tag [MORE DATA AVAILABLE] when more
data is available. In addition to the tag, the five "navigation" icons will become available in the view area.
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First

The First icon allows the user to update the view area contents to the first available data segment
for the file or cluster selected.

Go

The Go icon allows the user to update the view area contents to the data segment number entered
for the file or cluster selected.

Last

The Last icon allows the user to update the view area contents to the last available data segment for
the file or cluster selected.

Next

The Next icon allows the user to update the view area contents to the next available data segment
for the file or cluster selected.

Back

The Back icon allows the user to update the view area contents to the previous available data
segment for the file or cluster selected.

Tree View Area Items

When a project is opened the user will be presented with a tree-view of selections under the project
name as shown below.

=0 Project - Test
Report

+ Add
X Remove
-0 Content View

& Images

=& %\192.168.100.7ATheendD g0
& G
S E:
-0 Cluster View
& Images
&3 Disks
-2 Remote Drives
=& Y\192.168.100.7ATheendD g0
=3 \W192.168.100.7\PhysicalDrivel
= \W192.168.100.74PhysicalDrivel
=3 \\192.168.100.7\PhysicalDrive2
= \W192.168.100.7\PhysicalDrive3
=3 \W192.168.100.7\PhysicalDrived
=3 \W192.168.100.7\PhysicalDriveb
& G
S E:
ﬂ' Reagistry View
(3] EventLog View
& Intemnet History Viewer
@ View Log
&4 Search
- @ Search Results
@& Content Search Results
@& Cluster Search Results
@4 Registry Search Results
@& Event Log Search Results
@R Internet Activity Search Results
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Functions available within the tree view are:

e Report

e Add
= Capture & Add Image
= |mage
= Disk

e Remove

e Content View

e  Cluster View

e Registry View

e EventLog View

e Internet History Viewer

e  Email Viewer

e View Log

e Search

e  Search Results
= Content Search Results
= Cluster Search Results
= Registry Search Results
=  EventlLog Search Results
= Internet History Search Results
= Email Search Results

For a description of each of these commands, please see Appendix A: ProDiscover Menu Commands.

Button Bar

ProDiscover Provides a button bar (sometimes called a Tool Bar) to enable the user to perform
commonly used functions quickly.

NPHPEE BRI 3000 0]

e New Project

e Open Project

e  Save Project

e Connect To...

e Push PDServer to Windows
e  Push PDServer to Mac

e  Capture Image

e Export

e Open Image
e Copy Disk
e Search

e Stop



File Menu

Options available from the File menu enable the user to start a new project, open an existing project, save
the current project, save the current project with another name, open an image file, and exit the
program.

The File menu, when clicked presents a drop down menu with the following options, which are described
in the links below.

New Project
Open Project
Open Image
Save Project
Save As
Preferences
Print Setup
Print Report
Exit

For a description of each of these commands, please see Appendix A: ProDiscover Menu Commands.

Network Menu

The Network Menu contains options supporting ProDiscover's network imaging & analysis functions.
Users will use the Network Menu to perform operations such as connect to a remote PDServer prior
to adding a remote disk.

The Network Menu, when clicked presents a drop down menu with the following options, which are
described in the links below.

Connect To...

Disconnect

Encryption

Release Remote Client
Push PDServer to Windows
Push PDServer to Mac

For a description of each of these commands, please see Appendix A: ProDiscover Menu Commands.

Action Menu

Options available from the action menu enable the user to accomplish normal application tasks such as:
capture an image, add images and disks to a project, search for keywords, export and clear reports.

The action menu, when clicked presents a drop down menu with the following options:

Capture Image

Add
Capture & Add Image
Image
Disk
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Create Search Index
Search
Stop Search
Clear Report
Evidence of Interest
Search Results
File Signature Mismatch
OS Info
Clusters of Interest
Clear Recent Projects List
Comepress
UnCompress
Export
Verify Image Checksum
Disk Inventory
OS Info
Export Custom EOI Report
Create Report Thumbnails

For a description of each of these commands, please see Appendix A: ProDiscover Menu Commands.

View Menu

The view menu enables the user to view the current project report, the contents of image files and disk
as files or clusters and I/O log files. Within the view menu the user can also enable or disable viewing of
the ProDiscover startup dialog, tool bar and status bar.

The view menu, when clicked presents a drop down menu with the following options:

Report
Content View
Cluster View
View Log File
Startup Dialog
Tool Bar
Status Bar
Gallery View

For a description of each of these commands, please see Appendix A: ProDiscover Menu Commands.

Tools Menu
The Tools menu is where the user will find the tools needed for managing disks and images.

The tools menu, when clicked presents a drop down menu with the following options:

Secure Wipe...
Copy Disk...
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Copy Evidence of Interest
Copy File...
Copy Al Selected Files...
Create LFC...
Copy Email...
Copy All Selected Emails. ..
Copy All Selected Clusters...
Filter by Hash Set
Hash File...
Highlight
Hide
Remove All Filters
Batch Calculate Hashing...
Signature Matching...
Scan HPA...
Image Conversion Tools
Convert ProDiscover Image to “DD”...
Convert ProDiscover Image to “ISO”...
Convert “DD” Image to “ISO”...
VMWare Support for “DD” Images...
Convert Expert Witness Image to “DD”...
Convert Project Format...
Create remote server package...

Run ProScript...
For a description of each of these commands, please see Appendix A: ProDiscover Menu Commands.

IR Menu (ProDiscover IR Edition only)

The IR menu is available only in ProDiscover Incident Response Edition and provides specialized tools for
use in incident response and systems auditing.

The IR menu, when clicked presents a drop down menu with the following options:

Find Unseen Processes...
Find Unseen Files...

Create Baseline...

Compare Baseline...

Find Suspect Files...

Get Process List...

Get System State...

Open & Connected IP Ports

For a description of each of these commands, please see Appendix A: ProDiscover Menu Commands.

Help Menu
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The Help menu item displays a drop down menu with two options as follows:

e Help Contents: Displays the Help text file describing the various menus, dialog boxes and other
controls used in the system in standard Windows help format.

e  Enable Support Log... (Enables logging used by Technology Pathways technical support personnel
to help identify and resolve user reported issues.)

e Remove Support Log Files (Removes support logs after they have been disabled.)

e About ProDiscover: Displays about dialog box containing the product version number, title,
copyright etc.
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Using ProDiscover

Creating a New Project
1. Start ProDiscover.

2. ProDiscover presents the launch dialog.

Launch Dialog

PRODISCQVER'

Computer Forensics Software

New Project Open Project | Recent Project |

Look In IC:\ProDiscover ZI -~ I

. Driver .. Sample Images &| IRACDemo dft
. Hash Sets .. Sample Pics & ReactDemo dft
1) Linux Boot Disk | Search Tem Sets @
|, ProScript & AutoDemo dft |&| WebEx dft

| Remote Agent |&| Email Tests dft

File Name ITestPnojed.dft

File Type  |Project Files (" dft) |

[~ Don't show this dialog in the future Open I Cancel | Help

3. Enter a project number, project name, and description of the project in the new project tab
option, and then click the Open button.

4. ProDiscover will then create a project and generate a template report in the work area.

Save a Project
1. Select save project option from the file menu, or button bar.

2. ProDiscover presents file Save As dialog if the current project has not yet been saved, otherwise
the current project file will be updated without further action.
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Save in:la ProDiscover j - =k B

21|

@ Jones Crime Scene, dft

Fil= name: I - df Sawe I
Save as ype: | Praject Files [~.dit | Cancel |

4

Select the destination path and click the Save button.
ProDiscover saves the project at the path specified.
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Preview a Directly Connected Evidence Drive
1. Launch ProDiscover.

2. Select open project tab option.

‘Launch Dialog

PRODISCQVERR'

Computer Forensics Software

New Project Open Project ] Recent Project I

Look In  |C:\ProDiscover :J - |
. Driver .. Sample Images |&| IRACDemo dft

. Hash Sets | Sample Pics ; ReactDemo dft

1) Linux Boot Disk J. Search Term Sets | &S g St

. ProScript |&] AutoDemo dft |&] WebEx dft

| Remote Agent |&| Email Tests dft

File Name ITestProjed.dﬂ

File Type  |Project Files (" dft) -l

[~ Don't show this dialog in the future Open I Cancel | Help

3. Select the project file to open and click Open button.
4. ProDiscover opens the project file and generates a template report in the work area.
Select the Add Disk option from the action menu, or tree-view.

Ellil Project - Jones Crime Scene

& PhysicalDrivel
[+H-&= Physzicallrive

&= PhysicalDrivel
[+-E=D PhyzicalDrivel
H-&= Physzicallrive?

% Wiew Log
- Search




6.

6.
7.

ProDiscover presents a dialog with all physical disk available for viewing.

Add Disk to Project _ x|

List of Disks

A

PhysicalDrivel

— PhysicalDrivel

= %4192.168.100.30\PhysicalDrivel

Please enter unique name for physical disk
SuspectDiskd|

Add Cancel

ProDiscover then adds the physical disk to the currently active project.
Perform actions on the newly added disk such as search, hash compare and recovery).
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Conducting Live Preview of a Remote Disk

Prior to previewing a remote disk users will need to create a PDServer disk and run PDserver on the
remote system.

I. Once PDServer is running on the remote system, from within an active project in ProDiscover use
the "Network" menu to select "Connect To..." and the following dialog box will appear.

Add Remote Disk [ X]

Enter the computer name or IP address to connect to |1 92.168.100.17 :J

| Connect I Cancel I

2. If the user is connecting to a PDServer running in Stealth Mode with a password set the ProDiscover
client will display a dialog box asking for the password prior to connection. Even if encryption mode is not
set for encryption is used to create a secure channel for all communications setup to prevent password
sniffing and man-in-the middle attacks.

Connect To PDServer [ X]

The PDServer you are tying to connect is password
protected. Please enter the password to connect to
the PDServer.

Enter Password: I

0K I Cancel

3. Once the connection is established users follow standard procedures for previewing a directly
connected disk. Previewing speed can vary greatly and is dependant on many factors such as network
topology and performance. When encryption mode is set the added overhead can reduce preview
performance by up to a factor of two.
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Capture an Image of an Attached Drive
I. Ensure the desired evidence drive is attached to the ProDiscover system.
2. Select the capture image option from the action menu item, or button bar.

3. ProDiscover presents the capture image dialog.

Source Drive C:\ [Vista] 453596 GB e
Destination: | > I Split I

Image Format: |ProDiscover Format [recommended) L.l
| Total sectors to capture : |951 253816 HFA I
Shadow Yolume Name: |Live Partition _vJ

~ ProDiscover Image

Technician Name: l

Image Number: l

Description

Password... I
I oK I Cancel I

4. Select the drive to be captured, destination path for the image file to be saved into, compression
and password protection of the image file and specify the technician name, image number,
description of the image file. ProDiscover will offer the ability to capture the full physical disk or

any desired partition.

Note: When imaging dynamic disk containing disk groups such as RAID (Redundant Array of Independent
Disks) sets, individual disks belonging to the disk group will be captured to different files as physical disks.
At the end of the capture, a .PDG (ProDiscover Disk Group) file will be created. The .PDG file contains
the information about the image files in the group along with the disk’s identifiers for cross-referencing.

5. Users also have the option to select the desired image format. ProDiscover recommends using
the ProDiscover format which includes adding metadata to the image containing information for
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password protection, time zone, investigator and compression. A technical description of the
ProDiscover image format can be found on the Technology Pathways web site in the resources
section. Alternately, users can select to create an image in the UNIX style 'dd' format which
creates a flat bit-stream image and a corresponding hash file using the selected hashing algorithm.
the corresponding hash file will be placed in the image directory and named the same as the
image using a .md>5 or .sha file extension.

6. If ProDiscover detects the image has a Hardware Protected Area the "HPA" button will be
enabled. Selecting the button will display the following dialog allowing user control over the
sectors to be imaged.

Protected Area x|

Protected area found on PhysicalDvel

I1zer Addressable Sectors |41 Ja028
Protected Sectors |1 5614170
Tatal Humber af Sectarz I-I 3807133

Capture Type

" Capture only ser addreszable zectors

¥ Capture entire disk

(] % I Cancel

7. To compress the image select "Yes" to compression and ProDiscover will compress the image
and save it as *.cmp. Note that compressing an image requires more time to capture due to the
compression overhead.

Click "OK".
ProDiscover reads the drive connected bit-by-bit and creates an image file in the specified

location. The image file will contain an exact replica of the original disk, plus a few bites of
checksum and log data.

10. ProDiscover will create a log file if there are any I/O errors.

Capturing Physical Memory

When connecting to remote systems using ProDiscover Incident Response or Investigator users may find
it useful to capture the live volatile physical memory of the suspect system. Collection of physical memory
images allows the investigator to conduct searches of the physical memory image to find indications of
compromise or passwords cached in memory. Passwords cached in memory may be useful to
investigators later in the analysis of encrypted documents.

To create an image of a remote systems physical memory users should first ensure the PDServer remote
agent is running on the remote system then connect to the remote system using the "Connect To..."
button bar icon or network menu item.
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‘Connect to PDSe

Enter the computer name or IP address to connect to

[192.168.75.2 v|  Browse |
| Connect I Cancel l

Once connected to the remote system users can image the remote systems physical memory by choosing
the "Capture Image" button bar icon or Action menu item. In the dialog box that appears users should
follow the normal steps for capturing an image and select the remote systems
"SystemNameOr|P\PhysicalMemory" option under "Select Drive" in the dialog as seen below. The
destination can be either a local (to the user) path, or remote path (USB/UNC) on the suspect systems
network.

'Capturevtma_gg'. ‘

Source Drive [441192.168.75.2\Physical Memory1023.484 MB v |

Destination: IC: “ProDiscover\Sample Image L.I Split I
Image Format: I ProDiscover Format [recommended) ;j

Total sectors to capture : |2098098 HFS,

Shadow Volume Name: || jve Parlition ~|

— ProDiscover Image

Technician Name: IChris

Image Number: |090809001

Description :

'Suspecl Server Physical Memory Image]

Compression
" Yes
& No

Password... l
ok | Cancel |

The physical memory image can be created in the ProDiscover EVE format or UNIX dd style format just
as with disk images. Once the image is created it can be added to the current project using "add image"
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and searched with the "Search | Cluster Search” function as seen below. There is no content-view
available for raw physical memory images.

EventlogSearch |  Intemet History Seach |  Email Seach |
Content Search Cluster Search | RegistySeach |

™ Recover resulting clusters

™ Search in Unallocated only

[ Searchin Selected Clusters only
™ Select all matches

(& ASCII " Hex
[~ Case Senstive [ Match whole word

Search for the pattem(s) : Load from file... |

[HXDEF %
Password=

Select the Disk(s) / Image(s) you want to searchin :

C:\ProDiscover\Sample Images\SuspectMem eve

| 0K I Cancel Apply




ProDiscover IR - SuspectServer =& x|
File MNetwork Action View Tools IR Help
AR~ I == = By
New Open S Connect  Capture = Open C o
Project Prgjed: Prgive%t Ta',. Image Export  Image 612,%’ Search Stop
=-0 ;o|;cl-s:.lspecl5erver Search1 I
eport
By Add 3 . X
X R Search terms IAII Patterns VI Addkoﬁeporkl Patterns Selection I Filter |
. Remaove
=0 Con;ent View Select | Cluster Number | Found in :J
4 gi‘:lf':s [m[Z 31F43 (204511) C:\ProDiscoverlR\S ample Images\SuspectMem...
=2 Remote Diives (m|EE 31F49 (204617) C:AProDiscoverlR\S ample Images\Suspecttdem...
&-C3 Cluster View D@ 31FEB (204651) C:\ProDiscoverlR\S ample Images\SuspectMenm...
58 Images | 31FEF (204655) C:\ProDiscoverlR\Sample Images\Suspectiem...
&9 C:\ProDiscoverlR\Sample Images\S J h
&3 Disks 32248 (205480)
52 Remote Drives 32408 (205835) C:AProDiscoverlR\S ample Images\Suspectiem...
=] ﬂ Registry View 3240C (205836) C:\ProDiscoverlR\S ample Images\SuspectMenm... po
ﬂ A\192.168.100.126VPhysicalDrive0\C:\y 326ED (206573) C:\ProDiscoverlR\S ample Images\SuspectMenm...
@ View Log 32743 [206665) C:\ProDiscoverlR\S ample Images\SuspectMenm...
ﬂ Search 32B70(207728) C:A\ProDiscoverlR\Sample ImagesiSuspectMen...
B ‘?? Search Results 32C77 (207991) C:\ProDiscoverlR\S ample Images\SuspectMen...
#4 Content Search Resuits 32CCD (208077) C:\ProDiscoverlR\S ample Images\Suspectien...
] Clus?er Search Results 3301D (208925) C:\ProDiscoverlR\S ample Images\Suspectiem...
@4 Registry Search Results AmAnN (NN L YO SO VY SUO T S Y SO Y P |
00000000 5B 48 69 64 64 65 6E 20 54 61 62 6C 65 50 0D DA [Hidden Table].. -
00000010 68 78 64 65 66 2A 0D OA 72 63 6D 64 2E 65 78 65 hxdef*,.rcmd. exe I—
00000020 0D OA 0D DA 5B 52 6F &6F 74 20 50 72 6F 63 65 73 ....[RoOOt Proces
00000030 73 65 73 5D 0D DA 68 78 64 65 66 2A 0D OA 72 63 ses]..hxdef*..rc
00000040 6D 64 2E 65 78 65 0D OA 0D DA SB 48 69 64 64 65 md.exe....[Hidde
00000050 6E 20 53 65 72 76 69 63 65 73 50 0D DA 48 61 63 n Services]..Hac
00000060 6B 65 72 44 65 66 65 GE 64 65 72 2A 0D DA 0D DA kerpefender®....
00000070 5B 48 69 64 64 65 6E 20 52 65 67 4B 65 79 73 5D  [Hidden RegKeys]
00000080 0D DA 48 61 63 6B 65 72 44 65 66 65 6E 64 65 72 . .HackerDefender
00000090 30 37 33 0D DA 4C 45 47 41 43 59 S5F 43 41 43 4B 073..LEGACY_HACK
000000A0 45 52 44 45 46 45 4E 44 45 52 30 37 33 0D DA 0D ERDEFENDERO732...
000000B0 0A 5B 48 69 64 64 65 G6E 20 52 65 67 56 61 6C 75 .[Hidden rRegvalu
000000C0 65 73 50 OD OA 0D OA 5B 53 74 61 72 74 75 70 20  es]....[Startup
00000000 52 75 6E 5D 0D 0OA 0D DA 5B 53 65 74 74 69 6E 67 Run]....[Setting
000000ED 73 5D 0D ODA 6F 77 6E s].. own
000000F0 65 64 0D DA 42 61 63 6B 64 6F 6F 72 53 68 65 6C ed..Backdoorshel
00000100 6C 3D 68 78 64 65 66 DF 24 2E 65 78 65 0D DA 53 T=hxdefR$.exe..S
00000110 65 72 76 69 63 65 4E 61 6D 65 3D 48 61 63 6B 65 erviceName=Hacke
00000120 72 44 65 66 65 6E 64 65 72 30 37 33 0D DA 44 69 roefendero73..ni —
00000130 73 70 6C 61 79 4E 61 6D 65 3D 48 58 44 20 53 65 splayName=HxD Se
00000140 72 76 69 63 65 20 20 37 33 0D DA 53 65 72 76 639 rvice 073..5ervi
00000150 63 65 44 65 73 63 72 69 70 74 69 6F 6E 3D 70 6F cebescription=po
00000160 77 65 72 66 75 6C 20 4E 54 20 72 6F 6F 74 6B 69 werful NT rootki
00000170 74 0D DA OD DA 5B 43 6F 6D 6D 65 6E 74 73 5D 0D t....[Comments].
il I 1 bt R B S e S R =
4 occurances Found. MDS ol [
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Add an Image File to a Project

1.
2.

Launch ProDiscover.
Select open project tab option.

Launch Dialog

PRODISCQVERR:

Computer Forensics Software

New Project  Open Project I Recent Project ]

Look In  |C:\ProDiscover LI — |

. Driver .. Sample Images |&| IRACDemo dft
. Hash Sets .. Sample Pics |&| ReactDemo dft
|, Linux Boot Disk ~J. Search Term Sets [ & ar e deit
., ProScript & AutoDemo dift |&| WebEx dft

i . Remote Agent |&| Email Tests. dft

File Name ITesl Project dft

File Type  [Project Files ("dft) =l

[~ Don't show this dialog in the future Open | Cancel I Help

Select the project file to open and click Open button.

ProDiscover opens the project file and generates a template report in the work area.

Select the Add Image option from the action menu, or tree-view. Users may also right-click on
"Disks", "Images" or "Remote Drives" from Content-view to add a disk, image or remote drive

to the project.

ﬁl Project - Johes Crime Scene
3 Report

=B Add

i Capture & Add Image

- Remove

-3 PhysicalDrivel

& PhysgicalDrivel
EII=:I Cluster Wiew

& PhysicalDrivel
& PhysicalDrivel
& PhysicalDrive?

5525 View Lag
-tk Search
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6.

9.

ProDiscover presents the file open dialog.

Loak i Ia ProDiscover j - =5 ER-
#]Floppy.eve

PHYZ.eve

File name: | Open I
Filez of type: IImage Files [*.eve) j Cancel |

[ Open az read-only

i

Select the desired image file and Click Open button. If the image is of a Windows NTFS
Dynamic Disk, users should select the image's corresponding *.pdg file which describes the disk
group. If the image was a ProDiscover Split image, users should select the *.pds file which
describes all split files comprise the total disk image.

ProDiscover also offers the ability to add legacy Expert Witness Format (.EQ|) images and any
Logical File Collection (.Ifc) formatted image. Logical file collections are created by users within
ProDiscover when they desire a container of specifically extracted files from other images.

UNIX style "dd" images can be added to projects provided with or without the .eve file
extension. To add a dd image to the project without an expected extension choose "All Files
(**) from the "File of Types" Drop down list. If the "dd" image is split into several images they
should be numbered sequentially and all contain a .eve file extension. Once the image files are
named and numbered correctly a corresponding *.pds file should be created in the following
format:

DD-Splitimage

D:\Images\Splits\dd\Split0.dd
D:\Images\Splits\dd\Split|.dd
D:\Images\Splits\dd\Split2.dd
D:\Images\Splits\dd\Split3.dd

D:\Images\Splits\dd\Split4.dd

Note that all split image file should be split in sizes which are multiples of 512. To add the split
"dd" image users should select the split.pds file created above.

10. ProDiscover then adds the image file to the currently active project.
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Add a UNIX "dd" Image File to a Project

ProDiscover supports analysis of "dd" images on supported file systems for forensics examiners using
UNIX "dd", or the Win32 "dd" port to create physical or logical images.

UNIX style "dd" images can be added to projects. If the "dd" image is split into several images they should
be numbered sequentially and all contain a .eve or any other desired file extension. Once the image files
are named and numbered correctly a corresponding *.pds file should be created in the following format:

DD-Splitimage

D:\Images\Splits\dd\Split0.dd

D:\Images\Splits\dd\Split|.dd

D:\Images\Splits\dd\Split2.dd

D:\Images\Splits\dd\Split3.dd

D:\Images\Splits\dd\Split4.dd

Note that all split image file should be split in sizes which are multiples of 512. To add the split "dd" image
users should select the split.pds file created above.

To add a UNIX "dd" image:
1. Your image can have the “.dd” or “.eve" extension.

2. Launch ProDiscover.

3. Select open project tab option.
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‘Launch Dialog =i

PRODISCQVER“

Computer Forensics Software

New Project Open Project | Recent Project |

Look In  |C:\ProDiscover L] -~ |

. Driver .. Sample Images |&| IRACDemo dift
. Hash Sets .. Sample Pics |&| ReactDemo dft
1 Linux Boot Disk 1. Search Tem Sets @
|, ProScript & AutoDemo dft |&| WebEx dft

| Remote Agent |&| Email Tests.dft

File Name ITestProjechft

File Type  |Project Files (" dft) |

[~ Don't show this dialog in the future Open I Cancel I Help

Select the project file to open and click Open button.
ProDiscover opens the project file and generates a template report in the work area.

Select the Add Image option from the action menu, or tree-view. Users may also right-click on
"Disks", "Images" or "Remote Drives" from Content-view to add a disk, image or remote drive
to the project.
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I=:I Project - Jones Crime Scene

[#]- ﬁ F'h_l,lsu:aIDrweEI

&= Phyzsicallrivel

&= Physicallrive?

El- Ii'l Cluster Wiew

----- L5 Images

El = Digks

& Phyzicallirivel

& Phyzicallirivel

& Phyzsicallirives
% Wiew Log

-k Search

6. ProDiscover presents the file open dialog.

2=

Look in: Ia PraDiscover | « £k EF-

Floppy.eve
PHYZ.eve

File narne: | Open I
Filez aof type: IImage Files [*.eve) j Cancel |

[~ Open az read-only

4

7. Select the desired image file and Click Open button.
8. ProDiscover then adds the image file to the currently active project.

Copy a directly connected drive to another directly connected drive
1. Ensure the desired evidence drive is attached to the installed ProDiscover system.

2. Select the copy disk option from the action menu, or button bar.
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Disk to Disk | Image to Disk |

Source Destination Disk
C: PhysicalDrivel
D: PhysicalDrivel
F: PhysicalDrive2
PhysicalDrive0
PhysicalDrivel
PhysicalDrive2

o ]

Cancel

3. ProDiscover presents a dialog with the list of all local drives on the system. Note: only physical
disk large enough to accommodate the selected source disk will be shown in the destination disk

section.

4. Select the source and destination disk, then click OK.

5. ProDiscover copies the source disk to the destination disk.

Restore an Image to directly connected drive

1. Ensure the desired destination drive is attached to the installed ProDiscover system and its size
will accommodate the original image.

2. Select the copy disk option from the tools menu, or button bar.

'Copy source disk or image to destination disk

Disk to Disk Image to Disk

Image File:

Map Disks to images:

C:\ProDiscover\Sample ImagestJosh.eve

Browse |

Image Name.

£,

| Disk Name
C:AProDiscover\Sample Imageshosh.... PhysicalDrivel

|

£

o]

Cancel l

ProDiscover presents a dialog with the list of all local drives on the system.

4. Select "Image" from the source section of the dialog box.

5. Select the "Browse" button and locate the desired image. Note: Native ProDiscover images and
UNIX "dd" images can be restored.
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6. Select the desired destination disk, and then click OK.
7. ProDiscover restores the image to the destination disk.
Copy Selected Files

In many cases you will want to recover items to another location in preparation for evidence presentation
or further analysis. The "Copy Selected Files" option from the Tools Menu provides users with the ability
to conduct a batch recovery/transfer of all items marked as "Evidence of Interest" by enabling the
"Selected" Tag within "Content View".

Choose Destination |

Drestinatian: || Browmse

Bates Mumbering

[T Bates Mumber

Text Battern I

0k, Cancel

List Detail Information about Image Files Associated with a Project

1.
2.

Select "Content View | Images", or "Cluster View | Images" from the tree-view.

ProDiscover lists detailed information of all image files associated with a project.

View the Contents of a Directly Connected Disk as Files

© N o U AW

Ensure the desired evidence disk is connected to the ProDiscover system and the desired disk
has been added to the current project.

Select the "Content View | Disks | Physical Drive | Partition" option from the Menu or
tree-view. Note: Disk containing a Hardware Protected Area will display [HPA] after a partition
to indicate any file systems detected within the HPA. See Advanced tips and tricks for more
information on the HPA.

Select the desired disk partition.

ProDiscover displays the contents of the disk.

Select a file or directory to view from the work area.

ProDiscover displays the contents of that file at the bottom of the main window.
Double click on a file.

ProDiscover displays the contents of the file in the default file viewer. If no viewer has been set,
ProDiscover will launch an "Open With" dialog box asking the user to select an application to
open the file.

View the Contents of a Disk, or Image File as Clusters

Select "Cluster View | Disks, or Image | Physical Drive | Partition" from the View Menu
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or tree-view. Disk containing a Hardware Protected Area will display [HPA] after a partition to
indicate any file systems detected within the HPA. See Advanced tips and tricks for more
information on the HPA.

ProDiscover presents a graphic representation of clusters for image file, or disk in the work area.
3. Select an individual cluster.

4. ProDiscover displays the contents of that cluster at the bottom of the main window.

Viewing the Windows Event Logs

ProDiscover allows users to add the Windows Event Logs to a project form images or directly
connected disks. Once the event logs are added to a current project, users can review individual log
entires and select as evidence of interest if needed.

The following steps allow users to add a Windows Event Log to the current project:

Add an image file or disk to the current project.

Navigate to the Windows installation directory (C:\Windows, C:\Winnt, etc.) on any partition from
content view.

Highlighting the Windows installation directory from content view, right-click on the directory and
choose "Add to Event Log Viewer".

The Windows event logs from the selected installation will be available for view from the "Event Log
View" tree-view item.

View Windows Registry

The registry viewer allows investigators to browse the registry of a Windows system and select individual
registry keys as evidence of interest. To process the windows registry ProDiscover needs to read several
files on the disk in addition to individual registry files themselves.

To process registry files form the local or remote disk or image users should highlight the windows
system directory in content view, right-click and choose "Add to Registry Viewer". The default system
directory on a Windows NT 4.0 system is Winnt. In Windows XP the default system directory is
Windows. Once the user selects "Add to Registry Viewer" as seen on the next page.
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£ BJPrinter [ ] $NtUninstallKBS24... “d-:h- |ND
£ CRusion oo $NUrninstalKBAZS... ~-d--h- NO
£ Documents andsett. | (O3 $NtUninstallKB828... --d--h NO
#-C0 IntelPRO oo $NtUninstallKB828... --d--h NO
-3 Pies oo $NtWninstallKB832... ~-d--h- NOD
1 Program Files oo $NtUninstalKB833... --d--h-  NO -
#-C3 RECYCLER = [ PV Y v ' TN Mo = _I
-3 System Volume Infor
& Tools I We=Fist | [mBack| Net=p| [Lastsl| [ 2/ g0 | e
' g m‘“ Add to "Find Unseen Files" list
laa Delzl Add to "Create Baseline" list
S E: Add to "Find Suspected Files" list
= CIusFer Vigw ﬁ Add to Registry Viewer N
8 Registry View b
&% View Log
@4 Search

=18 Search Results
@& Content Search Results
@ Cluster Search Results

< | »
272 Object(s) (104 Folder(s), 168 File(s)) MDS === [

ProDiscover will scan the directory structure and extract the files needed to process the registry view
allowing the registry to be viewed as seen below.

% ProDiscover IR - SuspectServer -8 x|

File MNetwork Action Yiew Tools IR Help

& M |-G R #w @
G ct G > (o] i
Pyoejgct F%jeer::t P?gjve%t DFS%T I?npag;e Export mﬁ’aeé'e %°.§.¥ Search  Slop
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-1 ACPI
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3 Alerter b
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Search the Windows Registry

Prior to searching a Windows Registry, users must first add the registry to their project using the
following procedures.

To process registry files form the local or remote disk or image users should highlight the windows
system directory in content view, right-click and choose "Add to Registry Viewer". The default system
directory on a Windows NT 4.0 system is Winnt. In Windows XP the default system directory is
Windows. Once the user selects "Add to Registry Viewer" as seen below.

% ProDiscover IR - SuspectServer i _=.1§J_>.<J

File MNetwork Action View Tools IR Help

= I e =) B
= ﬂ Eion?ezt Capture [E 0@:’1 44 @

p'?i%”é'ct Porgjee'}t P?gj%%t Jo.  Image Export  Image %?2.2‘ Search  Stop
= F:] Content View ;] I Select I File Name l File Estension l Sizel Attiributes I Deleted ;_I
& Images oo $hi_mig$ --d--h- | NO -
Bt o X oo $NtUninstallKB819... --d--h NO
E-52 Remote Drives ac $NtUninstalKBB23.. de-h- NO
g “AT%EEND\T“““D a0 oo $NtUninstalKB823... --d--h-  NO
E"r_;] Sikend oo $NtUninstalKBE23.. --d--h-  NO
=-£3 000 I $NtUninstallKBS24... —d--h- |NO
@63 BJPrinter ] $NtWninstalKBS24. . “-d--h-. |NO
-3 CFusion [ $NHUninstalKBE25... --d--h-  NO
£ Documents and sett. | O3 $NtUninstalKB828... --d--h NO
£3 IntelPRO oo $NtninstallKBE28... I ND
"3 Pics ot $NHninstalKBS32.. --d--h-  NOD
€3 Program Files ot $NtUninstallKBE33... --d--h- NO =
D HEC\(CLEH I:‘F"\ AR e o I RO I o 1. (4Ta) Ll_l
-3 System Volume Infor |
'l:'l temp
-6 Tools MeFist | [#mBack| Netoy| Lastpl| [T 1 Go | Page 1 of 22
g m"“ Add to "Find Unseen Files" list
73 Delel Add to "Create Baseline" list

&3 E: Add to "Eind Suspected Files" list

20 CIusFer Vlgw 2 Add to Registry Viewer N
- ﬂ’ Reaqistry View g

8% View Log

- Search

-8 Search Results

@& Content Search Results

@& Cluster Search Results

< | »
272 Object(s) (104 Folder(s), 168 File(s)) MDS === [

37



ProDiscover will scan the directory structure and extract the files needed to process the registry view
allowing the registry to be viewed as seen below.

% ProDiscover IR - SuspectServer - Iﬂlzj

File MNetwork Action View Tools IR Help

= o | O #n o
Corriect G . 0 ..
Pﬁ?jgct Porgjeel.-::t P?gf{a%t OFQ?_C r?n'ﬁgée Export m?ae;e CD°,§,§‘ Search  Stop
E'a Registry View A | select | Name | Type | Data |
= g SWTHEENDPhysicalDriveO\C:\WINNT (] LTE (Defaul) REG_SZ {value not set)
H ©0 HKEY_CLASSES_ROOT DE‘I Open REG_SZ OpenPerformanceD ata
=0 g ESY'&;DCAL-MACHINE Oky Collect REG_SZ CollectPerformanceData
‘CI SECURITY DE": Close REG_SZ ClosePerformanceData
% ab -
() SOFTWARE EIEI Library REG_SZ netfpert.di
=3 SYSTEM O @ ounler Types RE_BIN 3 35 3 “
=] ControlSet001 O Counter Names REG_BIN 530071 006C 0043 006CO0E...
-3 Contral O @ Last Counter REG_DWORD  0x00000c92 (3218)
-3 Enum D[-"-I{ Last Help REG_DWORD 0x00000c93 (3219)
-3 Hardware Profiles O @ First Counter REG_DWORD 0x00000c86 (3206)
=-C0 Services D@f First Help REG_DWORD  0x00000c87 (3207)
=-E3 NET CLR Data O E": Obiject List REG_SZ 3206
3] Performance O @ ‘WhemadapFileTime REG_BEIN 00AD 3D 41 4FDIC201
-3 .NET CLR Networking O @ ‘WhemadapFileSize REG_DWORD  0x00008000 (32768)
-0 NETFramework Oks WhemédapStatus  REG_DWORD  Offfifff (1)
(1 {2B5B1EB3-D583-494F-A4D0-03
(0 Abiosdsk
-0 abpd80n5
-0 ACPI
-0 ACPIEC
-1 adpul60m
-0 AFD
-1 agp440
-0 Ahal5dx
-0 aicl16x
(0 aic78u2
-0 aic78x
0 Alerter v
Kl | »
HKEY_LOCAL_MACHINE\SYSTEM|ControlSet0n1iServices|.NET CLR Data\Perfoi| MDS | [
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Once the desired registry has been added to the current project, users can search the registry for
keywords using the "Search" option from the ProDiscover button bar.

o N ==

Event Log Search | Intemet History Search | Email Search |
Content Search | Cluster Search Registry Search
™ Searchin Selected Keys only ~ Lookin ————
[~ Select all matches ™ Keys
Search Type: WZ’ IV Values
IV Data

& Ascll € Hex Losdfomie..|

I Case Sensttive
™ Match whole word

Search for the pattem(s):

HXDEF -
Password=

Select the Registries you want to searchin :

OK I Cancel

Search results will be displayed as seen below in the "Registry Search Results" tree-view item.
& ProDiscover IR - SuspectServer & E

_File Network Action View Tools IR Help

= o @ ] @ B ]
ot e poee || D RS et Toe BEY sewen
=3 Project - SuspectServer
a IHepoll P Search 1 | -
@ X
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-3 Inetpub D@: Service HackerDefender073 HKEY_LOCAL_MACHINEASYSTEMA\ControlSet002\Enum\Root\LEGAI
-3 pics i ] HackerDefender073 HKEY_LOCAL_MACHINEASYSTEM\ControlSet002\Services
-3 Program Files
- RECYCLER
-3 System Volume Inform.
=] temp
-3 WINNT
73 Deleted Files
#-C7 Cluster View
=g Registry View
=] g AW10.0.0.14PhysicalDrive0\C:\wWIN
(0 HKEY_CLASSES_ROOT
=10 HKEY_LOCAL_MACHINE
1 saM
3 SECURITY
1 SOFTWARE
0 SYSTEM
€0 HKEY_USERS
2 View Log
@4 Search
= Search Results
@ Content Search Results
@4 Cluster Search Results
@& Registry Search Results
<] | Bl EY
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View Graphic Files in Gallery View

In situations where users need to view the contents of a large number of graphic files in a given directory

ProDiscover offers a "Gallery View" function. To shift into a gallery view mode users need only choose
the "Gallery View" menu option from the "View" menu or right click over the work area as seen below.

% ProDiscover IR - SuspectServer =

File MNetwork Action Yiew Tools IR Help

=8|

> = = B Y I }
Con%:é;t Capture Open Copy
To. Image Export  Image  Disk  Search  Stop

New Open
Project Prgiect P?oaj\é?:t

a

Size | Attiributes Del
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&P Images
& Disks
=52 Remote Drives View
(159 MTHEENDATheendDg0 View ds INFO
SR= N —
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€1 ooo B Copy All Selected Files
#-C3 BJPrinter
#-C0 CFusionMx Compare To Hashkeeper
" g :I:g.;;:ennts and Settings A I Add to "Find Suspected Files" list
-7 Pics — Add to "Create Baseline" list
#-C3 Program Files View/Edit Investigator's comments
#-C3 RECYCLER =
®-C3 System Volume Information y Add to Redistry Viewer
£ temp Wiew EXIF Data
#-C0 Tools
-3 WINNT Gallery View N
-3 wmpub >
-3 Deleted Files
S E:
-0 Cluster View
-2 Registry View fo
5 View Log
@4 Search
=% Search Results =l
4 Object(s) (0 Folder(s), 4 File(s)) MDS -3 I I

Once the user selects "Gallery View" the work area view will display a thumbnail of all images within the

selected directory as seen below.
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Adding Thumbnail Images to Report for Graphic Evidence

Users may desire to add preview thumbnail images along with information provided to the standard
project report. To add graphic thumbnail preview images users should use the "Appearance" tab of the
"Preferences” File menu option. In the appearance section users will find the following two options:

"Add thumbnail image to report for graphic files" (default unchecked) when checked will cause a
thumbnail image to be created and added to the report for any graphic file which is selected as evidence
of interest. For users who choose this option after graphic files have been added as evidence of interest
they can use the Action menu's "Create report thumbnails" option to add thumbnails to the report.

"Create thumbnails on load" (default unchecked) when checked causes ProDiscover to automatically
add thumbnail images to the report when opened. Warning: a large report, with many graphic files
selected as evidence of interest, can cause a significant delay while loading a project file.

After choosing the desired settings thumbnail images will be added to the live ProDiscover project report
(as seen below) as well as any report that is exported in the RTF format.
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View Image EXIF Meta Data

The Japanese Electronic Industry Development Association (JEIDA) created a standard for the storage of
camera and image metadata in JPEG and TIFF files. Most digital camera manufacturers have implemented
this standard and now store camera metadata along with the digital image. This metadata can potentially
provide vital evidence to investigators such as when the picture was taken, what camera was used in
capturing the image and in some cases, who took the image or where the image was captured.

The Tag tables in EXIF meta data provide a tremendous amount of potentially useful information if
contained in the EXIF section of a JPEG file. While it is cumbersome to try to pull this data manually from
the file, programs exist today to extract this data for the investigator. Programs such as EXI|Futils or
IMatch can be used to view this information. Technology Pathways forensic tool, ProDiscover will
automatically extract and report this information for investigators if desired for all JPEG and TIFF files
marked as evidence of interest. This can open up a whole new avenue for investigators and capture EXIF
metadata in an evidentiary quality manner to be used in court at a latter date.

To view the EXIF meta data of a JPG or TIF file in ProDiscover simply right-click on any .jpg or .tif graphic
file from content-view and select "View EXIF data" as seen below.
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After choosing to view EXIF Data, users are shown a dialog box containing all available EXIF meta data ass

seen below.

EXIF Information |

EXIF Information:

EXIF Tag Name | EXIF TagValue | 4]
FileSource -2071724029

Flash {Value not set}

FlashPisVersion [48.48.43.48)

FNumber 35/10

FocalLength 255/32

FocalPlaneR esalutionlnit inch

FocalPlanexResolution 12000004155

FocalPlaneYResolution 1600000/206

JpealFByteCount 4630

JpealFOffset 1196

Make Canon

MardpertureV alue 194698/65536

Meteringtode center weighted average

Model Canon PowerShot 5100 ;I

x|

In the user preferences "EXIF" tab, users have the ability to select if they want EXIF meta data added to
the report when selecting (selected tag enabled) graphics files as evidence.
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Recover a Deleted File

1.

o v A WN

10.

Ensure the desired evidence disk is connected to the ProDiscover system.

Select the "Content View | Disk, or Image" option from the Menu or tree-view.

ProDiscover displays a list of drives, or images available to the system.

Select the desired disk, or image and navigate to the desired volume.

ProDiscover displays the contents of the disk.

Select a file to recover from the work area.
Notes: The "Deleted" column will display "Yes" if the file has been deleted. On NTFS formatted
drives, ProDiscover collects all deleted files into a special directory called "Deleted Files". The
contents of a recovered file can never be guaranteed since some clusters may have been
overwritten.
ProDiscover displays the contents of the selected file at the bottom of the main window.
Right click on a file.
ProDiscover a pop-up dialog with the choice to View or Recover the selected file. Select Copy
File.
Enter the desired location and file name to save the file as in the "Save As" dialog box that
appears and click "Save".
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Search for Key Words in Image File or Disk (RAW Mode)

I. From the current project select search option from the tree-view, or button bar.

2. ProDiscover displays search dialog.

Event Log Search ] Intemet History Search I Email Search
Content Search | Cluster Search | Registry Search
[~ Searchin Meta Files ™ Searchin Selected Files only

™ Select all matches

Search Type: IRaw Search LI
¢ ASCII " Hex
[~ Case Sensttive

[~ Match whole word

(" Search forfiles named :

% Search forthe pattem(s) : Load from file... I

Secret -
Confidential

Select the Disk(s) / Image(s) you want to search in :
C:\ProDiscover\Sample Images‘\JohnQDoperDisk0.eve'\C:

™ Fitterfiles by Date(s)

MM - DD - YYYY

 Modified
bet I :
Fles ¢ Created ik ‘_]
and I % |

3. Choose the type of search to be conducted (Content or Cluster).

4. If conducting a content search choose "Search in Selected Files only" to search in only files
selected as evidence if desired.

5. Checking the "Select all matches" checkbox will automatically add all files from the search result

to the project report as evidence of interest. Files marked as evidence of interest can be easily
copied to review disks using the "copy selected files" option from the tools menu.

6. If conducting a content search choose to search for file names or content.
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7. Enter the keywords (one on each line) in the search for window and select the image files or
disks to be searched. Full Boolean Logic (AND, OR, NOT) can be used, but must be capitalized.
(See Appendix C for information on using Boolean Logic in search terms.) List of keywords can
be saved in an ASCII text file with the extension .STS and loaded using the "Load from file..."
button.

8. Users may also select to filter Content Searches by Modified, Accessed, or Created dates.
9. Click the "Search Now" button.

10. Results obtained from the search will be displayed in the top work area as selectable objects.
When any object is highlighted the resulting search term will be highlighted in the data view area.
Search results are saved from session to session in a file with the same project name and the

extension .ds2

I'l. If the search results are satisfactory they can be added to the current projects report with the

"Add to Report" button.

g ProDiscover IR - Test

[=1% |

File Metwork Action View Tools IR Help

1 occurances found.

MDS

o~ o~ .
[is] [ (= By »
New — Open Save Capture ] Open  Copy Run. o
Project  Project  Project Image TE Image Disk Search | ProScript
=-C0 Project - Test Search 1 I
# Report
+ By Add - - 2
Searchterms | All Patterns S Addtoﬂeporll Pattemns Selection I Filter ]
X Remove
=103 Content View Select | File Name | Foundin |
=& Images T 2 1
3 D@ links[1].htm C:A\ProDiscover\Sample Images\osh.eve\C:A ...
=& C:\ProDiscover\Sample Images\Mosh.eve B X
= D@ islegals.tat C:AProDiscover\Sample ImagestJosh.eveAC:A ..
+-C0 $Extend D@ cddbeontrol.dil C:\ProDiscover\Sample ImagestJosh.everC:A M.
3 A0L Download D@ MyCalendar. html0.cl.js C:\ProDiscover\Sample ImagestJosh.evet\C:AM.. =
#- €3 Documents and Settings D@ MyCalendar.html1.js C:A\ProDiscover\Sample Imagesiosh.eve\C:A ...
#-C0 My Music D@ QcffUnmappedList.js C:\ProDiscover\Sample ImagestJosh.eve\C:\,
#-C0 Program Files D@ license.txt C:\ProDiscover\Sample ImagesJosh.eveA\C:A M. |
+-C1 RECYCLER O signup.mar C:\ProDiscover\Sample Imagestosh.eve\C:A ...
#-C0 System Yolume Information D@ sceregvl.inf C:\ProDiscover\Sample ImagestJosh.eve\C:AM.L.
#-C WINDOWS O merged.hhk C:AProDiscover\Sample ImagesiJosh.everC:A.
# [ Deleted Files D@ scoped_8.hhk C:\ProDiscover\Sample ImageshJosh.eveAC:AN..
#-_] AllFiles D@ Compattode.htm C:\ProDiscover\Sample ImagestJosh.everC:AN.. [ ]
S0
&3 Disks
2 Remate Drives WeFiret | [@mBack] [New =] [Lost o] T go
=1 E0 Cluster View
+& Images NEGLIGENCE. ALSO THERE IS NO WARRANTY, DUTY OR CONDITION OF TITLE, QUIET ENJOYMENT, QUIET Py
&3 Disks POSSESSION, CORRESPONDENCE TO DESCRIPTION OR NON-INFRINGEMENT. THE ENTIRE RISK ARISING OUT OF USE
= - OR PERFORMANCE OF THE OS COMPONENTS AND ANY SUPPORT SERVICES REMAINS WITH YOU.
52 Remote Drives
2 Registry View EXCLUSION OF INCIDENTAL, CONSEQUENTIAL AND CERTAIN OTHER DAMAGES. TO THE MAXIMUM EXTENT PERMITTED
(2] EventLog View BY APPLICABLE LAW, IN NO EVENT SHALL MICROSOFT OR ITS SUPPLIERS BE LIABLE FOR ANY SPECIAL,
A » INCIDENTAL, INDIRECT, PUNITIVE OR CONSEQUENTIAL DAMAGES WHATSOEVER (INCLUDING, BUT NOT LIMITED TO,
@ Intermet History Viewer DAMAGES FOR: LOSS OF PROFITS, LOSS OF CONFIDENTIAL| OR OTHER INFORMATION, BUSINESS INTERRUPTION,
@ViewLog PERSONAL INJURY, LOSS OF PRIVACY, FAILURE TO MEET ANY DUTY (INCLUDING OF GOOD FAITH OR OF
REASONABLE CARE), NEGLIGENCE, AND ANY OTHER PECUNIARY OR OTHER LOSS WHATSOEVER) ARISING OUT OF OR
ﬁ Search IN ANY WAY RELATED TO THE USE OF OR INABILITY TO USE THE OS5 COMPONENTS OR THE SUPPORT SERVICES, OR
= % Search Results THE PROVISION OF OR FAILURE TO PROVIDE SUPPORT SERVICES, OR OTHERWISE UNDER OR IN CONNECTION WITH |
ANY PROVISION OF THIS SUPPLEMENTAL EULA, EVEN IF MICROSOFT OR ANY SUPPLIER HAS BEEN ADVISED OF THE |=
@4 Content Search Results POSSIBILITY OF SUCH DAMAGES.
@4 Cluster Search Results
& Redisty Search Resul LIMITATION OF LIABILITY AND REMEDIES. NOTWITHSTANDING ANY DAMAGES THAT YOU MIGHT INCUR FOR ANY
egistry Search hiesults REASON WHATSOEVER (INCLUDING, WITHOUT LIMITATION, ALL DAMAGES REFERENCED ABOVE AND ALL DIRECT OR
@& Event Log Search Results GENERAL DAMAGES), THE ENTIRE LIABILITY OF MICROSOFT AND ANY OF ITS SUPPLIERS UNDER ANY PROVISION
@ Intemet Activity Search Results OF THIS SUPPLEMENTAL EULA AND YOUR EXCLUSIVE REMEDY FOR ALL OF THE FOREGOING SHALL BE LIMITED TO
v ACTUAL DAMAGES INCURRED BY YOU BASED ON REASONABLE RELIANCE UP TO THE GREATER OF THE AMOUNT
ACTUALLY PAID BY YOU FOR THE 0S5 COMPONENTS OR U.S5.$5.00. THE FOREGOING LIMITATIONS, EXCLUSIONS [v]
ANN NTSC1 ATMFRS SHALL &PPIY TN THE MAXTMIM FXTENT PERMTTTEN RY &PPI TE&RIF | &W  FUFN TF &NY REMENY

12. The "Search terms" drop-down box allows users to highlight only a single search term from the
original search term list if desired.

13. The "Patterns" button will display a pop-up window containing the original search terms used in
the search set including any Boolean operators used.
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Search for Key Words in Image File or Disk (Indexed Mode)

Beginning with ProDiscover 6.0 users have two high-level approaches to search. The original raw search
which essentially scans the disk in cluster mode or content mode for keywords. When using a raw search
users have a group of features allowing them to fine tune the search such as Boolean Logic, Basic Pattern
Matching, and Regular Expression syntax listed below. While raw searches can be very effective, they can
become quite time consuming when repetitive searching is needed. In ProDiscover's indexed based search
users have the ability to create an index of a directly attached disk or image then conduct repetitive
searches with results returning in seconds rather than hours. Using the pre-indexed based search
approach users spend the time to create the index up front only once, then they can search over and
over without any added time.

Indexed mode searches are conducted almost exactly as raw mode searches with two exceptions; first
the users will select "Index Search” in the search type drop-down box of the search dialog box, and
second the Index must have been prepaid prior to conducting the search. Indexed searches can be
created for all searchable items with the exception of cluster searches. This means users can create
indexes for any physical disk, partition or folder, and any of the processed information such as Internet
History, Event Logs, Registry, and Email.

Before creating an index for a project's data, users should ensure the proper settings are created in the
user preferences dialog box "Search Index" tab as seen below.

General I PDServer] Appearance I Time Zone Search Index I EXIF ]

Thesaurus File: |C:\Pr0 Discover\Index\Thesaurus td Browse

Noisewords File: IC:\PnoDiscover\lndex\Noise.bd Browse

il

Index Path: IC:\Pro Discover\Index\JQD Browse

' Allindexable files

" Files having following extensions

“bd,"log.”.ini, -

Default Thesaurus and Noise files are provides and linked in the <ProDiscover installation>\Index
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directory.

A thesaurus file contains a list of synonyms the search engine can use to find matches for particular words
if the words themselves don't appear in documents. For example, users may want to relate the word run
with the word jog in the thesaurus configuration file. If the words were related then a search for the
word "run" might return results that contain either the words "run" or "jog". An example thesaurus.txt
file is included and is formatted as follows:

Wordl,synonym|,synonym2, ...
Word2,synonym2,synonym2, ...
Word3,synonym3,synonym3, ...

Given the format above to create a synonym for Run the entry would be: run,jog

The noise file contains noise words sometimes referred to as stop words. These are conjunctions,
prepositions and other words such as AND, TO and A that appear often in documents yet alone may
contain little meaning. A basic noise.txt file is included in the installation and is formatted simply as an
ASCII text file with one noise word per line.

The indexing path identifies where ProDiscover will place each index for the Content, Internet History,
Registry, Event Logs, or Email.

Organize v Include in library v Share with v Burn New folder
¢ Favorites Name ’ Date modified Type
%y Recently Changed |_| 4bn7.cfs 8/10/20099:26 PM  CFSFile 15,508 KB
I, Public |_| deletable 8/10/20099:26 PM  File 1KB
B Desktop |_| segments 8/10/20099:26 PM  File 1KB
& Downloads

% Recent Places

- Libraries
j Documents
(J’ Music
(=] Pictures
Videos

& Homegroup

1M StevieRay
&, vista (C)
@ MemoryStick PRO (I
o S0/ MMC (F:)
a IndexTestDisk (G:)
89 Local Disk (S:)

€l Network
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ProDiscover will create a unique folder under the "indexing path" location to place each individual item
index. The unique location will be a folder named as the current project name.

Another important setting found in the user preferences "Search index" tab is to choose which files will
be added to the index. If a file is not added to the index during creation, then any subsequent searches of
that index will not return the file. By default ProDiscover is configured to index "All indexable files" This
means that during the indexing process ProDiscover will scan every file and any file containing

readable ASCIl or UNICODE data will be indexed. This process is more time consuming, but also more
through. Users are also given the option to index files only for given file extensions. This option is useful
for users who only wish to find search terms in specific office documents.

Once the user is satisfied with the user preference settings, they need to choose which items they want
to add to an index. Choosing to index a complete physical disk can be easily accomplished by choosing
Create Search Index from the Action menu. The user only needs highlight the desired physical disk and
click the > symbol.

Note: To add individual folders or directories right-click on the desired directory from content
view and choose Add to “Index Files” list

Available Disk(s) Folders: Selected Disk(s)/Folders:

|
>

Users who wish to choose specifically processed information from the registry, event logs, internet
history, email, or specific partitions or folders can populate the "Available Disk(s)/Folders:" selection box
by right-clicking on the desired item in ProDiscover's tree-view and choose "Add to indexing list".

48



File Network Action View Tools IR Help

u =

—=+— @ >
Mew Open Save [Connect  Capture Run
Project  Project  Project To. Image  Export ProScript
————

-0 Pucject JQDoper Select

0;‘)%1 c
Image D‘.’Qﬁ' Search

=By 44

[_]C] Content View
E]Q Irages
E-&P C\FuDissoverSample Images\ohnQDopeiDiskl.eve
& C
..... Rewote Daves
..... ] All Selected Files

£ Cluster View
&P Imeges

[_]@ EventLog View
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Once the all desired items have been added via the right-click action, users can then choose "Create
search index" from the Action menu, then move the items over to the "Selected Disk(s)/Folders:" list and
choose "Start Indexing" to begin the indexing process.

Note: To add individual folders or directories right-click on the desired directory from content
view and choose Add to "Index Files” list

Available Disk(s) Folders: Selected Disk(s)/Folders:

E C:\ProDiscover\Sample Images
£ C:\ProDiscover\Sample Images

_CI C:\ProDiscover\Sample Imai »
g C:\ProDiscover\Sample Ima
C:\ProDiscover\Sample Ima
@C:\OroDiscover\Sample Imai
@C:\ProDiscover\Sample Imai
@C:\DroDiscover\Sample Imar _

G

N -~ o A - -
< T . 3 « [m] )

Start Indexing I Cancel | Apply I
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Once the indexing is complete users can then choose the Indexed Search type for any item added in the
standard search dialog box. While indexing can take some time on large data sets, the ability to search
over and over refining searches against the index later is a great time saver.

Search X

EventlogSearch |  IntemetHistorySearch |  Email Search

Content Search |  CusterSeach | Registry Search
[ Searchin Meta Files [~ Searchin Selected Files only
I Select all matches
Search Type: |Raw Search L‘

Raw Search

& AsCl -

™ Case Sensttive

[~ Match whole word

" Search for files named :
(% Search for the pattem(s) : Load from file...

Select the Disk(s) / Image(s) you want to searchin :
C:\ProDiscover\Sample Images‘\JohnQDoperDisk0.eve'\C:

[ Fiterfiles by Date(s)

& Muodified
& between I _l

Fles ¢ Created




Extracting Internet History

Information about a users Internet Web surfing habits is often crucial to investigations. ProDiscover
allows investigators to quickly search for, and extract information from Internet Explorer history files
(index.dat). Once the information is extracted it is automatically added to the project report.

searching for and extracting the Internet history from a directly added disk or image is as simple as right-
clicking on the desired directory structure and choosing "Find Internet Activity...". ProDiscover will then
search the selected directory structure for all index.dat files containing Internet Explorer Web surfing
history and populate the Internet History Viewer for further analysis and addition to the project report.

ﬁ ProDiscover IR - Test

mEx)

~

File Metwork Action View Tools IR Help

Cﬁure

New Open Save i
Project Prgject Project Image

EN
o
Image

ey »

C Run
Dci'glz, Search | ProScript

=0 Project - Test

B Report
+ Add
X Remove
=20 Content View
- & Images
=& C:\ProDiscaver\Sample Images\Mosh.eve

&C
+-C $Extend

Add to "Find Suspect Files" list

Select

| File Name | File Extension Size | Attributes ] Deleted | Createc

O
(o ]

g Add to Registry Viewer

S$0000000

H

E] Add to EventLog Viewer

|

& D E Copy to Clipboard
&2 Disks » Run Proscript...

All Users

Dad

Default User
Josh
LocalService
NetworkService

i bt NO 07/08/.

07/09/,
07/08/.
07/08/,
07/08/,
07/08/.

53 Remate Driy
=3 Cluster View | & Find Internet Activity. ..
+- &P Images -
&3 Disks
53 Remate Drives
ﬂ Registry View
m EventLog View
& Intemet History Viewer
&5 View Log
@4 Search
S @ Search Results
@4 Content Search Results
@ Cluster Search Results
@ Registy Search Results
@ Event Log Search Results
@ Intemet Activity Search Results

For Help, press F1

MDS.

Once complete the Internet History Viewer found in the tree-view will be populated with the contents of

each index.dat file created by Internet Explorer. Once added to the Internet History Viewer this
information can be searched and added to the project report on an entry-by-entry basis.
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Creating Hash Database Files

Often users will want to create their own hash database files for use in cases. ProDiscover allows users to

export file names and hash values of items selected as evidence of interest in the Hashkeeper *.HSH

format for later use in hash comparison, filtering and the "Find Suspect Files" function found in
ProDiscover Incident Response.

To create a hash database in the Hashkeeper *.HSH format, simply mark all desired files as evidence of

interest by enabling the "selected" tab from content-view as seen below.

% ProDiscover IR - SuspectServer 1 =181

File Metwork Action Yiew Tools IR Help

n @ M |5 1 2 B @ B
MNew n Copnect  Capture Open c
Project ggieect P?gjve?:t To, Irr?age Export In?age %?2.1’ Search  Slop

=00 Project - SuspectServer Select | File Name | File Extension | Size | Attiibutes | Deleted Created Date Modified Date
B Repot [GE) client exe 30208bytes ---a---  NO 12/08/20041222  D1/06/2003 185
Add (G L) deom exe 45056 bytes ---a---  NO 12/08/20041222  08/18/2003 15:1
& é E:::::View M hudef073 exe 50688 bytes ---a---  NO 12/08/200412:22 01/06/2003 18:C
) hudef073 ini Ebytes ---a---  NO 12/08/20041222  08/24/2003 091
@ g '[;'::E:s ) ne exe 59392 bytes ---a---  NO 12/08/20041222  03/01/2003 14
3 Remete Diives ) ntolag exe 40960 bytes ---a---  NO 12/08/20041222  10/21/1999 02
= 5 \\192 1661001 26\PhysicalDiiveDd g pm exe BB bytes ---a---  NO 12/08/20041222  03/05/20031%:¢
Efiiey remd exe 236304 bytes ---a---  NO 12/08/20041222  12/07/1999 04:(
S é $Extend (@) REG EXE 5556Gbytes ---a---  NO 12/08/20041222  0B/04/1997 03
=63 000 [GE) REGINI EXE 67344 bytes ---a---  NO 12/08/20041222  D1/07/1997 16:5
£ ConfigMsi M SHUTDOWN EXE 34576bytes ---a---  NOD 12/08/20041222 0111211997 15:1
-3 Documents and Settings = TFTPServer exe 1327497 bytes ---a---  NO 12/08/20041222  08/16/1999 07:2
& = TOUCH EXE 47376 bytes ---a---  NO 12/08/20041222  07/25/1996 12
-0 1386
23 pics
-3 Program Files
3 RECYCLER
®-C3 System Volume Information
£ Temp < | i
-0 WINNT
& wuTemp
(73 Deleted Files
=-C0 Cluster View
=& Images
& C\ProDiscoverl\S ample Images\S
& Disks
52 Remote Drives
= ﬂ Registry View
- gl \\192.168.100.126\PhysicalDrivel\C: Wy
25 View Log
@& Seach
=% Search Results
@& Content Search Results
@& Cluster Search Results
@& Registy Search Results
<« | |
13 Object(s) (0 Folder(s), 13 File(s)) MDS o r

Once all items are marked selected, choose "Export Evidence of Interest" from the Action menu, ensure

the "Hashkeeper format” radio button is selected and choose OK. The hashkeeper database will be
exported to the selected file location and can be used by ProDiscover or other applications which use

hashkeeper formatted databases.

Ewport x|
Export File Name: IMyHashDatabase.hsh Browse I

Export Format
[V Evidence of Interest " XML Format
I Clusters of [nterest (+ Hashkeeper format

| oK I Cancel
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Comparing HashKeeper Hash Sets

ProDiscover creates cryptographic checksums of “interesting files” in popular SHAI, SHA256, and MD5
algorithms. These checksums can then be compared to known file checksums maintained in the National
Drug Intelligence Center (NDIC) Hashkeeper database. The HashKeeper is a database of known file hash
values. The database uses the MD?5 file signature algorithm to establish unique numeric identifiers (hash
values) for known files and compares those known hash values against the hash values of unknown files on
a seized computer system. Where those values match the examiner can say, with statistical certainty, that
the unknown files on the seized system have been authenticated and therefore do not need to be
examined. More information on HashKeeper can be found at www.hashkeeper.org.

TIP:

"Filter by hash set" is a powerful feature which can also be used to identify files for which a hash is already
known. Many investigators keep hash values in the hashkeeper format for files they often search for. See
the hashkeeper examples installed in the default program installation directory for the hashkeeper file format. An
example of this approach is creating a hash set of known rootkits or Trojans. Once the hash set is created
"filter by hash set" can be used as a search mechanism to find the offending files.

Note that since MD5, SHAI, and SHA 256 file hashes are created for the contents of the file and NOT
the file name, hash sets can be used to find known files even when the user has changed the file name.

To compare hash sets to a directory and all contents recursively:

1. Ensure the desired evidence disk is connected to the ProDiscover system and the desired disk
has been added to the current project (or the desired image file has been captured and added to
the project).

2. Select the "Content View | Disks | Physical Drive | Partition" option from the Menu or

Tree-view.

Select the desired disk partition.

ProDiscover displays the contents of the disk.

Select a file or directory to compare.

Select the "Tools | Filter by Hash Set" option from the Menu.

Select the "Tools | Filter by Hash Set | Highlight or Hide" option from the Menu.

The Highlight option will highlight all files in blue that match a hash from the selected
hashkeeper file. A "k" will also be added to all matching files attributes in the content view work
area.

® N o u kW

9. The Hide option will hide all files from view that match a hash from the selected hashkeeper file.
Note that the number of hidden files can be viewed in the status bar.

10. Select the "Tools | Filter by Hash Set | Hash File..." option from the Menu.

11. ProDiscover displays a Popup window.
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12.

13.

14.

15.

16.

17

x
Hazh File Mame: IE:RF‘rDDischerHH.ﬁ.SHKEE Browse I

v Compare Recursively

File Selection
£ Dont select
" Select all matches

£ Select all non-matches

] | Cancel

Select any exported HashKeeper hash file (Ensure the hash file extension is .hsh).
Choose "Browse".

Enable the "Compare Recursively" checkbox to compare all files and directories below the
current folder if desired. Note: Recursive hashKeeper compare can take some time depending
on variables such as: system configuration, amount of files, and size of hash file. As a benchmark a
40,000 file system compared against the entire HashKeeper database (45MB) on a 1.6 Ghz P 4
can take up to two hours.

The "File Selection" area allows the examiner to automatically select files as evidence of interest
during the compare process. This feature is useful when using hashkeeper to find suspected files
for which the user has a known set of hashes.

Choose "OK"

. ProDiscover will take the action selected in number 7 above.

To compare hash sets to a single file:

1.

© X N U A W

10
11
12

Ensure the desired evidence disk is connected to the ProDiscover system and the desired disk
has been added to the current project (or the desired image file has been captured and added to
the project).

Select the "Content View | Disks | Physical Drive | Partition" option from the Menu or
Tree-view.

Select the desired disk partition.
ProDiscover displays the contents of the disk.
Select a file to compare.
ProDiscover displays the contents of that file at the bottom of the main window.
Right click on the file to compare.
ProDiscover displays a Popup window.
Choose "Compare to HashKeeper".
. Select a HashKeeper hash file (Ensure the hash file extension is .hsh).
. Choose "Open".
. ProDiscover will display the results.
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Match File Signatures and File Extensions

On a windows systems a file signature identifying the type of file is normally contained in the first 20 bytes
of the file. For example a Windows Bitmap file with the file extension .bmp would contain "424D"
hexadecimal in the first 20 bytes.

Note: The Hexadecimal numbering system, also known as base- | 6, describes a numbering system
containing |6 sequential numbers as base units (including 0). The hexadecimal numbers are 0-9 followed
by the letters A-F for the I [-16th positions.

File signature mismatch comparison can prove beneficial in filtering data as-well-as, uncovering
rudimentary data hiding techniques.

See http://www filesig.co.uk/ for tools and resources for creating file signature databases for use in
ProDiscover.

To match file signatures against file extensions within a directory and all contents recursively:

1. Ensure the desired evidence disk is connected to the ProDiscover system and the desired disk
has been added to the current project (or the desired image file has been captured and added to
the project).

2. Select the "Content View | Disks | Physical Drive | Partition" option from the Menu or
Tree-view.

Select the desired disk partition.

ProDiscover displays the contents of the disk.

Select a file or directory to compare.

Select the "Tools | Signature Matching" option from the Menu.

Nou okw

ProDiscover displays a Popup window

Signature match x|

Signature File: |C:\ProDizcover\Headersig, txt Browsze |

¥ tatch Signatures recursively

Mizrmatch [dentification
¥ Highlight anly
" Highlight % add ta report

0k, I Cancel |

8. Choose "Browse" to select any signature database file in the proper format. (See Appendix B -
Signature Matching for the signature database format.)

9. Enable the "Match Signatures Recursively" checkbox to compare all files and directories below
the current folder if desired. Note: Recursive Signature Match can take some time depending
variables such as: system configuration, amount of files, and size of hash file.

10. The "Mismatch Identification" area allows the examiner options to highlight only, or highlight &
add file signature mismatches to the current project report.

11. Choose "OK"

12. ProDiscover will take the actions selected within the dialog box settings.
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Detecting File Systems Within the HPA
1. Ensure the desired evidence drive is attached to the ProDiscover system.
2. Select capture image option from the action menu item, or button bar.
3. ProDiscover presents the capture image dialog.

-Capture 'Ima-g'i: “

Source Drive |PhysucaIDnveD 465.762 GB _'

Destination: lC YProDiscover\Sample Image _I Split |
Image Format: |ProD iscover Format [recommended) L'

Total sectors to capture : I9?B??31 63 HP,

Shadow Yolume Name [ Live Partition ~|

— ProDiscover Image

Technician Name: IChris

Image Number: |09343

Description :
Jones Home PC 1|

Compression
" Yes
& No

Password... I
oK I Cancel |

4. Select the drive to be captured, destination path for the image file to be saved into, compression
and password protection of the image file and specify the technician name, image number,
description of the image file.

5. If ProDiscover detects the image has a Hardware Protected Area the "HPA" button will be
enabled. Selecting the button will display the following dialog allowing user control over the
sectors to be imaged.
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Protected Area x|

Protected area found on Physicallrivel

I1zer Addrezzable Sectors |41 93028

Protected Sectors 15614170

EE

Tatal Humber af Sectarz 13807138

Capture Type
" Capture only ser addressable zectors

¥ Capture entire disk

(] % I Cancel

6. Ensure the HPA is detected and Capture entire disk is selected (default setting).
Click "OK".
8. ProDiscover reads the drive connected bit-by-bit and creates an image file in the specified

location. The image file will contain an exact replica of the original disk, plus a few bites of
checksum and log data.

9. Add the image file to the current project.

10. Click on "Content View | Images | Image"

11. Select "Tools | Scan HPA" from the menu bar.

12. If a file system was found within the HPA it will be displayed in the dialog that is displayed.

HPA Scan Results

FAT 32 found at gector 4133028 [3ffb04] Size 155330

Add to Cazse |

13. Choose "Add to Case" with the file system selected and ProDiscover will add the newly detected

file system to the tree-view under the scanned image.

58



. ProDiscover DFT - Jones Case
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For Help, press F1 | | | g

14. Work with the newly added partition in the same manner as any normal partition.
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Recover a Group of Clusters

On many occasions an examiner will want to recover unallocated clusters or disk slack from evidence
disk to a specified location. Recovering a cluster or group of clusters from Cluster View is as follows:

|. Ensure ProDiscover is running and a project is loaded.
2. Add an image or disk to the project.
3. Select "Cluster View | Disks | Disk" to bring up a cluster grid view in the work area as seen below.
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Flle Action Wiew Tools Help
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ooooozno M EEEEEEN L

. i Curser Position: [ Driwe : 5 =
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A I »
O01CE000 00 00 00 OO0 00 00 00 00 00 00 00 O0 00 00 00 00 ...eeeeennnnnnes =
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O0L1CE0Z0 o0 00 00 00 OO0 00 00 0O 00 00 00 00 00 00 00 00 ... .ceceeannnnan
00L1ZE030 a0 00 00 00 OO 00 00 00 00 00 00 00 00 00 Q0 00 .....c..eianaanan
QOL1CE040 o0 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 .. ieeennnnnnnns
Q01CE050 o0 00 00 00 OO0 00 00 0O 00 00 00 00 00 00 00 00 seeivenennannnnns
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For Help, press FL [ [ Y

4. click-and-drag from the desired starting cluster with the mouse button down to the desired ending
cluster as seen above. Alternately users can use the shift-click method by holding down the shift button
and clicking on individual clusters for recovery.

5. Right-click with the mouse cursor positioned above any of the selected clusters and select "Recover
Selected".

6. A dialog box will pop-up asking for the type and location of recovery.

60




Recover Clusters ; X|

Clusters from 292 to 296 will be recovered

~ Type of recovery

¢ Recover all clusters to a single file

" Recover clusters to individual files

™ Recover Binary

Choose destination foldet:l Browse I
| DK I Cancel I

7. Choose single or multiple file recovery.

8. Enable the "Binary" checkbox to recover clusters as a binary file. Otherwise leave the checkbox
unchecked to recover as ASCII text.

9. Choose file destination and click on "OK".

Note: users can also automatically extract clusters found in search operations.

Detecting Disk or Image Installed OS

Information about the installed operating system of an evidence disk or image is sometimes critical to an
investigation. To search an evidence disk or image for this information and add the data to a projects
report take the following steps:

From within an active project with evidence disk or image added select and highlight any partition from
Content-View.

From the action menu select "OS Info".

ProDiscover will scan the selected partition for Windows registry files. Once the registry files are found
they are parsed for Windows installation information.

The following Windows installation information is then extracted from the registry keys and appended to
the current project report:

Installed Operating Systems Information

OS Found at Path: C:A\WINDOWS

Registry keys:

InstallType = 01 00

SetupFlags = OE 05 00 00

DevicePath = C;AWINDOWS\INF
ProductType = | ||

RegisteredOwner = John Q. Suspect
RegisteredOrganization = Sample Company, Inc
Productld = 52578-335-0238492-21 585

Licensinglnfo =
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DVD_Region = |

BPC_Region = |

OldWinVer = 00 04

ProductKey = AD21J-AD7R7-T1)GD-323WM-32PVM

DigitalProductld = A4 00 00 00 03 00 00 00 35 30 34 37 38 2D 33 33 35 2D 30 32 30 38 37
39322D 32 31 3037 3500 02 00 00 00 37 33 30 2E 30 30 38 34 37 00 00 00 00 00 00
00 80 63 EF 27 2C 69 46 3E 09 AA 87 D5 45 16 02 00 00 00 00 00 8F 51 DD 3D A9 37 03
00 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 30 30 34
30 30 00 00 00 00 00 00 00 00 00 00 00 D8 BB 80 54 00 01 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 CO C8 28
IB

SubVersionNumber = A

ProgramFilesDir = C:\Program Files

CommonfFilesDir = C:\Program Files\Common Files

Plus! VersionNumber = IE 5 6.0.2800.1 106

WallPaperDir = C:\WINDOWS\Web\Wallpaper

MediaPath = C:\WINDOWS\media

ConfigPath = C:\WINDOW/S\config

SystemRoot = CAWINDOWS

OIldWinDir =

ProductName = Microsoft Windows 98

HWID =0

MSID =0

RegistrationExtDLL = OEMREG.DLL

RegDone =

FirstinstallDateTime = (Wednesday, March 02, 2002)

Version = Windows 98

VersionNumber = 4.10.2222

BootCount = 3

ProgramFilesPath = C:\Program Files

SM_AccessoriesName = Accessories

PF_AccessoriesName = Accessories

OtherDevicePath = C:\WINDOWSAINF\OTHER

ChannelFolderName = Channels

CacheWriteDelay = 7D0
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Cross Reference File Cluster Locations

In some situations users will want to cross reference specific file cluster locations by file or by cluster.

This operation can be easily accomplished with the following steps.

To find a list of specific clusters in which a file is written:

1.

10. A pop-up dialog will appear showing the clusters belonging to the selected file. Double-clicking
on any individual cluster will change the program focus to "Cluster-View",

11. Selecting "Show File" will return program focus to the specific file in "Content-View".
12. "Copy to Clipboard" allows the user to easily copy the cluster list and file information to the

© ® N ou kW

Ensure the desired evidence disk is connected to the ProDiscover system.
Select the "Content View | Disk, or Image" option from the Menu or tree-view.

ProDiscover displays a list of drives, or images available to the system.

Select the desired disk, or image and navigate to the desired volume.
ProDiscover displays the contents of the disk.

Select a file to recover from the work area.

ProDiscover displays the contents of the selected file at the bottom of the main window.

Right click on a file.

ProDiscover displays a pop-up dialog with several choices including to "Show Cluster Numbers'

of the selected file. Select "Show Cluster Numbers".

List of Clusters E |

List of Sectors for the file:
F:\ClassCase.eve\C:ACOMMAND.COM

1ec33 (117811) -
1cc34 (117812)
1cc35 (117813

1cc37 (117815)
1038 (1178161 J.d

Copy to Clipboard I Show File I

Close

clipboard.
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To find the file associated with a specific cluster:

On many occasions an examiner will want to recover unallocated clusters or disk slack from evidence
disk to a specified location. Recovering a cluster or group of clusters from Cluster View is as follows:

Ensure ProDiscover is running with a project is loaded.
Add an image or disk to the project.

Select "Cluster View | Disks | Disk" to bring up a cluster grid view in the work area as seen

below.
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For Help, press F1 [ v

click any specific cluster with the mouse button to highlight the cluster.

Right-click with the mouse cursor positioned above the selected cluster and select "Find File".

After searching the file system for the specific file which claims the cluster a dialog box will pop-
up showing the file which the specific cluster belongs to along with other clusters which make up

the specific file.

Click on "Show File" to change program focus to the specified file in "Content-View".

Double-clicking the cluster number will return program focus to "Cluster-View".
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Determining and Cross Referencing a File's Cluster Locations

It is often helpful to know the specific cluster locations for individual files. ProDiscover allows users to
easily find and navigate through any file's cluster locations.

From Content-View right-click on any file.
2. Select "Show Cluster Numbers" from the pop-up menu.

The dialog box that appears will show all cluster locations (both hex and decimal) in which the
file resides on disk.

4. Users can easily navigate to a specific cluster location in Cluster View by double-clicking on a
specific cluster from the list-box.

To navigate back to the file location, choose the "Show File" button.

6. Conversely, right-clicking on a cluster from Cluster-View and selecting "Find File" will allow the
user to find the specific file for the selected cluster.

List of Clusters E |

List of Sectars for the file;
F:%S ampleSuspectimage. crp C:ADETLOG. TeT

9a7 [2471]

Bed (2230

Hea (2282

feb [2283]

Sec [2284) hd
Copy to Clipboard Show File |

Cloze

Flagging or Bookmarking Evidence of Interest

Often users will want to flag or bookmark items for later inclusion in the project report as evidence of
interest. By flagging items prior to actual selection as evidence of interest users can operate much more
quickly because the flagging operation does not incur the added overhead to create a cryptographic hash
for the selected item. Flagging also allows users to make changes to what will become the final selection
list during the investigation process.

To flag an item for later selection as evidence of interest users need only hold down the shift key and
right-click over the item. Once the item is flagged it will show a red flag icon next to the file icon in the
select column.
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Once the user has all items flagged they desired for selection as evidence of interest the selection and

MDS

hashing process can be accomplished by right-clicking over one of the flagged items and choosing "Flagged
Items | Select All" from the pop-up menu as seen below. A pop-up dialog box will allow the user to apply

investigator comments

to each item individually or to the flagged group as a whole.
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Adding and Editing Comments to Evidence of Interest

The ProDiscover report viewable from the left hand navigation tree is static until exported, however,
users can add and edit comments on individual evidence of interest. When marking an item as evidence of
interest by enabling the selected tag, users are automatically presented with a dialog box for entering
comments as seen below.
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Any comments added in the dialog box will be added to the report's evidence of interest section for that
item. When selecting multiple items users are given the option to apply the same comment to all items
selected.

Once an item is added as evidence of interest and the user desires to change the comments they can do so
by using the right-click option "View/Edit Investigator's Comments" as seen below. Note: users who choose
to “Apply to all items” must enter some comment into the text comments section for the action to work.
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Adding Subsets of Data as Evidence of Interest

In some cases a user will want to add or highlight only a specific subset of information from a file as
evidence of interest in the report. This feature is especially helpful when the specific item of interest is
only a few words in a long document.

To add specific items of interest to the current project report users should "left-click and drag" across the
specific data area from the data view area, then right click over the highlighted area and choose "Add to
Subsets". Users will be given the further option to choose to add the data as Raw text or in a ASCII/HEX
view. The described operation is illustrated below.

Note: If the user had not previously selected the item as evidence of interest, the item will then be
marked "selected" as evidence of interest.
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Image Conversion Tools

The "Image Conversion Tools" menu option displays several sub-menu items allowing users to convert
images to various formats for processing in other tools. The following capabilities are provided:

e Convert ProDiscover Image to "DD"...

e  Convert ProDiscover Image to "ISO"...

e Convert "DD" Image to "ISO"...

e VMWare Support for "DD" Images...

e  Convert Expert Witness Image to “DD”...

Convert ProDiscover Image to "DD"...

The "Convert ProDiscover Image to "DD"..." option found in the tools menu is an image format
conversion utility that allows users to create a UNIX “dd” format image from any ProDiscover created
image. The source ProDiscover image will be maintained and a new "dd" formatted image will be created
as the destination image. Converting images to "dd" format is useful when the user desires to analyze
evidence with one of the many tools which support the "dd" format.

Source Prodiscover Image: ]I Browse

Destination DD Image: I Browse

Wi\ are Support - If selected Prodiscover will automatically
create the required files to boot the DD Image in VW are.

| 0K | Cancel

As seen in the image conversion dialog box, users are provided the option to create VMWare(r) support
files while converting a ProDiscover formatted image to the UNIX DD format.

VMWare 5 offers users to edit the virtual disk file (*.vmdk) to point to a dd formatted image for use in a
VMWare virtual machine. This feature allows user to boot an image collected with ProDiscover for
investigations that benefit from seeing and capturing the look-and-feel of the suspect system. When the
image conversion is completed, users will have an a DD formatted image (image.dd) and a properly
formatted .vmdk file (image.vmdk) pointing to the DD image. The simplest way to use these new files

in a VMWare virtual machine is to:

I.  Create a new virtual machine in VMWare ensuring that the same image name is given to the
virtual disk created by VMWare. If "image" was used for the virtual disk name when creating the
virtual machine then the directory containing VMWare files should contain a file named
"image.vmdk" after the virtual machine is created.

2. Copy the newly created ProDiscover image.dd and image.vmdk files to the location the newly
created virtual machine files are stored. This process will overwrite the image.vmdk file created
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by VMWare with the ProDiscover created image.vmdk file.
3. Configure VMWare as desired and start the virtual machine.

Note: VMWare is a powerful application with many features for maintaining differential analysis and image
snapshots that are beyond the scope of this discussion.

A detailed discussion of the conversion process as well as another tool for conversion can be found at
http://www.bschatz.org/2006/p2v/index.html

A detailed white paper on "VMWare Forensic Cloning Methodology can be found at
http://www.e5hforensics.com/downloads.htm or http://www.riskadvisory.net/index.php?id=30

Convert ProDiscover Image to "ISO"...

When selected the "Convert ProDiscover Image to "ISO"..." option will convert any ProDiscover
formatted image to an ISO 9660 Joliet specifications image.

Convert "DD" Image to "ISO"...

When selected the "Convert "DD" Image to "ISO"..." option will convert any "DD" formatted image to an
ISO 9660 Joliet specifications image.

VMWare Support for "DD" Images...

The "VMWare Support for "DD" Images..." feature is for use when users who captured an original image
in DD format desire to create the *.vmdk file for use in a Virtual Machine as described above. Simply
provide the location of the DD formatted image and ProDiscover will create a properly formatted .vmdk
file for use in VMWare.

Using ProDiscover’s built-in tools for VMW are
support means that ProDiscover will automatically create
the files needed to boat the DD image into VW are.

For Help, please click here.

Source DDImage:l Browse I
0K I Cancel |

Convert Expert Witness Image to "DD"...

When selected the "Convert Expert Witness Image to "dd"..." option will convert any Expert Witness
(EOI) formatted image to DD or Raw image.
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View Email Items

ProDiscover allows users to add the Windows email client databases to a project form images or directly
connected disks. Supported formats include all current versions of Microsoft Outlook PST and OST

databases as well as Outlook Express DBX format. Once the email databases are added to a current
project, users can review individual email items including calendar, notes, tasks, and contacts, then select

as evidence of interest if need

ed.

The following steps allow users to add a Windows Event Log to the current project:

I.  Add an image file or disk to the current project.

2. Navigate to the desired directory to begin a search for email databases on any partition from

content view.

3. Highlighting the directory from content view, right-click on the directory and choose "Find

PST/OST/DBX...".

4. The Windows email database from the selected directory structure will be available for view
from the "Email Viewer" tree-view item.

ia ProDiscover IR - EmailTests

File MNetwork Action View Tools IR Help
-~

—5+ @&

New Open Sge Connect Capture

Project  Project  Project To... Image

£y

oz
Image

Copy
Disk

= 83 Project - EmailTests
8 Report
+ B Add
X Remove
=80 Content View
& Images
= & Disks
= &3 PhysicalDrived

&
2 Remote Add to "Find Unseen Files" list
1 AllSelect Add to "Create Baseline” list

=3 Cluster View Add to "Find Suspect Files" list

& Images g‘ Add to Registry Viewer
+ = Disks
3 Remote £ 3] Add to EventLog Viewer

& Registy View B Copy to Cipboard
([ EventlogVie » Run Proscript...
& Intemet Histor
o 5 EmilViewer & Find Internet Activity...
%9 Viewlog 0] Find PST/OST/DBK Fikes... [

# Search )
=1 &% Search Results
@ Content Search Results
#4 Cluster Search Results
@4 Registiy Search Results
@4 Event Log Search Results
@ Intemet Activity Search Results
A Email Search Results

Once the email database has been added to the project granular searches can be conducted through the

ProDiscover search interface.

»
Search Proﬁs‘::nyipt
Select l File Name | File Extension Size | Attributes l Deleted
oo Program Files . sy ND
[ $Extend MET- NOD
(] o0 | T o ND
(o} Batch T NO
| ] Documents and Setti.. e e NO
oo Kav d---- NO
| ] MSOCache e ey NO
|m =] MyDocuments dives NO
|m =] Outiookltems e P NO
| =] PDBasicU3 e R NO
(] Ped < — NO
(o} ProDiscover e do-e- )
(o} Product e )
| ] RECYCLER d-sh- NO
oo RoboHelp Templates ... de--- NO
|m =] StatMeny d--- NO
| ] SystemVolume Infor.. e d-sh- NO
[ Temp e de--- NOD
oo TempOps e o ND
(o} WPTest T NO
(o} wiNDOWS diees NO
] DeletedFiles deeee NO
| s} Al Files - p— NO
(m ] $attDef 2560 bytes  ~META- NO
Op $BadClus Obytes  ~-META- NO
O $BadClus:$Bad 4067360768 bytes  ~ADS-- NO
O $Bitmap 3663072 bytes ~META~ ND
O $Boot 9192 bytes ~META~ NO
<l =
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e  Outlook items are defined as: Individual
l Emails, Calendar Entries, Notes, Joumal

Content Search | Cluster Search | Registry Search

EventlogSearch |  Intemet History Search Email Search
(‘Searmﬁaﬂowo?kltemsmdudngﬁﬂadments [ Al Folders

Search in Outlook items only "All folders including

User created folders.”
¥ Deleteditems I~ Contacts

Select the PST/OST/DBX you want to Search in:

C:\ProDiscover\Sample Imag

entries etc.,
IV Inbox [~ Joumnals
[™ Searchin Selected Entries :

A4 oW, ¥ Dutbox [T Notes
™ Select All Matches. [V Sentltems [T Tasks
Search Type: !Raw Search LI [T Calendar [V Drafts

[~ Junk Emails
& ASCIl ¢ HEX
" Case Senstive | Match Whole Word
Search For Pattem(s): Load From File
< »

< | m | »
I™ Fiter by date S
To WV Bce
From
| ‘J Ffom ¥ Subject
To | _J Ce ¥ Body

| OK I Cancel Spply
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Individual email items can be marked as selected for extraction in either ASCII text format or the
Microsoft .EML format which will keep attachments embedded along with the email.

'Copy email as...

Choose a location to save extracted Outlook Items

s ‘ IC:\UUU'\Exlracted'\

Select Format

* Save email in TXT format

Emails and attachments are separate items but saved into the
same directory.

" Save email in EML format

Attachments are embedded in the message and saved into
one directory.

— Bates Numbering

Text Pattern EOI

ProDiscover has populated the text pattem field with
® information from the project name. This text pattern will be
1 ] appended to any copied email and email attachments.
\,) Emails and their attachments will maintain the same Bates
number seauence.

Example: "Funnyl Jone00001 txt"
"AttachmentOne.Jone00007 . tat"

For more information click here. Help

oK Cancel |

Create Logical File Collection

ProDiscover allows investigators to collect all files marked "selected" into a single Logical File Collection
image called an LFC. These *.Ifc files are simple 'dd' formatted images containing all the files marked as
"selected". When creating an LFC container, investigators are provided the ability to preserve the
directory structure if they desire. After the files are extracted and the LFC file is created users will find

an ASCII text file with the same name as the LFC with the total image hash value. Additionally an index
will be placed in the containers root named "File Collection Report.txt" or "File Collection Report.xml"
based on the investigators choices during collection.
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ProDiscover's LFC feature allows investigators to keep all evidence of interest collected inside a container
that other tools can access while keeping the file Modified, Accessed, and Created times unchanged.
Investigators can also add any resulting .LFC file to the project for further analysis and reporting.

Side Load Imaging

While remote file view and selective extraction often work well across slower WAN links, it is often time
consuming to create full bit stream images across even full T-1 speed WAN's. To help reduce imaging
times across WAN links, ProDiscover offers investigators to select any UNC path or local (to the target)
USB storage facility.

Investigators are asked to choose a destination during the imaging process where they will be offered to
choose a local path or USB/UNC path on the remote network. If the ProDiscover console is not
currently connected to a remote system the remote options will be grayed out.

Capture Image &J

Source Diive [C:v11289.786 GB =l

Destination: l |_>f_|7cnm;17 4

Choose Local Path

|
Image Format: I ProDiscover Format [recommended) 1 Choose Remote Path (USB/UNC Redirection)
Total sectors to capture : ]507728248

— ProDiscover Image -

Technician Name: l

Image Number: ]

Description :

~ Compression—
" Yes

Password... l
* No |

0K I Cancel |
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Using ProDiscover Remote Agent

Network Imaging & Analysis of Live Systems (ProDiscover
Investigator and IR Version)

ProDiscover (IR and IN Versions) introduced the ability to perform live imaging and analysis of remote
Windows ™ based computers on TCP/IP networks. To accomplish remote imaging and analysis
ProDiscover now consist of two components |. the client which is where all standard ProDiscover
functionality can be found and 2. the server (PDServer) which is run on any remote system users desire
to image or conduct live analysis (often called preview).

ProDiscover offers the investigator several ways to get the PDServer remote agent running on the
remote system.

e Investigators can have the remote agent pre-installed and password protected on the remote
system.

e Investigators can simply insert the remote agent CD-ROM in the system to be investigated.

e Investigators can install the remote agent on other removable media devices such as thumb
drives and floppy disks.

e The remote agent can be installed utilizing the remote installation batch scripts and utilities
provided.

e Investigators can simply "push" the agent out and install using ProDiscover's Network |
Install/Uninstall menu option. (This is the preferred method of installation and removal for many
corporate investigators).

Note: Investigators should always use caution when working with live systems and use the least-intrusive
method in remote agent execution available for the given situation. Understanding the changes made by
their actions is imperative. Even when running the remote agent from CD-ROM on a live windows
system, the live system will likely add the remote agent to the recently run applications list in the registry.
While this is certainly a reasonable change in many situations the investigator should understand and
document their actions. Reasonableness, understanding, and documentation are key factors for any
investigator action during an investigation. Disk implementing whole disk encryption may only be able to
be imaged live in order to obtain the evidence in an un-encrypted state.

Images of live remote systems are sometimes referred to as “smears” because rather than freezing the
source remote image in time, bits on the remote system may change during the imaging process due to
action on the system. During the imaging process of a live remote system each sector/bit on the system is
read at the specific point in time and written to the corresponding sector/bit in the image file. This

[T}

process essentially means that bit 0 in the image file was read at time “x” and bit 394 was read at time

“ 9

y’.

For investigators who wish to capture the disk at rest (offline) and thus not experience the effects of a
smear, ProDiscover includes a Linux boot disk which has been modified to include only the minimum files
necessary for Linux to run and join a TCP/IP network. This boot disk has the following
features/capabilities:

e Auto discovers network adapters and allows for DHCP or Static IP Address assignment
e Includes and automatically runs the PDServer remote agent
e Will not mount or write to any physically attached disks

e Will not increment the Journal count on any journaling file systems such as Ext. 3

The PDServer Linux Boot Disk iso image can be found in the "Linux Boot Disk" folder off the default
ProDiscover installation directory. Simply use your favorite CD burning software to create a new CD or
use the one included in the ProDiscover box.

PDServer can be found in the "Server" sub-directory under the default ProDiscover installation
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directory. Users desiring to conduct live imaging or analysis of a remote Windows™ based system need
only copy all the files located in the "Server" directory to a CD-ROM, Floppy Disk or USB Flash Disk
and run PDServer on the remote system from the disk. Once PDServer is running on the remote
system the standard ProDiscover client will be able to connect to the remote system and image, or add
remote disks to the current project. In standard mode PDSerrver does not require a password for
connection, imaging or analysis.

PDServer includes the ability to dynamically load the PARemove driver for remote detection, imaging and
analysis of the Hardware Protected Area on Windows™ 2000 and Windows™ XP platforms. Dynamic
loading of device drivers is not available in the Windows™ 98SE platform do to platform architecture. For
more information on the Hardware Protected Area see Advanced Tips and Tricks.

% ProDiscover Server [On 192.15_8':{
File Tools Help

Information:

Connected To NONE
Encryption Type: No Encryption
Port Number: 6518 [Default)
PaRemove Driver: Loaded
Status: Idle.

For users who desire to run PDServer for an extended period of time, or without the users knowledge
PDServer offers two options for"Stealth Mode" found under the Tools menu.

PDServer Security

PDServer Remote Agent is designed to offer security and flexibility for remote acquisition and analysis. By
default the PDServer Remote Agent is intended to be run from a trusted CD, USB Drive or floppy only
during Incident Response or active Auditing. Users are provided the option to install the PDServer
Remote Agent on systems in a "Stealth” mode, but this type of installation should not be left for extended
periods of time. Technology Pathways has implemented the following PDServer Remote Agent security
features to ensure data security and integrity:

Encryption

The user may elect to have all communications between the host and remote agent be protected by
encrypting with 256 bit AES or Twofish encryption. Even if the user chooses to not enable
encryption on the data, the password is always encrypted.

Secure Communication Protocol

The protocol used to establish a session and run all sessions to the remote agent employs Global
Unique Identifiers (GUID’s) to insure no other process can insert packets in the data stream. This
insures the remote agent will only communicate to one client per session.

Password Protection

The remote agent is password protected to prevent use by unauthorized personnel. The password is
always encrypted during the session establishment process, even if the user chooses not to encrypt
the session.
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Getting_Started/Connect_To.htm
Advanced_Tips/Advanced_tips_and_tricks.htm

Password Lockout

When the remote agent is set to require password authentication the agent will not accept logins for
5 min when an incorrect password is provided sequentially 5 times.

Write Protected Trusted Binaries

The remote agent is intended to be executed from a write protected device such as a CD or floppy
so no unauthorized users may alter it.

Other Safeguards

Should the user elect to pre-install the remote agent, the code has been designed to be safe. The
binaries are not capable of writing anything to the disk so a hacker cannot use it to create back-doors
or load malicious code on the system. The code has been designed to not have any buffer overflow
error conditions and we have not found any in our testing.

Creating a Windows PDServer Disk (ProDiscover IR & Investigator
Version)

PDServer can be found in the "Server" sub-directory under the default ProDiscover installation
directory. Users desiring to conduct live imaging or analysis of a remote Windows based system should
copy PDServer.exe and All other files located in the "Server" directory to a CD-ROM, Floppy Disk or
USB Flash Disk. Once the PDServer disk is created, place the disk in the target system and run
PDServer.exe from any running Windows based system to conduct live imaging & analysis.

Files located in the "Server" sub-directory are not copy protected and do not require a license file, so
users are free to create as many PDServer disks as they desire.

ProDiscover Investigator Version

Users of ProDiscover Investigator version will also find a \SServer directory which can be used to create a
stealth-only cd containing SPDServer which will only run in the stealth mode.

Creating and Running the Sun Remote Agent

To use the Sun Remote Agent from CD simply use any CDROM burning software capable of creating a
CD from an ISO image and burn a CDROM using the SunSparcPDServer.iso or SunX86PDServer.iso
found in the \Remote Agent\Solaris\Sparc, or \Remote Agent\Solaris\x86 directory depending on your
target platform.

Alternately a remote agent disk can be created by burning the following 4 files to CDROM:

libstdc++.s0.5
libstdc++.50.5.0.5

libgec_s.so.l
PDServer

If the Libgcc and Libstdc++ libraries are not currently installed on the system running the remote agent
the library search path may need to be modified to search the current directory. Adding the following

two lines to the current profile will modify the search path to include the current directory.

LD _LIBRARY_PATH=./:$LD_LIBRARY_PATH
export LD_LIBRARY_PATH

When installing and running PDServer from files installed on the remote system the file libstdc++.s0.5 can
be deleted and a symbolic link can be created using the following command:
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In -s libstdc++.50.5.0.5 libstdc++.s0.5

Creating a Linux PDServer Disk

To use the Linux Remote Agent from CD simply use any CDROM burning software capable of creating a
CD from an ISO image and burn a CDROM using the LinuxPDServer.iso found in the \Remote
Agent\Linux directory.

Alternately a remote agent disk can be created by unarchiving and burning the following file to CDROM:

Remote Agent\Linux\PDServer<_Version>.tar

Creating a PDServer Linux Boot Disk

ProDiscover includes an iso image of a Linux boot disk which has been modified to include only the
minimum files necessary for Linux to run and join a TCP/IP network.

This boot disk has the following features/capabilities:

- Auto discovers network adapters and allows for DHCP or Static IP Address assignment
- Includes and automatically runs the PDServer remote agent

- Will not mount or write to any physically attached disks

- Will not increment the Journal count on any journaling file systems such as Ext. 3

The PDServer Linux Boot Disk iso image can be found in the "Linux Boot Disk" folder off the default
ProDiscover installation directory. Simply use your favorite CD burning software to create a new CD or
use the one included in the ProDiscover box.

PDServer in Stealth Mode (ProDiscover IR & Investigator Version)

For users who desire to run PDServer for an extended period of time, or without the users knowledge
PDServer offers two options for"Stealth Mode" found under the Tools menu.

Install Stealth Mode (Automated Installation)

The preferred method of installing the remote agent for many investigators is through the "Network |
Push PDServer to Windows" menu option. Through this menu option investigators can easily set the
install, uninstall, choose installation type, and remote agent settings such as the process name, port and
password. If the investigator does not have the proper privileges to install the remote agent on the target
machine, a dialog box will appear allowing a user name and password with the proper privileges to be
entered.

By default the installation will go to the remote computer’s system32 folder. Users can change the
location using the “Browse” button.

Note: All installations using the "Network | Push PDServer to Windows" menu option are installed in
Stealth mode only.
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Install/Uninstall PDServer on Remote Machine ﬂ

Enter computer name or |P address: |UEERIEERER L]

Destination Folder: |%SYSTEM32% Browse |

% |nstall PDServer on remote system

" Uninstall PDServer from remote system

 Installation Type -
" |nstall as a Service

" Install in Windows Run Registry Key

— PDServer settings -
Executable Name: 'PDSe[ve[.exe
Default Port: |6518
Password: I

Re-enter password: I

0K I Cancel

Choosing to install in "Windows Run Registry Key" causes the remote agent to only run while a user is
logged on to the remote system. The specific entry can be found in
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

PDServer.exe /E:xxxxx (Where xxxx is the encrypted version of the password (up to |9 characters) set by
the user)

Once the user presses "OK" ProDiscover will install the Remote Agent and support files in the system32
directory of the target machine. Files installed include:

aplib.dll

mem.sys

msvcrt.dll

PDServer.exe

DFTSrv.exe (Installed only if installing as a service)

DFTSrv.ini (Installed only if installing as a service)

If the user selects to uninstall PDServer from the remote system, all the above files will be removed with
the exception of "msvert.dll" because other installed applications may depend on this file. Additionally any
prefech entries for PDServer.exe-pf and DftSrv.exe-pf will also be removed.
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Install Stealth Mode (Manual Installation)

To use "Install Stealth Mode" all the files from the PDServer disk should be copied to a directory on the

target computer. Once all files have been copied run PDServer, then select "Install Stealth Mode" from
the tools menu to launch the installation dialog box. The user may change the PDServer default TCP/IP
port and select the "Start in Stealth Mode" checkbox to ensure PDServer is not visible to users on the

target system. Optionally a password can be set requiring any ProDiscover client to provide the password

upon connection. Even when encryption mode is not set the initial connection setup and password
communications are encrypted to prevent man-in-the-middle attacks.

Install Stealth Mode

Enter the Port Number [Default 6518 : I

[V Start in Stealth Mode

Enter Password [Optional): I

| oK I Cancel

Choosing OK will make the following registry entry on the target system.
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
PDServer.exe /s:xxxx (where xxxx is a password up to 19 characters)

Removing all the PDServer files and this registry entry is all that is needed to completely remote
PDServer from the target system.

Switch to Stealth Mode
Runs PDServer without visibility on the program bar or tray area.

PDServer Command Line Options
|. PDServer can be started in stealth mode from the command line with:

"PDServer.exe /s:xxxx" (where xxxx is a password up to 19 characters)

2. PDServer can be launched from the command line with a specified TCP/IP Port number with:

"PDServer.exe /p:xxxx" (where xxxx is the desired port number)
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Remote Installation of PDServer on Mac OS X (ProDiscover IR
Version)

Remote System Preparations

For ProDiscover's remote agent push to work on Mac OS X systems both Root (super user) account
access and SSH must be enabled on the remote system. SSH can be enabled in the "System Preferences"
application under "Internet & Networking | Sharing” Enable the ‘Remote Login’ checkbox option.

This starts the SSH daemon (Service) immediately allowing users to remotely login using their username.
The ‘Sharing’ window shows the name and IP address to use for remote SSH access.

Users can enable the root (super user) account on Mac OS X via the following steps:
OS X Lion

From the Apple menu choose System Preferences....

From the View menu choose Users & Groups.

Click the lock and authenticate as an administrator account.

Click Login Options....

Click the "Edit..." or "Join..." button at the bottom right.

Click the "Open Directory Utility..." button.

Click the lock in the Directory Utility window.

Enter an administrator account name and password, then click OK.

. Choose Enable Root User from the Edit menu.

0. Enter the root password you wish to use in both the Password and Verify fields, then click OK.
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Mac OS X v10.6.x

From the Apple menu choose System Preferences....

From the View menu choose Accounts.

Click on the lock and authenticate with an administrator account.

Click Login Options....

Click the "Edit..." or "Join..." button at the bottom right.

Click the "Open Directory Utility..." button.

Click the lock in the Directory Utility window.

Enter an administrator account name and password then click OK.

. Choose Enable Root User from the Edit menu.

0. Enter the root password you wish to use in both the Password and Verify fields then click OK.
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Install Stealth Mode (Automated Installation)
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The preferred method of installing the remote agent for many investigators is through the "Network |
Push PDServer to Mac" menu option. Through this menu option investigators can easily set the install,
uninstall, choose installation type, and remote agent settings such as the process name, port and

password. If the investigator does not have the proper privileges to install the remote agent on the target

machine, a dialog box will appear allowing a user name and password with the proper privileges to be
entered.

Push Mac Remote Agent i g

Machine Name or IP Address : | 192.168.75.2 'I
Login User Name : I Chris
Login Password: I RRET D ¢

Super User Password : F*”—

—Action

{+ Install Remote Agent
Capture Settings... I

" UnInstall Remote Agent

—PDServer

Binary Name : | PDServer
Default Port : I 6518

Password : I e——
Re-type Password : | TreE

Image Capture Settings (Optional)
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Capture Settings o I (oS
Capture: IPhysicaIDriveO LI
Image Format: IProDiscover Format(*.eve) LI
™ split Image

Split Size (MB): | 100 3
Image Name Prefix: I Case123
Image Path: | \\Share Folder|

Start image capture at:|10/ 1/2012 _'J I 9:30:48 AM -

OK | Cancel

Capture: Allows the user to choose to image the primary Physical Disk 0, or All Connected Physical Disk.
Users can also set the image to be split if desired.

Image Format: Allows the user to choose the ProDiscover format, or standard Unix style DD.

Image Name Prefix: This will place a Prefix on the user name. The resulting image name will included this
prefix appended to the system name and physical drive. For instance an image prefix entry of CASE_123
would create an image of Case_|23.forensic.PhysicalDrive0.eve if the system name was "forensic" and
physical drive 0 was being imaged.

Image Path: This is the desired UNC path for the image to be placed. The expected syntax is "\\<IP
Address>\Share\". In cases where users are testing with VMWare it is recommended that a share on the
host be setup in the VMWare workstation configuration and enter the syntax "\\.host\Shared
Folders\Share". This path must be an unauthenticated and open share.

Start Image Capture at: The date and time the agent should start the imaging process.

If the time has passed at installation the imaging process will begin. All imaging will begin within | min. of
the time set.

User Name: This entry should be in the formation "<domain>\user" or "<machine>\user" where the fully
qualified user had complete share and file level access to the share entered in the Image Path.

Once the user presses "OK" ProDiscover will install the Remote Agent and support files in the system32
directory of the target machine. Files installed include:
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PDServer

The PDServer binary will be installed to the /usr/bin directory with a newly created PDServer plist file
written to the /System/Library/LaunchDaemons/ directory. The plist configuration file allows the
PDServer to run whenever Mac starts up.

If the user selects to uninstall PDServer from the remote system, all the above files will be removed.
Running the remote agent (Manual Method)

To use the Mac OSX Remote Agent manually simply copy the PDServer file to CD, Thumbdrive, or
remote Mac OSX system, open a terminal session and execute the PDServer file.

Note that even when logged in as an administrator on the Mac OSX system PDServer must be run using
SUDO example “SUDO <PATH_TO_PDServer>\PDServer”. If run without

SUDO only externally mounted USB devices will be available to ProDiscover.
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Using the PDServer Linux Boot Disk

ProDiscover includes a Linux Boot Disk which will boot a stripped down version of the Linux operating
system from CD-ROM containing the Linux PDServer Remote Agent. During startup the PDServer Linux
Boot Disk will:

Boot a Striped down Version of the Linux Operating System.
Load detected network drivers including wireless cards
Allow for manual or automatic configuration of IP Address.
Automatically run the linux version of PDServer.

Allow connections to the default PDServer port 6518.

The PDServer Linux Boot Disk is useful for investigators who desire a static image over the network or
via a crossover cable. The PDServer Linux Boot Disk can be helpful to image disks in situations where the
physical disk may be difficult to remove, access or that is device locked to run only in specific hardware.

ProDiscover includes an iso image of a Linux boot disk which has been modified to include only the
minimum files necessary for Linux to run and join a TCP/IP network. The Linux boot disk had been
modified to:

Not mount or write to any physically attached disks
Not increment the Journal count on any journaling file systems such as Ext. 3

The PDServer Linux Boot Disk is provided in CD-ROM format in packaged versions of ProDiscover
Investigator and Incident Response. An iso image of the PDServer Linux Boot Disk can also be found in
the "Linux Boot Disk" folder off the default ProDiscover installation directory. Simply use your favorite
CD burning software to create a new CD or use the one included in the ProDiscover box.

ProDiscover & PDServer Remote Agent Firewall Configuration

This section describes how the ProDiscover IR & PDServer™ remote agent network communication
system works with an organization's existing firewall security. You will learn about ProDiscover
requirements for TCP connections, as well as the IP ports needed to establish a connection between
ProDiscover & PDServer™.

Components of a Secured Network System

A firewall is not necessarily a product, but a set of security mechanisms that an organization implements,
both logically and physically, to prevent unsecured access to an internal network. Firewall configurations
vary from organization to organization. Most often, the firewall consists of several components, which can
include a combination of the following:

Routers

Proxy servers

Host computers

Application Gateways

Network Address Translation Gateways
Network Layers

Very rarely is a firewall a single component, although a number of commercial firewall companies attempt
to put all of the components into a single product.

For most organizations, the firewall begins at the border or Internet connection point. The firewall
identifies itself to the outside network as a number of Internet Protocol (IP) addresses, or as capable of
routing to a number of IP addresses, all associated with Domain Name Service (DNS) names. The firewall
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might respond as a host, resulting in a virtual computer, or pass packets directly to an internal host.

ProDiscover and Firewalls

You can configure firewall components in a variety of ways, depending on your organization's specific
security needs, policies and overall operations. While most firewalls are capable of allowing all outbound
communications to occur transparently, they might be configured to support only specific connections
based on security considerations. For example, some firewalls allow only primary TCP connections, which
are considered the most secure and reliable.

For ProDiscover IR & PDServer™ to function properly your firewall only needs to pass TCP connections
on assigned ports as described below.

Establishing a Connection with PDServer™ through a Firewall

When you use ProDiscover through LAN, WANSs or over the Internet, only one IP port is required to
establish the connection at each end (ProDiscover IR and PDServer™). The following table shows the
port, its function, and the resulting connection.

Port Function Connection Transport
6518 Remote Data Stream TCP

If a firewall is placed between the ProDiscover IR consol and PDServer™ remote agent, it must be
configured so that inbound and outbound connections to the IP port listed above are not blocked. Both
ProDiscover IR consol and PDServer™ use the same port for communications.

Firewall Limitations

Some firewalling methods such as proxy servers and outbound connection filtering present a challenge for
application delivery. Secure network engineering and design presents a challenge to balancing usability and
security. To help in achieving balance ProDiscover IR fully supports the SOCKS proxy standard and other
application proxies such as, Microsoft’s Winsock Proxy. Some firewalls are capable of accepting only
certain protocols and cannot handle transparent TCP connections. For example, if your firewall is a Web
proxy server with no generic connection handling mechanism, you will not be able to use the
ProDiscover IR application delivery through the firewall. Technology Pathways is aware of the need to
support as varied a network topology as possible and is continually evaluating supplementary and
alterative methods for ProDiscover IR.

Security and Policy Concerns

Some organizations might have security or policy concerns that require them to limit firewall
configuration changes related to opening ports. These concerns might be based on network capacity
planning or low confidence in the firewall technology being used. For situations where ProDiscover’s
specific port cannot be opened, the port for both ProDiscover console and PDServer™ remote agent can
be manually changed to a port that may already be open such as the web server port (80).

The PDServer™ port can be changed using the command line option “/p:”
Example: <PDServer.exe /p:80> (where 80 is the desired port number)

The ProDiscover IR consol port number can be changed using the Preferences dialog box from the File
Menu.

Note that in a few highly secure environments the firewall may actually look inside a packet to ensure that
the expected header information is present for a given port. In such cases the firewall would look inside
the ProDiscover packet on port 80 (if port 80 was selected) and not see web server traffic and thus block
the packet. For highly secure environments such as these a specific port would need to be allowed in the
firewall configuration for the ProDiscover IR console and PDServer™ remote agent.
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Troubleshooting PDServer Connection Problems

ProDiscover IR and Investigator editions offer users great power by allowing remote preview and imaging of
suspect systems. Remote imaging and analysis capabilities are enabled by the use of client/server technology
where the ProDiscover Console (investigators machine) is the client and the PDServer™ Remote Agent
(running on the target machine) is the server. An understanding of basic TCP/IP networking is essential to
successful use of ProDiscover in a network environment. Additional understanding of ProDiscover remote
communications protocol can be very beneficial in streamlining connection troubleshooting. The information
below is intended to provide investigators a greater understanding of ProDiscover’s remote connection and
basic troubleshooting techniques.

Use this diagram and accompanying information to help you determine where connection problems exist,
and to provide you with the information needed to pass on to technical support to better assist you in
troubleshooting problems.

You will need to know the PDServer address when following the chart below.

Please contact support@techpathways.com if you need help in obtaining this information.

Getting Started
Start Here

Can you connect to PDServer
YES——— from
ProDiscover IR Console?

NO

Canyou pingthe
PDServer system?
(see page 2)

h 4
Tryto ping the
PDServer system
(see page 2 for details) NO

YES

Can you access NO
remote disks?

YES

Are you
able to access
any remote

systems?

Is the application
slow or performing

Do you receive a

response time better
han 200ms?
NO
NO YES
YES
NO
+
Contact support for Perform a traceroute Check your
further assistance |~ to determine where network
the connection fails connection or
(see page 2) contact your ISP
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Using “PING” and “TRACEROUTE” to Diagnose Problems

Ping is a simple utility that is used to check if a server is active and responding, and if it is, how long it is
taking packets of information to travel from your computer to the destination server. Packets are small
blocks of data (often 32 bytes of information), the sending is then checked to ensure that the data is
transferred accurately. In addition to the time statistics provided, you will also receive the IP address of
your destination. This can be useful in tracking domain name issues by ensuring that the domain is
pointing to the correct IP address.

Traceroute is a utility that helps diagnose network congestion between your computer (ISP) and the
destination server. Traceroute works by sending packets of information from your location to the
destination and timing how long it takes to receive a response. In addition to tracking the time it takes to
reach the final destination, you are provided with the times to each 'Hop' between your terminal and the
destination. Each Hop is a separate 'router' that your information must pass through. By providing the
times for each hop, we can often find the source of problems accessing a server.

Please note: While Ping and Traceroute are helpful in finding problem areas when PDServer™ is slow
or unavailable, these tools do not always isolate the source of the problem. Please forward your
traceroute stats to our support staff so that we can help investigate the cause of any congestion.

Using Ping in DOS (Command Prompt)

For Windows 95 and 98 users, ping is already setup to run in the DOS window, also known as the
Command Prompt. To use Ping to test the connection to mcgowan.globalapp.com (your PDServer™
system), open a DOS window (Start > Programs - Command Prompt), and type the following command:

ping 192.168.0.1

and press [ENTER]. You should see something that looks similar to the following:
Pinging rtr.techpathways.com [192.168.0.1] with 32 bytes of data:

Reply from 192.168.
Reply from 192.168.
Reply from 192.168.
Reply from 192.168.

bytes=32 time=70ms TTL=114
bytes=32 time=70ms TTL=114
bytes=32 time=60ms TTL=114
bytes=32 time=60ms TTL=114

o o o o
e

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 60ms, Maximum = 70ms, Average = 65ms

This tells you that the application server is up and running, and that the average time it took 32 bytes of
data to travel from your computer to the address 192.168.0.1 and back is 65ms. Anything less than

200ms should be adequate enough for PDServer™ to function properly. However, the ideal time for the
best results is less than 100ms. A connection with results in this range should provide a fast connection.

Using Traceroute in DOS (Command Prompt)

For Windows 95/98/NT/2000 users, traceroute is already setup to run in a DOS window. To use
traceroute, open a DOS window (Start = Programs > Command Prompt), and type the following
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command:

tracert rtr.techpathways.com (your PDServer™ system)

and press [ENTER]. You should see something that looks similar to the following:

Tracing route to rtr.techpathways.com.com [192.168.0.1] over a maximum of 30
hops:

1 30 ms 40 ms 31 ms hrl-cf9a4d4b0l.dsl.impulse.net [207.154.75.1]
2 30 ms 30 ms 30 ms hr4-cf9a4105.iis.impulse.net [207.154.65.5]
3 41 ms 60 ms 90 ms gl-gatewayl.impulse.net [205.171.37.69]

4 40 ms 30 ms 40 ms bur-cntr-0l.inet.qwest.net [205.171.13.169]
5 60 ms 50 ms 40 ms bur-core-0l.inet.qwest.net [205.171.13.134]
6 50 ms 71 ms 50 ms lax-core-0l.inet.gwest.net [205.171.8.41]

7 50 ms 40 ms 60 ms lax-brdr-0l.inet.gwest.net [205.171.19.38]

8 60 ms 50 ms 120 ms 4.24.118.17

9 40 ms 40 ms 40 ms pl-0.lsanca2-brl.bbnplanet.net [4.24.5.130]
10 50 ms 70 ms 70 ms pl5-0.lsanca2-br2.bbnplanet.net [4.24.5.46]
11 40 ms 40 ms 50 ms p7-0.lsancal-ba2.bbnplanet.net [4.24.4.37]
12 40 ms 30 ms 41 ms p0-0-0.lsancal-cr4.bbnplanet.net [4.24.4.42]
13 70 ms 50 ms 60 ms Dbvil.coreO.sbal.netlojix.net [207.71.192.58]
14 60 ms 70 ms 70 ms netx-rtr-e0.techpathways.com [207.71.224.129]
15 70 ms 80 ms 60 ms 192.168.0.1

Trace complete.

As you can see, it took 15 'hops' to get from the ProDiscover Console computer to PDServer™. If you
experience hops with asterisks * this denotes possible congestion (packet loss) and can affect the
performance of your application, or prevent you from connecting at all. When this occurs and you are
having trouble accessing your server, send in a support request with the above information.

To copy this information from the Command Prompt, right-click the title bar of the Command Prompt

windows, select “Edit > Mark”, click and drag the mouse until you select the data area that you want to
copy. Press [ENTER] when you've finished selecting. Switch to the Windows program that you want to
import the just copied data to, and select its paste function.

ProDiscover Setup and Communications Flow

Understanding the ProDiscover Session setup and communications flow can streamline investigator
troubleshooting. To provide the best possible performance in preview mode, ProDiscover's network
communications is such that many small packets are sent to the target on port 6518 (by default) and many
small packets are sent to the analysis console on port 6518 (by default). This approach is somewhat like
the implementation of VolIP to avoid voice jitter. A simple diagram of the remote connection
communications flow is seen in Figure I.
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Source Port: —_—— e e e — —p Listening on
> 1023 Port: 6518

Listening on Source Port:
s = N N — i %

Many TCP packets traveling in

ProDiscover each direction give good PDServer
Console (Client) preview performance. Remote Agent
Running on (Server)
Analysis System Running on

Target

Figure 1.

Note: If the ProDiscover program is being utilized to “push” the remote agent to the target computer,
then Windows File and Print Sharing ports must be open on the remote target system in addition to
remote agent port 6518 (by default).

The session setup is initiated by the ProDiscover analysis console and always encrypted with 256 bit
TwoFish encryption despite user settings. During session setup, packet synchronization is achieved using
globally unique identifiers and any password authentication exchange is performed. The remote agent has
a hard back-off algorithm to avoid brute force password attempts. To prevent packet tampering and the
integrity of the one-to-one connection, any loss of packet synchronization will cause the connection to be
shut down, requiring the investigator to use the ProDiscover analysis consoles network menu option for
“release remote client” followed by reestablishing the connection through the connect dialog box.

Remote Push through the ProDiscover GUI

The preferred method of installing the PDServer Remote agent for many investigators is through the
"Network | Push PDServer to Windows" menu option. Through this menu option investigators can easily
set the install, uninstall, choose installation type, and remote agent settings such as the process name, port
and password. If the investigator does not have the proper privileges to install the remote agent on the
target machine, a dialog box will appear allowing a user name and password with the proper privileges to
be entered.

Note: All installations using the "Network | Push PDServer to Windows" menu option are installed in
Stealth mode only.
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Install/Uninstall PDServer on Remote Machine ﬂ

Enter computer hame or IP address: 192-1 £8.75.2 L]

Destination Folder: |#%SYSTEM32% Browse |

% |nstall PDServer on remote system

" Uninstall PDServer from remote system

r Installation Type -
" |nstall as a Service

" Install in Windows Run Registry Key

— PDServer settings -

Executable Name: lPDS erver.exe
Default Port; |s51 8
Password: I

Re-enter password: I

Figure 2.

Choosing to install in "Windows Run Registry Key" causes the remote agent to only run while a user is
logged on to the remote system. The specific entry can be found in
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

Once the user presses "OK" ProDiscover will install the Remote Agent and support files in the system32
directory of the target machine. Files installed include:

Aplib.dll

Mem.sys

msvcert.dll

PDServer.exe

DFTSrv.exe (Installed only if installing as a service)
DFTSrv.ini (Installed only if installing as a service)

Note: when choosing to rename the PDServer.exe, investigators should ensure they do not use an
application name already in use by an application in the system32 directory.

If the user selects to uninstall PDServer from the remote system, all the above files will be removed with
the exception of "msvert.dll" which may be required by other applications.
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Windows XP Firewalling Guide

The Windows XP firewall, as well as other personal firewalls are by far the most common issues
preventing a remote connection with ProDiscover. Understanding which ports need to be allowed on the
target system as well as the analysis console is essential. By default, TCP port 6518 should be allowed on
both systems. If investigators change the default communication port on the target system from 6518, the
port should be changed on the analysis console system too. i.e. The port on both systems must be the
same AND be open / allowed by any firewall.

Enterprise personal firewall management tools normally allow for global firewall rule configuration
changes for port allowance and application authorization. Windows XP Firewall configuration can be
made in large scale enterprises using Group Policies. The Microsoft document “Deploying Windows
Firewall Settings for Microsoft Windows XP with Service Pack 2” is available at
http://www.microsoft.com/downloads/details.aspx?FamilylD=4454e0e | -6 | fa-447a-bdcd-
499f73a637d 1 &DisplayLang=en or through Technology Pathways technical support contains detailed
guidelines for configuration of the Windows XP Firewall in the enterprise.

In tests environments and non-domain environments the following Windows XP Firewall settings should
be used.

From the Windows XP Control Panel, select the “Windows Firewall” applet. As seen in Figure 3

%= Windows Firewall @
| General \ Exceptions || Advanced |
|

@' Windows Frewal is helping to protect your PC

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intemet or a network.

@ (3 On (recommended)
‘ This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab. ‘
‘ [[] Don't allow exceptions
Select this when you connect to public networks in less secure
locations, such as airports. You will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be ‘
ignored.

@ O Off (not recommended)

Avoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to viruses and intruders.

What else should | know about Windows Firewall?

[ OK ][ Cancel ]

Figure 3.

Ensure the firewall is turned on and the “Don’t allow exceptions check box is not checked. It is
recommended that the firewall be turned on because the Windows XP Firewall as well as other
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firewalling products are known to filter traffic even when turned off.

Choose the “Exceptions” tab.

Note in Figure 4 the entry for “DFT” This is a program entry that is automatically created on the analysis

console system if the user chooses to allow ProDiscover when first run and the Windows XP Firewall
attempts to block it from binding to the default port of 6518.

%= Windows Firewall @

A,G@?@U Exceptions l,i,jvancedi

Windows Firewall is blocking incoming network connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

Name

DFT

Remote Assistance
[ Remote Desktop
UPnP Framework

[ AddProgram... | [ AddPot.. |[  Edt..

Display a notification when Windows Firewall blocks a program

What are the risks of sllowing exceptions?

L OK ][ Cancel ]

Figure 4

Ensure that the “File and Printer Sharing” Dialog box is enabled to allow the ProDiscover Remote Agent

to be “Pushed” out from the ProDiscover console network menu option.
If this is the target system and ProDiscover had not been installed the “DFT” option will not be present

and is not required.

The “Add Port...” button is used to allow TCP and UDP ports to pass. The default port of 6518 or other

desired ports should be added on any remote system with the Windows XP Firewall intended to be a

target system as seen in Figures 5 and 6.
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Use these settings to open a port through Windows Firewall. To find the port

number and protocol, consult the documentation for the program or service you
want to use.

Name: ’ RemoteAgent6518 ‘

Port number:

6519 \

®TCP O uppP

What are the risks of opening a port?

o (o ]
Figure 5.

Add a Port

Use these settings to open a port through Windows Firewall. To find the port

number and protocol, consult the documentation for the program or service you
want to use.

Name: ‘

Port number: [ 1234 ‘

®TCP OuppP

What are the risks of opening a port?

T
Figure 6.

Once the ports have been added they can be enabled and disabled from the “Exceptions” tab as seen in
Figure 7. Note: These port additions should also be made on the analysis console system.
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™= Windows Firewall

| General | Exceptions lAdvancedi

Windows Firewall is blocking incoming network connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

Name

DFT

File and Printer Sharing
Remote Assistance

[J Remote Desktop
[MIRemoteAgent 1234
RemoteAgent6518
UPnP Framework

[ Add Program... ] [ Add Port... J Edit Delete

Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

[ 0K ][ Cancel ]

Figure 7.

The “Advanced” Tab as seen in Figure 8 allows users to enable firewall logging through the “Security
Settings | Settings” button. Firewall logging can be very helpful in troubleshooting failed connections.



%= Windows Firewall @

| General || Exceptions | Advanced

Network Connection Settings
Windows Firewall is enabled for the connections selected below. To add
exceptions for an individual connection, select it, and then click Settings:

[ 1394 Connection Settings...

1394 Connection 2
Local Area Connection
Loopback Adapter

Security Logging

You can create a log file for troubleshooting pumposes. Seftings. .

ICMP

With Intemet Control Message Protocol (ICMP), the S
computers on & network can share emor and status
information.

ettings...

Default Settings

To restore all Windows Firewall settings to a defautt state, [ g
click Restore Defaults. Eecie Dot

0

Lok JI

%)
o
=l
O
@

Figure 8.

Many systems today use personal firewalls such as the Windows XP Firewall added in Service Pack 2.
Most can also be configured as described above. The key is that the ports being utilized (6518 by default)
should be allowed on both systems. Windows File and Print Sharing should also be allowed on any target
system that investigators desire to “push” the PDServer Remote Agent to.

Windows 2000 Packet Filtering

Administrators who are very security minded will often use the simple packet filtering available in
Windows 2000 to add an additional layer of protection. This is particularly true on internet facing host
and other high-risk servers. Packet filtering is an important component of any firewalling approach and as
seen in the Windows XP Firewall, is important to configure properly.

If investigators are having difficulties connecting to a target Windows 2000 server even after checking any
personal firewalls it is helpful to check for Network Adapter Packet Filtering using the following steps.

From the Control Panel “Network and Dial-up Connections” applet, highlight the “Local Area
Connection” in question, right-click and choose “Properties”. A dialog box as seen in Figure 9 will
appear.
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Local Area Connection Properties E _"_]5]

General I

Connect using:
I B3 Intel(R) 82559 Fast Ethemet LAN on Motherboard

Configure I

Components checked are used by this connection:

U Network Monitor Driver Al
¥ AppleTalk Protocal
Interet Protocol [TCP/IP)
b
«| | »
Install... Uninstall | | Properties I
— Description
Transmission Control Protocol/Internet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
[~ Show icon in taskbar when connected
(1] Cancel

Figure 9.

From the “Local Area Connection Properties” dialog box, highlight the “Internet Protocol (TCP/IP)”
component and choose the “Properties” button.

Internet Protocol {TCP/IP) Properties 21 x|

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate |P settings.

" [btain an IP address automatically

—(+ Use the following IP address:

IP address: I 192 .168 . 100 . 5
Subnet mask: I 255,205 208 . 0
Default gateway: I 192 . 168 .100 . 1

' Obtain DNS server address automatically

—{% Use the following DNS server addresses:

Preferred DNS server: I 192 . 168 . 100 . 74
Alternate DNS server: I . . :

Advanced... |
oK I Cancel |

Figure 10.

In the “Internet Protocol “TCP/IP) Properties” dialog box that appears as shown in Figure 10 choose the
“Advanced...” button. The “Advanced TCP/IP Settings” dialog box will appear as shown in Figure 11.
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Advanced TCP/IP Settings 211

IP Settings | DNS | wiNS  Options |

Optional settings:

IP security
TCP/IP filtering

Properties I

Description:

TCP/IP filtering allows you to control the type of TCP/IP network
traffic that reaches your Windows computer.

oK I Cancel

Figure 1.

From the “Advanced TCP/IP Settings” dialog box highlight “TCP/IP filtering” and choose the “Properties”
button to bring up the TCP/IP packet filtering dialog box as seen in Figure 12.

TCP/IP Filtering E 21|

IV Enable TCPAP Filtering (4l adapters)

" Pemit All % Permit All * Permit Al
% Pemit Only " Permit Only " Permit Only
TCP Ports UDP Ports IP Protocols
25
53
a0

Add... Add., | Bdd... I
Remove I FHemave Remove

0K I Cancel |

L

Figure 12.

If the “Enable TCP/IP Filtering” check box is enabled and the “Permit Only” radio button for TCP Ports is

selected, investigators have the option of disabling the “TCP/IP Filtering” check box or adding the

PDServer Remote Agent port to TCP Ports. Note after the change is made and the investigator chooses

OK, a system reboot is required for the changes to take effect.
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This type of packet filtering in only normally found on Internet facing and high-risk servers however, it is
often overlooked and can be difficult to troubleshoot.

Troubleshooting Timeouts & Performance

Obsessive timeouts during protracted functions such as imaging, or more in-depth analysis can be caused
by many things. Some troubleshooting and planning can often limit these difficulties.

One of the first things to look at is the end-to-end network utilization and performance between the
analysis console and the target system. The better the performance the less likely timeouts will occur.
Because of the amount of data being transferred, good network performance is critical.

The next consideration is related to ProDiscover's design. We are designed to provide minimal impact on
the target system so as to allow background monitoring. All ProDiscover Remote Agent processes run at
a low thread priority. If the target system becomes busy for protracted periods of time, this could
preempt our process and thus cause excessive timeouts. Investigators can increase the PDServer.exe
thread priority on the remote system to overcome this effect if desired. Process thread priority can be
changed through the Windows Task Manager’s Process tab by highlighting the desired process, right-
clicking and choosing “Set Priority”.

Another consideration is also related to ProDiscover's design. To provide the best possible performance
in preview mode, ProDiscover's network communications is such that many small packets are sent to the
target on port (6518 by default) and many small packets are sent to the analysis console on port (6518 by
default). Somewhat like VolP does to avoid voice jitter. This design can overload the TCP/IP buffers on
the console and/or target systems. To prevent timeout issues along these lines we make some TCP/IP
stack performance enhancements on the registry of the analysis console machine during ProDiscover
installation. In some cases making these registry changes on the target system can eliminate any timeout
issues. The default installation directory of ProDiscover contains a .reg file called
"ProDiscoverRegistryTweak_2k_XP.reg" that will make these changes to any Windows 2000, 2003, or
XP system. Note a system reboot is required after making these adjustments and system performance is
increased by making the change.

In summary, ProDiscover performance is directly affected by the performance of the systems and
network that it is being used in, more so than many applications due to the volumes of data that may be
accessed. That said, Technology Pathways is continually researching ways to increase performance and
improve the application through the utilization of user feedback.

Push Checklist

If the push fails to authenticate with the remote system, are you providing account credentials with local
administrative rights on the target system?

If the answer to #| above is yes, but the authentication still fails, then check the default Windows XP (non
domain environment) settings on the target system. Ensure that the security options policy for “Network
access: Sharing and security model for local accounts” is set for “Classic — local users authenticate as
themselves” (The default setting is “Guest only — local users authenticate as Guest”). This is documented
in detail on the ProDiscover Community forums at
http://toorcon.techpathways.com/CS/forums/98/ShowPost.aspx

If the answer to #1 is still yes, but authentication fails, check to ensure the administrator account is
enabled on the target system and ensure that the security options policy for “Accounts: Limit local
account use of blank passwords to console logon only” is set for “Disabled” (The default setting is
“Enabled”). These settings are normally only required on non-domain (workgroup) computers. This is
documented in detail on the ProDiscover Community forums at
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If attempts to “Push” the agent timeout and fail with no authentication request from the remote system,
check the Windows XP Firewall settings and ensure that “File and Print Sharing” is allowed under
“Exceptions”. Note this setting is only present in non-domain (workgroup) installations.

Connection Checklist

Can you ping the target system? Remember that Ping blocking could be on the client, server, or
the network and failure does not definitively indicate a problem.

If you changed ports on the remote agent, did you change the User preferences on the
ProDiscover Console to match?

Does the remote system have a firewall? If so, is it set to allow the ProDiscover/PDServer port
through (6518 by default)?

Does the local system have a firewall? If so, is it set to allow the ProDiscover/PDServer port
through (6518 by default)?

If Windows XP Firewall is installed it is recommended to be turned ON at both analysis console
and remote target systems with exceptions made for the ProDiscover Port in use (6518 by
default). Note Windows XP and other personal firewalls have been known to enforce port
blocking when turned OFF.

Is there a hardware firewall or are access lists being enforced on a switch in-between the analysis
console and target system! If so the port in use (6518 by default) should be allowed in both
directions.
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Introduction to the ProScript API and Perl

Various editions of ProDiscover (All current editions excluding ProDiscover for Windows) support
ProScript, a scripting language to perform user-defined tasks on the disk or image within the current
Project. In order to achieve this task, ProDiscover supports an APl to be used by a ProScript programmer
in conjunction with the embedded Strawberry Perl engine. The ProScript programmer calls these
functions as if they are native functions within Perl.

Writing and Debugging ProScripts

Programming in Perl using the ProScript APIs provides a great deal of power to the investigator. With this
power comes the power to crash ProDiscover or damage local files when using the Perl APIs.
Investigators should have a complete understanding of any scripts they are working with prior to use in
live cases.

WARNING: While ProScript will not write to evidence disk or images in any way, BE ALERT: the use of
Perl File 1O to open an image file can damage the image. ALWAYS: Users should ensure all image read
functions are performed from ProScript API's. ALWAYS: Users should understand and test all scripts
prior to use on actual evidence images. REMEMBER: Hardware write blockers can help to protect image
files from external applications."

One of the most difficult issues when programming in any language is identifying syntax errors. Simple
mistakes such as typing "PSCloseHandel($nHandle);" when you

meant to type "PSCloseHandle($nHandle);" or simply missing an ending ";" can be difficult to track down.
Two techniques to help identify and overcome syntax errors are:

Use a graphical user interface programmers editor capable of highlighting syntax errors and keywords.
There are many such editors available. Technology Pathways recommends PrimalScript from SAPIEN
(www.sapien.com) The PrimalScript editor allows users to create a Perl.ext file to add ProScript APIs to
Perl's keywords for proper highlighting.

While ProScripts must be run from ProDiscover, executing a ProScript from the command line during
development can be useful in identifying syntax errors such as missing statements or braces.

Note: Before attempting to run ProScripts the user should choose "Install Perl Module" from the
"ProDiscover" start menu item. The Install Perl Menu item is a batch file that will copy all necessary files
from the ProDiscover installation directories to the Perl default directories.

Once the ProScript Modules are installed properly writing ProScripts is as simple as adding:
use ProScript;

to standard Perl code.

The simplest Hello World programming example using ProScript in Perl is to create the file helloworld.pl
with the following contents:
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use ProScript;
PSDisplayText("Hello World!");

When run from the ProScript input dialog box:

Run ProScript i x|

Enter Perl file name to Run

| Browse |

Command line arguements [optional):

| OK I Cancel |

Will produce the following output:

ProScript output ll

ProScript execution started... ;]
Hello World!
ProScript execution completed.

" o

Investigators should note that Perl and ProScript are case sensitive. By simply changing the lower case "u"
in use to "U" as in:

Use ProScript;
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PSDisplayText("Hello World!");

The output results become unexpected as seen in here:

ProScript output x|
ProScript execution started... Z]

ProScript execution completed.

o o

By using the tip from above to check our scripts syntax by running from the command line investigators
can quickly identify the offending statement in the code above.

WINNT System32'cmd.exe

C:\ProDiscover\ProScript\UserScripts>helloworld.pl
Can’t locate obhject method "Use' via package "ProScript" (perhaps you forgot to
load "ProScript'?) at C:\ProDiscover\ProScript\UserScripts\helloworld.pl line 1.

C:\ProDiscover\ProScript\UserScripts>

Once syntax errors are overcome, debugging logic flow and veritable initialization issues can be tracked
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down by heavy use of PSDisplayText(); statements. By placing PSDisplayText(); statements throughout
ProScripts during the debugging process, and investigator can follow the flow of their statement
execution in the ProScript output window as seen below:

ProScript output g. ﬁl

ProScript execution started... ;]
Entering Function 1

Function 1 complete!

Entering Function 2

The parameter for & is set to 123

The parameter for B is set to 321

Function 2 complete

ProScript execution completed.

" o

As seen above displaying a scripts execution status to the ProScript output window can be useful in
identifying logic and parameter initialization issues.

Debugging scripts during development can become frustrating, but the pay off can be tremendous. Once
scripts are completed a well written script will require very little modification and can greatly automate
the investigative process. Technology pathways provides an online forum for the exchange of ProScript
ideas and posting of user scripts. The forum can be located at the following URL
http://toorcon.techpathways.com/CS/ or through the Support section of the Technology Pathways Web
site at www.techpathways.com.

For details and examples of each ProScript function plese refer to the ProDiscover ProScript Manual.
Documentation, program and example files are also installed in the ProScript directory found within the
program installation directory as follows:

\ProScript\Documentation - contains ProScript APl documentation.

\ProScript\Examples - contains ProScript APl and Perl example scripts.

\ProScript\PerIModules - contains ProScript Perl module setup files and installation
batch file.

\ProScript\User Scripts — contains more complete working ProScripts
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Advanced tips and tricks

Deleted Files.

Each Windows disk contains a hidden folder named Recycled (FAT/FAT32), or Recycler (NTFS). This
folder is where Windows 9x and Windows NT/2000 keeps deleted files.

When a user deletes a file, the complete path, file name and date of deletion is stored in a hidden file
called INFO or INFO2 (Windows 98/2000) in the Recycled/Recycler folder. The deleted file is renamed,
using the following syntax:

D<original drive letter of file><#>.<original extension>

Example:

New file name:

Dcl.txt = (C drive, second file deleted, a .txt file)
INFO file path:

C:\Windows\Desktop\Cards.txt

Each Windows drive will contain a Recycled/Recycler folder upon the first file deletion.

Note: ProDiscover will parse the INFO/INFO2 File and interpret the results if desired. Just right click on
any INFO or INFO?2 file from Content View and choose "View as INFO".

ATA Hardware Protected Areas (HPA).

ATA Specifications added the “Protected Area” as a means for PC distributors to ship diagnostic utilities
with PCs. Simply put, the hardware protected area is an area of the hard drive that is not reported to the
system BIOS and operating system. Because the protected area is not normally seen, most disk forensics
imaging tools will not image this area. We have seen an emergence of new utilities available allowing PC
users to take advantage of this “Protected Area” to store user data. One such utility is the commercial
product AREA51.

In some cases forensics examiners can identify the use of the Protected Area by analyzing the boot
partition which may contain boot options for the area. Current versions of AREA51 modify the boot
partition by changing the boot loader to include pointers to the protected area.

Users can also detect the Use of an ATA Protected Area by doing a little disk math. Consider the following
scenario:

The user is about to image a disk which is labeled or they know has a CHS (Cylinder Head Sector) value
of 16383/16/63. In this case to find out the total number of sectors which should be reported simply
multiply (Cylinders x Heads x Sectors). In this case 16383 x 16 x 63 = 16,514,064 total sectors. If the
user started an image of the disk and noticed it only reported 4,192,965 sectors then they would be
missing around 6 gigs of data area depending on how many bytes were used in each sector. To establish
the total disk size use total sectors x bytes (normally 512). In this case the disk should be 8.4 GB, but
was reporting about 2 GB.

ProDiscover includes a device driver that allows ProDiscover to detect and look inside the Hardware
Protected Area. When ProDiscover is launched the device driver reads all Hardware Protected Area
information from the disk to detect if the HPA is in use then sends a single command, "SET MAX
ADDRESS” (Volatile option) to any disk added to the project. This process allows users to image the
complete drive. In accordance with the HPA technical specifications, once the machine is power-cycled
the drive is automatically returned to its original state.

Often ProDiscover will automatically detect and add file system partitions within the HPA to your directly
added disks so they may be viewed as a normal partition in Content-View or Cluster-View. Since the HPA
technical specification does not specify where a file system starts or what type of file system resides
within the HPA, ProDiscover provides a tool for scanning the HPA to detect any file systems inside and
adding the file system partition to the current project. All file systems added to a project from the HPA
will have [HPA] appended in the tree-view to clearly identify their origin. See Using ProDiscover for
specific steps and tasks involving the HPA.

Technology Pathways also provides a DOS utility application "PARemove.exe" that allows forensics
examiners to remove the Hardware Protected Area permanently thereby enabling any other imaging tool
to image all sectors of the disk. If the examiner suspects that the Hardware Protected Area has been
utilized on the disk, they only need run PARemove.exe from a DOS boot disk to remove the HPA.
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Alternate Data Streams in Windows NT/2000/XP.

Alternate Data Streams (ADS) have been available to Windows NT and 2000 systems ever since the first
version of NTFS. ADS was originally created to allow Windows NT to support Macintosh computers
which keeps some file information in Resource Forks.

While ADS was created for Mac file support, any user can utilize ADS to hide data or files within a
system which uses NTFS formatted drives. It is easy to hide data with ADS and only requires a few steps
as shown by the following:

1. From command line in Windows NT/2000 Pro enter C: to move to drive root
Enter “notepad boot.ini:ADSFile.txt”

Notepad asks to create the file, choose OK

Type in some text to hide

Choose file | save

Exit notepad

Enter “notepad boot.ini:ADSFile.txt”

@ N oA W N

Confirm the text you entered is still there

Now try the same thing without appending the ADS to any file.

From command line in Windows NT/2000 Pro enter C: to move to drive root
Enter “notepad :AnotherADSFile.txt”

Notepad ask to create the file choose OK

Type in some text to hide

Choose file | save

Exit notepad

Enter “notepad :AnotherADSFile.txt”

@ Nou s~ N

Confirm the text you entered is still there

While ADS files are not viewable in Windows NT/2000 through normal file views, there are several
utilities which allow you to detect the presence of ADS files. Unfortunately these utilities do not always
detect the presence of all ADS files. In particular ADS files which have not been created as appended to
a visible file are sometimes not reported. ProDiscover detects and displays all ADS files and displays
them in "Content View" highlighted in Red by default.

System $ meta files in Windows NT/2000/XP.

When viewing an NTFS partition in Content-view users will notice files not normally seen which all begin
with $ and are highlighted in green by default. These files are NTFS meta files and contain a great deal of
information about the file system.

Each metafile has an inode number and description as listed here:
Inode 0 $MFT Master File Table - An index of every file

Inode | $MFTMirr A backup copy of the first 4 records of the MFT
Inode 2 $LogFile Transactional logging file

Inode 3 $Volume Serial number, creation time, dirty flag

Inode 4 $AttrDef Attribute definitions

Inode 5 . (dot) Root directory of the disk

Inode 6 $Bitmap Contains volume's cluster map (in-use vs. free)
Inode 7 $Boot Boot record of the volume

Inode 8 $BadClus Lists bad clusters on the volume
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Inode 9 $Quota NT Quota information

Inode 9 $Secure 2K Security descriptors used by the volume

Inode 10 $UpCase Table of uppercase characters used for collating
Inode || $Extend 2K A directory: $Objld, $Quota, $Reparse, $Usn)rnl

A great deal of information about these files and the NTFS file system can be found online at http://linux-
ntfs.sourceforge.net/ntfs/index.html

EXITF Meta Data found in JPG and TIFF graphics files.

The Japanese Electronic Industry Development Association (JEIDA) created a standard for the storage of
camera and image metadata in JPEG and TIFF files. Most digital camera manufacturers have implemented
this standard and now store camera metadata along with the digital image. This metadata can potentially
provide vital evidence to investigators such as when the picture was taken, what camera was used in
capturing the image and in some cases, who took the image or where the image was captured.

The Tag tables in EXIF meta data provide a tremendous amount of potentially useful information if
contained in the EXIF section of a JPEG file. While it is cumbersome to try to pull this data manually
from the file, programs exist today to extract this data for the investigator. Programs such as EXIFutils
or IMatch can be used to view this information. Technology Pathways forensic tool, ProDiscover will
automatically extract and report this information for investigators if desired for all JPEG and TIFF files
marked as evidence of interest. This can open up a whole new avenue for investigators and capture
EXIF metadata in an evidentiary quality manner to be used in court at a latter date.

To view the EXIF meta data of a JPG or TIF file in ProDiscover simply right-click on any .jpg or .tif
graphic file from content-view and select "View EXIF data"

Timeline Analysis Techniques.

Common timeline analysis techniques often focus on the Modified, Accessed, and Created, or MAC
timestamps placed on files in the NTFS file system. Some investigations benefit by understanding how
normal MAC times relate to lower level information such as when specific metadata attributes were
changed.

Two metadata attributes of interest to investigators in the NTFS file system are the Master File Table
(MFT) $STANDARD_INFO and $FILE_NAME. Both attributes contain their own entry last modified
timestamps that are displayed by ProDiscover in the project report and in sortable columns in the
content view work area. The MFT $STANDARD_INFO attribute contains general information about a
file such as flags, last accessed, written, created times, owner, and security ID. The MFT $FILE_NAME
attribute contains file name in Unicode, and also the last accessed, written and created times. MFT entry
modified times can be found in the project report as "MFT STANDARD INFO entry modified:" and
"MFT FILE NAME entry modified:" These values are listed in the content-view work area in columns as
"MFT $STANDARD_INFO Modified" and "MFT $FILE_NAME Modified".
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Appendix A: ProDiscover Commands

Tree View Commands

When a project is opened the user will be presented with a tree-view of selections under the project
name as shown below.

=3 Project - Test
£ Report
+] Add
X Remove
-0 Content View

Si
=& \W192.168.100.74TheendD gl
= N
& E:
-0 Cluster View
&7 Images
& Disks
-2 Remote Drives
=& \W192.168.100.74TheendD gl
=3 \W192.168.100.7\PhysicalDrivel
=3 \W192.168.100.7\PhysicalDrivel
=3 \W192.168.100.7\PhysicalDrive2
=3 \W192.168.100.7\PhysicalDrive3
=3 \W192.168.100.7\PhysicalDrived
=3 \W192.168.100.7\PhysicalDriveb
= N
& E:
ﬂ’ Registry Yiew
{4] EventLog View
& Intemet History Viewer
&2 View Log
@4 Search
- &% Search Results
@& Content Search Results
@& Cluster Search Results
&4 Registry Search Results
@& Event Log Search Results
&4 Intemet Activity Search Results

Functions available within the tree view are:

Report

This item in the tree-view and view menu will be enabled only when a project is opened. Selection of this
item from the tree-view will display the default project report in the work area with the following
headings:
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e  Evidence Report for Project:
e  Project Number:

e Project Description:

e Image Files:

e Disks:

e Evidence of Interest:

e  File Signature Mismatch:

e  Search Results:

e  Project Notes:

Each report heading will be automatically populated during the project session with resulting data from
user actions. Enabling a file or directory's "selected tag" within Content View will atomically add that file
or directory to the "Evidence of interest" heading within the report. The "Project Notes" heading is a
place holder for user notes to be added once the user has exported the report for editing in their favorite

word processor.

While working a project, users may find it necessary to clear data within report headings such as,
"Evidence of interest" and "Search Results". Removal of data within these headings is easily accomplished
using the action menu's "Clear Report - Evidence of Interest and Search Results function. Removing a disk
or image file will atomically remove that items associated information from the report.

Add | Capture & Add Image

Selection of this item from the tree-view, or action menu captures and adds an image to the current
project. When capturing the image, this function creates a bit stream image of the drive selected, based
on inputs provided by the user, to password protect and compress the file. It saves the file as an Image file
at the destination provided by the user. After an image is captured and written to a file, a hash will be
computed allowing the user to verify image integrity.

Add | Image

Selection of this item from the tree-view, or Action Menu will display a file open dialog for selection of an
Image file to be added to the current project. The file dialog will look for image files with extension “.eve",
".pds" or ".pdg". *.eve is the default ProDiscover image format.

If the image is of a Windows NTFS Dynamic Disk, users should select the image's corresponding *.pdg file
which describes the disk group. If the image was a ProDiscover Split image, users should select the *.pds
file which describes all split files comprise the total disk image.

UNIX style "dd" images can be added to projects provided with or without the .eve file extension. To add
a dd image to the project without an expected extension choose "All Files (*.*) from the "File of Types"
Drop down list. If the "dd" image is split into several images they should be numbered sequentially and all
contain a .eve file extension. Once the image files are named and numbered correctly a corresponding

* pds file should be created in the following format:

DD-Splitimage
Split0.eve
Splitl.eve
Split2.eve
Split3.eve
Split4.eve

Note that all split image file should be split in sizes which are multiples of 512. To add the split "dd" image
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users should select the split.pds file created above.

Add | Disk

Selection of this item from the tree-view, or action menu will allow the user to select a hard disk or Disk
Group from the local system or system connected through PDServer™ Remote Agent and add it to the

project.

Note: Disk Groups are a single disk or group of dynamic disks in Windows NTFS formatted systems.

Dynamic disks are physical disks that don't use partitions or logical drives. Instead, they contain only user

created dynamic volumes. Dynamic Disks are used to create fault-tolerant volumes such as striped,
mirrored, and RAID-5 volumes. Dynamic Disks can also extend volumes and make changes to the disk
without rebooting the computer. ProDiscover supports previewing and imaging Dynamic Disks.

Add Disk to Project 3

List of Disks

e A

== PhysicalDrivel
== PhysicalDrivel
== PhysicalDrive2

Please enter unique name for physical disk

[Phy0

Add

Cancel

Once selecting "Add" you will receive the following warning:
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Working directly on an evidence disk is not recommended. Technology Pathways

recommends working from an imaage file or bit-stream disk copy. Do pou want to

continue?

[ Don't show this dialog in the future

oK

Cancel I

Users can safely disregard this warning if the disk they are adding to the project is a bit-stream image of

original evidence and you have installed the image to a system bus with write-blocking capabilities. Note:
while ProDiscover will not write to any image or drive the operating system will without hardware write-

blocking.

It is recommended to use a hardware write-blocking device for analyzing directly attached bit-stream

evidence copies. Several such cards widely available are:

e NoWrite™ IDE write blocker (allows ProDiscover access to the Hardware Protected Area
"HPA") http://www.techpathways.com

e ACARD SCSI-to-IDE Write Blocking Bridge (AEC7720WP) http://www.microlandusa.com/

e Intelligent Computer Solutions, Inc. http://www.ics-ig.com/

Remove

Allows the user to remove image file or disk associations with the current project. This action does not

delete any files or disk.

Select Object(s) to remo:

PhysicalDrivel

oK

Cancel

X|

112


http://www.techpathways.com/
http://www.microlandusa.com/
http://www.ics-iq.com/

Content View | Image
. This item in the tree-view and view menu will be enabled only when a project/image file is
selected.

2. Selection of this item from the tree-view or view menu will display the contents of the Image file
in the work area. The data files and the folders contained in the disk image captured will be
displayed in the work area in a tabular form with information such as: selected tag, file name, file
extension, size, modified, accessed and created times, as well as, file attributes. File attribute
codes are as follows:

e r = Read-only file

e a = Archive file

e s = System file

e h = Hidden file

e d = Folder

e ADS = Alternate Data Stream File

e k= any file that matches a Hashkeeper compare operation

e m = any file that contains a signature mismatch after a signature mismatch evaluation if
run.

3. When enabled, the "selected tag" causes ProDiscover to create a cryptographic checksum of the
item and insert it into the "Evidence of Interest" section of the project report. Cryptographic
checksums are created in the algorithm set by the user in the preferences setting. MD5 is the
default algorithm used for checksums. Depending on the processor power available, enabling the
"selected tag" can take a few seconds per file due to the checksum creation.

The list shall also include the files marked as deleted by the OS.

5. Double-click on any file (e.g. file.txt) will display the contents of that file with the default viewer
for that type. It is assumed that the default viewer for the file type is available on the machine. If
there is no such viewer, a choose application dialog box will be displayed allowing the user to
choose an application to view the file with.

6. Right click on a single file allows the file to be recovered and copied to a destination of choice,
including files marked as deleted.

Notes: The "Deleted" column will display "Yes" if the file has been deleted. On NTFS formatted drives,
ProDiscover collects all deleted files into a special directory called "Deleted Files" which is not normally
present on the original drive. The "Deleted Files" directory is a virtual directory for ProDiscover to
recover deleted files in cases where a deleted file can be recovered, but the original path can not be
found.

Content View | Disk
. This item in the tree-view and view menu will be enabled only when a project/disk is selected.

2. Selection of this item from the tree-view will be similar to view image file, except that it will
display the contents of a directly attached disk which has been added to the current project.

Cluster View

I.  Selection of this item from the tree-view items will display the directly connected disk or an
image file as a grid of clusters in the work area with the contents of the cluster in the display
area below.

2. The Zero cluster displays all boot sector and partition data and all subsequent clusters contain
actual file system data which are marked "used", or "unused".

3. The user can easily navigate through the clusters using the navigation buttons below the cluster
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grid and with left and right mouse clicks.

4. Selecting an individual cluster will display its contents in the display area in ASCII text and Hex

format.

5. With the physical drive selected from the tree-view the user can view all boot sector and

unallocated disk space, as well as all partitions and file slack space.

6. With any drive partition selected from the tree-view the user can view all partition data (cluster
by cluster) and any file slack space.

Cluster View of Physical Drive

(Note physical drive selected in Tree View)
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=& Images

=& Disks
LEC

82 View Log
@& Search

00 |

For Help, press F1

#-C] System Volume |
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000000B0O 16 F6 C32 10 75 05 80 CB 10 EB ES 81 FA 70 01 74
000000C0 05 BA 70 01 EB D8 F2 C3 81 BD FE 01 55 AA 75 17
00000000 8B 75 02 81 FE BE 01 77 0E 03 F7 81 3C AA 55 75

| | el
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Cluster View of Drive Partition
(Note partition selected in Tree View)

%' ProDiscover DFT - Jones Crime Scene = -||:||£|
File Action Yiew Tools Help
=2 o] ] =
ew Open Sge Capture Open Copy M @
Project  Project  Project Image Export  Image Disk  Search  Stop
=1 Project - Jones Crime Scene
8 Report
00000020
=] Add 00000060
00000090
@ Capture & Add Image 22000027
&P Image File 000000F0
: 00000120
& Disk 00000150
X Remove 00000150
H X . 000001B0
=3 Content View 000001E0
= 00000210
&P Images . 00000240
=-&P C:\PraDiscover\San [oooooz70
&0 ¢ 00000220
ocuments 000002D0
-0 Pies M- Used
: B - Unuszed
3 RECYCLER W - Boot Sector & = First | (-Eack| Nextm)| Last =9I! g =2
-0 System Volume | Partition Dava = v adacimat] X
- Deleted Files | ] | »
B-& Disks 00000000  EB 52 50 4E 54 46 53 20 20 20 20 00 02 08 00 00
=-E0 Cluster View 00000010 00 00 00 00 00 F8 00 00 3F 00 FF 00 3F 00 00 00
5-& Images 00000020 00 00 00 00 80 00 80 00 CO 52 AS 04 00 00 00 00
9 i 00000030 04 00 00 OO0 00 00 00 00 2C 85 4A 00 00 00 00 0O
&P C\ProDiscover\San 00000040 Fé 00 00 00 01 00 00 00 C7 99 30 F4 B6 20 F4 16
& Disks 00000050 00 00 00 00 FA 33 CO 8E DO BC 00 7C FB BS CO 07
: . 00000060 8E DS ES 16 00 BS 00 0D S8E CO 33 DB Cé 06 OE 00
=& PhysicalDrivel 00000070 10 ES 53 00 638 00 0D 68  6A 02 CB 3A 16 24 00 B4
. ot 00000080 08 CD 13 73 05 B9 FF FF 8A F1 66 OF B6 C6 40 66
% View Log 00000090 OF B6 D1 30 E2 3F F7 E2 86 CD CO ED 06 41 66 OF
& Search 000000A0  B7 C3 66 F7 E1 66 A3 20 00 C3 B4 41 BB AA 55 SA
000000BO 16 24 00 CD 13 72 OF 81 FB 55 AA 75 09 F6 C1 01
000000CO 74 04 FE 06 14 00 C3 66 60 1E 06 66 Al 10 00 66
00000000 03 06 1C 00 66 3B 06 20 00 OF 82 3A 00 1E 66 6A
000000ED 00 66 50 06 53 66 68 10 00 01 00 80 3E 14 00 00
‘| ] | JooooooFo  OF 85 OC 00 ES B2 FF 80  3E 14 00 00 OF 84 61 00
For Help, press F1 [
. .
Registry Viewer

The registry viewer allows investigators to browse the registry of a Windows system and select individual
registry keys as evidence of interest. To process the windows registry ProDiscover needs to read several
files on the disk in addition to individual registry files themselves.

To process registry files form the local or remote disk or image users should highlight the windows
system directory in content view, right-click and choose "Add to Registry Viewer". The default system
directory on a Windows NT 4.0 system is Winnt. In Windows XP the default system directory is
Windows. Once the user selects "Add to Registry Viewer" ProDiscover will scan the directory structure
and extract the files needed to process the registry view.

EventLog Viewer

ProDiscover allows users to add the Windows Event Logs to a project form images or directly connected
disks. Once the event logs are added to a current project, users can review individual log entires and
select as evidence of interest if needed.

The following steps allow users to add a Windows Event Log to the current project:

I.  Add an image file or disk to the current project.

2. Navigate to the Windows installation directory (C:\Windows, C:\Winnt, etc.) on any partition
from content view.

3. Highlighting the Windows installation directory from content view, right-click on the directory
and choose "Add to Event Log Viewer".

4. The Windows event logs from the selected installation will be available for view from the "Event
Log View" tree-view item.
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Internet History Viewer

Information about a users Internet Web surfing habits is often crucial to investigations. ProDiscover
allows investigators to quickly search for, and extract information from Internet Explorer history files
(index.dat). Once the information is extracted it is automatically added to the project report.

searching for and extracting the Internet history from a directly added disk or image is as simple as right-
clicking on the desired directory structure and choosing "Find Internet Activity...". ProDiscover will then
search the selected directory structure for all index.dat files containing Internet Explorer Web surfing
history and populate the Internet History Viewer for further analysis and addition to the project report.

ﬁ ProDiscover IR - Test g@
File Metwork Action VYiew Tools IR Help
-~ -~
o1 (= »
Tl [o] Capt o O R

Project  Project  Projest image Image B Seach | proSirpt
=-C0 Project - Test Select | File Name | File Exstension SizeA_[Ms | Deleted | Createc
Report |m [} All Users EG: ND 07/087.
« By Add [ [ Dad sl ND 07/09/;
é Eemovev (] Default User --d--h- NO 07/08/.
5 énr;r:g;:w |m ] Josh S NO 07/08/,
=& C:\ProDiscaver\Sample Images\Mosh.eve B g ;:E;l:,igziice : z : :g g;;ggﬁ

C:
+-C $Extend

B
B
£
& Add to "Find Suspect Files" list
&
&

g Add to Registry Viewer

“ta @ Add to EventLog Viewer
1

& D E Copy to Clipboard
&3 Disks » Run Proscript...
53 Remate Driv
=3 Cluster View | &5 Find Internet Activity. ..
+- &P Images %
&3 Disks
53 Remate Drives
ﬁ Registry View
E[ EventLog View
& Intemet History Viewer
&5 View Log
@4 Search
S @ Search Results
@ Content Search Results
@ Cluster Search Results
@4 Registy Search Results
@ Event Log Search Results
@ Intemet Activity Search Results

For Help, press F1 MDS.

Once complete the Internet History Viewer found in the tree-view will be populated with the contents of
each index.dat file created by Internet Explorer. Once added to the Internet History Viewer this
information can be searched and added to the project report on an entry-by-entry basis.

View Log

This option will be enabled when either a project file or an image file is opened and displays a log of any
I/O errors encountered during a disk capture or copy. ProDiscover extracts the errors related to the
images associated with a project and exports them to the project report automatically. Once selected a
log selection dialog box is displayed prompting the user to select the image file for which a log file should
be displayed. Any I/O errors will be displayed in the work area.
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Log Selection & x|

Select an Image from the following list :

Floppy.eve
PHYZ2.eve

| oK I Cancel

Search

Selection of this item from the tree-view will prompt the user to enter text strings or hex values to
search. The user can enter one or more text strings or hex values in the search dialog.

The two main search methods available to users are "Cluster Search", which searches every
cluster on the selected disk and "Content Search", which searches files by content or name as
reported by the selected disks file system. Note that a "Cluster Search" can be time consuming
due to the nature of the search, but can return hidden data. When conducting a cluster search
users also have the option to automatically extract any clusters containing the search term.

When using "Content Search" users can search only within files marked "Selected" in
"Content View" by selecting the corresponding check box.

Checking the "Select all matches" checkbox will automatically add all files from the search result
to the project report as evidence of interest. Files marked as evidence of interest can be easily
copied to review disks using the "copy selected files" option from the tools menu.

When using "Content Search” users can search for file names or file content by selecting the
corresponding radio button.

Search terms should be separated by a new line and can accept wild-cards such as:

o Fixt
e *bmp
* *ipg

e  ProductDesign.doc

o HHH-HH-HHHH
When conducting a content search for patterns ProDiscover will return all words that contained
the search term and notify the user of all words found in the search report. For example: A
search for the word "Chris" would also return hits for "Christopher". Wild-cards are not

recognized when conducting content search for patterns. Users can reduce the number of
words found by selecting the "Match whole word" checkbox.

The ProDiscover Search Term window can be populated manually or by using the "Load from
file..." button. Load from File will take as input any ASCII text file with the file extension .STS
and containing search terms.

Users can use the numerical pattern matching feature to find items such as SSN's, time stamps,
or other numerical patterns by simply typing ###-##-#### to fine SSNs, ##:##:## for time
stamps, or others as needed.

117



10. Users are allowed to select one or more image file associated with a project. A search can also
be performed on directly connected disks that have been added to the current project.

o ST -

Event Log Search | Intemet History Search I Email Search

Content Search I Cluster Search | Registry Search
[~ Searchin Meta Files ™ Searchin Selected Files only
™ Select all matches
Search Type: |Raw Search _:_I
* ASCIl " Hex
[~ Case Sensttive

[~ Match whole word

" Search forfiles named :
% Search forthe pattem(s) : Load from file... |

Secfe’t s
Confidential|

Select the Disk(s) / Image(s) you want to search in :
C:\ProDiscover\Sample Images“JohnQDoperDisk(.eve\C:

™ Fitterfiles by Date(s)

 Madified
| between l— i I

Fles  Created

I'l. Results obtained from the search will be displayed in the top work area as selectable objects.

Full Boolean logic operators (AND, OR, NOT) can be utilized when creating search terms. For
information on using Boolean operators see the Boolean Search section in Using ProDiscover.

When any object is highlighted the resulting search term will be highlighted in the data view area.

Search results are saved from session to session in a file with the same project name and the

extension .ds2

12. If the search results are satisfactory they can be added to the current projects report with the
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"Add to Report" button.

2 ProDiscover IR - Test Q@
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=2 Remote Drives
y Registry View EXCLUSION OF INCIDENTAL, CONSEQUENTIAL AND CERTAIN OTHER DAMAGES. TO THE MAXIMUM EXTENT PERMITTED
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> , INCIDENTAL, INDIRECT, PUNITIVE OR CONSEQUENTIAL DAMAGES WHATSOEVER (INCLUDING, BUT NOT LIMITED TO,
@ Intemet History Viewer DAMAGES FOR: LOSS OF PROFITS, LOSS OF CONFIDENTIAL| OR OTHER INFORMATION, BUSINESS INTERRUPTION,
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= 8% Search Results THE PROVISION OF OR FAILURE TO PROVIDE SUPPORT SERVICES, OR OTHERWISE UNDER OR IN CONNECTION WITH
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@4 Cluster Search Results
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egistiy Search hesults REASON WHATSOEVER (INCLUDING, WITHOUT LIMITATION, ALL DAMAGES REFERENCED ABOVE AND ALL DIRECT OR
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M Internet Activity Search Results OF THIS SUPPLEMENTAL EULA AND YOUR EXCLUSIVE REMEDY FOR ALL OF THE FOREGOING SHALL BE LIMITED TO
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13. The "Search terms" drop-down box allows users to highlight only a single search term from the
original search term list if desired.

14. The "Patterns" button will display a pop-up window containing the original search terms used in
the search set including any Boolean operators used.

I5. The "Filter" button allows users to filter out files from the search view except the selected term.
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File Menu Commands

Options available from the File menu enable the user to start a new project, open an existing project, save
the current project, save the current project with another name, open an image file, and exit the
program.

The File menu, when clicked presents a drop down menu with the following options, which are described
in the links below.

New Project

Displays the new project tab (shown below) and creates a new project, as specified by the user, in the
main window. New project option prompts the user for a project number, project name and description
and creates a template report in the work area.

Open Project

Displays the open project tab (shown below) and opens the project specified by the user in the main
window. This opens a file dialog with default extension set to *.dft the default project file extension.
When the user selects a valid project file, this loads the file data in the work area.

Open Image
Opens a file dialog allowing the user to select any valid image file. Once selected the action will load the
file in the current project.

Look in: |’J ProDiscover LI = ﬁi‘ -

iﬁ Floppy.eve
8] PHY2.eve

File name: |
Files of type: llmage Files [*.eve) LI Cancel |

[~ Open as read-only

Z

Save Project

Save current environment as a project file with file extension of *.dft. If the project is being saved for the
first time then the system displays the File Save As Dialog box and prompts the user to provide a name
for the project. The current project will be saved in the default directory. However, the user can
navigate to a different directory and save the project in any directory as desired. If the project was saved
earlier, then the existing project will be replaced with the current one without any further notice.

Save As

This option functions in a manner similar to the Save option except that, each time the user will be
prompted to provide a name for the project. The user can provide a name other than the existing one
and save the project as a different file.
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savens 2| x|
Save in: I {3 ProDiscover | ek E9-

@ Jones Crime Scene.dft

File name: Jones Crime Scene.df
Save as type: IProiect Files [*.dft) Ll Cancel I

7

Preferences

The preferences menu item found in the File menu launches the preferences dialog box allowing the user
to set, or change their personal preferences in any of five areas; General, PDServer, Appearance, Time
Zone, and EXIF.

General

The user may select the hashing algorithm utilized by ProDiscover as SHAI, SHA256, MD5 or None.
While the SHA256 hashing algorithm is considered by some to be stronger than MD5, there are currently
more hash sets available in MD5. Rest assured that MD5 is a very secure method of hashing verification.
Note while physical disk can freely change hashing algorithm during analysis, images will only support the
hashing algorithm selected during capture.

Selecting "None" as a hashing algorithm allows users to select large groups of files as evidence of interest
without creating hashes. In cases where large groups of files are being recursively selected, this feature
can save time. Once the user desires to add file has values to the ProDiscover report they can change the
preferences setting to the desired hashing algorithm, then use "Batch Calculate Hashing..." from the Tools
menu to calculate hashes for all files marked "selected" (evidence of interest).

Users may enable warning dialogs that had been disabled earlier and turn on "Auto Verify Image
Checksum" to automatically verify image checksums when loading a project or adding an image to a
project. Warning: Turning on "Auto Verify Image Checksum" will cause image addition and project loading
to become very slow.

ProDiscover uses a "Working Folder" to place temporary files in during operations such as generating
hash values. By default the "Working Folder" is set to use the current users Documents and Settings
temporary folder. Users may select any desired location as the ProDiscover "Working Folder".

The "When a disk/image cannot be located while opening the project:" setting is primarily intended for
users conducting remote investigations. This setting is often referred to as “offline project mode” and
includes the choices “Prompt Me”, “Add as Offline”, and “ignore” Essentially if a user is working a case on
a remote system by selecting evidence of interest and adding other artifacts such as search results to the
project report all the information is saved in the project file. Prior to version 4.0 the remote disk would
need to be accessible for a user to open that previously saved project file. If they had not exported the
report they would need to re-connect to the remote disk to do so. There is also other limited
functionality a user can perform such as removing evidence of interest.
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General lPDServerl Appearancel Time Zonel Search Indexl EXIF I

Hasting Agort - [ |

—Wamings
[~ On

— Auto Verify Image Checksum
[~ On

—Working Folder
IC:\Users\chrown\AppData\LocaI\Temp\Pro[ Browse |

Waming: This folder is for ProDiscover intemal use only.
ProDiscover will delete all files in this folder during shutdown

When a disk/image cannot be located while opening the project: | Add as Offline _vJ

Language Setting: | A 0 _"J

0K I Cancel Spply

PDServer

The Default Port number field in the Preferences dialog box allows users to change the default TCP/IP
port number used for connecting to remote systems running PDServer for network imaging & analysis.
Note that if the default port of 6518 is changed on the ProDiscover client the default port number will
also need to be changed on the remote PDServer. Changing the default port number on the ProDiscover
client and server is often helpful in traversing firewalls with inbound and outbound port filtering.

The "Server Time-out" setting tells ProDiscover how long to wait without receiving packets before
attempting to reestablish communications with the PDServer Remote Agent. The "Auto Retries" setting
tells ProDiscover how many times to automatically attempt to reestablish communications after a "Server
Time-out" has occurred. Adjusting the PDServer "Auto Retries" and "Server Time-out" settings can be
helpful for busy networks and Wide Area Networks.
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e
General PDServer | Appearance | Time Zone | Search index | EXIF |

Default Port number for Remote Disk access |Zl:

Server Timeout ,W sec (range: 2-20)

Number of Auto Retries on Timeout I3

ITI Cancel Apply

Appearance

The appearance section of the preferences dialog box allows users to set the display color for many file
types including files which are marked as the result of hash comparisons and file signature mismatch

comparison. Users are additionally provided a facility to change the project report font to any installed
system font.
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General | PDServer Appearance ITlme Zone | Search Index | EXIF |

Set Colrtor: [ | [l

Set Color l Use Default ‘
Report Font: |Verdana Choose Font |

 Report Images

™ Add Thumbnail image to report for graphic files

™ Create thumbnails on load

V¥ Include Cluster Chain Information to Evidence of Interest

[V Include ACL Information to Evidence of Interest

[V Include Outlook message headers to report

Time Zone

Because the NTFS file system maintains time zone information with files, it is important for investigators
to set the proper image or disk time zone information to ensure MAC (Modified, Accessed and Created)
times are displayed as they would be on the target system. The time zone preferences dialog allows users
to set the ProDiscover time for the disk or image being analyzed. Users can also set whether or not
daylight saving time (European summertime) is/was in effect for the disk or image. ProDiscover
automatically corrects for a common issue where If users create a file during daylight savings and analyze
the file during non-daylight savings, then the files would display times an hour early than actual.
Additionally If the opposite happens, then files would display as an hour late.

e MAC times are displayed based on the following scenarios.
o When System's DST is ON and ProDiscover's DST is ON, the times will be the same as
in Windows explorer.
o When System's DST is ON and ProDiscover's DST is OFF, the times will be reported
reduced by | hour to what in Windows explorer.
o When System's DST is OFF and ProDiscover's DST is ON, the times will be displayed
increased by | hour to what in Windows explorer.
o When System's DST is OFF and ProDiscover's DST is OFF, the times will be displayed
the same as in Windows explorer.
e Note: The times displayed in the report are based on the times when the files are selected as
EQI.
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General | PDServer | Appearance Time Zone ISearch index | EXIF |

Select evidence image/disk time zone:

(GMT-D8:00) Pacific Time (US & Canada); Tijuana v

Daylight saving (summertime) was in effect
% Yes
" No

Search Index

Default Thesaurus and Noise files are provides and linked in the <ProDiscover installation>\Index
directory.

A thesaurus file contains a list of synonyms the search engine can use to find matches for particular words
if the words themselves don't appear in documents. For example, users may want to relate the word run
with the word jog in the thesaurus configuration file. If the words were related then a search for the
word "run" might return results that contain either the words "run" or "jog". An example thesaurus.txt
file is included and is formatted as follows:

Word|,synonym[,synonym2, ...
Word2,synonym2,synonym2, ...
Word3,synonym3,synonym3, ...

Given the format above to create a synonym for Run the entry would be: run,jog

The noise file contains noise words sometimes referred to as stop words. These are conjunctions,
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prepositions and other words such as AND, TO and A that appear often in documents yet alone may
contain little meaning. A basic noise.txt file is included in the installation and is formatted simply as an
ASCII text file with one noise word per line.

The indexing path identifies where ProDiscover will place each index for the Content, Internet History,
Registry, Event Logs, or Email.

ProDiscover will create a unique folder under the "indexing path" location to place each individual item
index. The unique location will be a folder named as the current project name.

Another important setting found in the user preferences "Search index" tab is to choose which files will
be added to the index. If a file is not added to the index during creation, then any subsequent searches of
that index will not return the file. By default ProDiscover is configured to index "All indexable files" This
means that during the indexing process ProDiscover will scan every file and any file containing

readable ASCII or UNICODE data will be indexed. This process is more time consuming, but also more
through. Users are also given the option to index files only for given file extensions. This option is useful
for users who only wish to find search terms in specific office documents.

e —

General PDServerI Appearance I Time Zone Search Index l EXIF I

Thesaurus File: |C:\ProDiscover\lndex\mesaums.bd Browse

Noisewords File: IC:\ProDiscover\lnd@x\Noise.bd Browse

il

Index Path: IC:\ProDiscovef\lndex\JQD Browse

' Al indexable files

" Files having following extensions

“bd,”log,”.ini, -

EXIF

Allows users to choose to automatically have EXIF meta data extracted and added to the project report
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from any image file selected as evidence of interest.

Preferences

™ Select All Fields

I~ Deselect All Fields

™ Interoperability Index
™ Interoperability Version
[~ New SubFile Type

[~ SubFile Type

™ Image Width

™ Image Length

[~ Bits Per Sample

[ Compression

™ Image Description
vV Make

¥ Model

[™ Strip Offset

[~ Orientation

™ Samples Per Pixel
[ Rows Per Strip

[~ Strip Byte Conunts
[~ XResolution

™ YResolution

[~ Planar Configuration
™ Resolution Unit
™ Transfer Function
™ Software

[~ Photmetric Interpretation

[~ JPEG Tables

I~ JpealF Offset

I~ JpeglF Byte Count
™ YCbCr Coefficients
I~ YCbCr Sub Sampling
I YCbCr Posttioning
I Reference Black White [~ Brightness Value

I~ CFA Repeat Patter Dim [~ Exposure Bias Value
[~ CFA Pattem
[~ Battery Level
I Copyright
[ Exposure Time
™ FNumber

[~ IPTC/NAA

I~ Bxif Offset

General | PDServer | Appearance | Time Zone | Search Index EXIF l

[V Date Time [ Inter Color Profile
vV Atist ™ Exposure Program
I Predictor [” Spectral Sensttivity
I~ White Point [V GPS Info

I” Primary Chromaticities |~ 1SO Speed Ratings
™ Tile Width [~ OECF

™ Tile Length 7 Intedace

™ Tile Offset [” Time Zone Offset
I Tile Byte Counts [ Self Timer Mode
I~ SublFDs [T Exif Version

[ Data Time Original
™ Date Time Digitized

™ Spatial Frequency Response

[ Noise

™ Image Number

™ Security Classification
I~ Image History

I” Subject Location

™ Exposure Index

[ TIFF/EP Standard ID
[~ Maker Note

™ User Comment

[~ SubSec Time

[~ SubSec Time Original

™ Component Corfiguration |~ SubSec Time Digitized
[~ Compressed Bits Per Pxel | Flash Pix Version

™ Shutter Speed Value
[~ Aperture Value

[~ Max Aperture Value
[~ Subject Distance
[ Metering Mode

[~ Light Source

[ Fash

™ Focal Length

™ Fash Eneray

[~ Color Space

™ Exif Image Width

™ Exif Image Height

[~ Related Sound File

™ Exif Interoperability Offset
™ Focal Plane XResolution
™ Focal Plane YResolution

[ Focal Plane Resolution Unit

™ Sensing Method
™ File Source
[~ Scene Type

Print Setup

o]

Cancel

Apply

The Print Setup dialog box found in the File menu allows the user to customize printer settings. Use the
Print Setup dialog box to change settings such as change the printer selected, paper size and print quality.

~ Printer
Name: “whomeplatetHP DeskJet 880C Properties... I
Status:  Ready
Type: HP DeskJet 880C
Where:  LPT1:
Comment:
— Paper Orientation
Size: lLetter ZI ' Potrait
Source: lAutomaticaIIy Select :I " Landscape

Network... |

[ o |

Cancel
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Print Report
This option displays a print dialog enabling the user to print the report.

~— Printer

Name: “homeplatehHP Desk.) : Properties... l

Status:  Ready

Type: HP Desklet 880C
Where:  LPTT:

Comment:

— Print range Copies

Al Number of copies: |1 3:

" Pages fu:«m.| to:l
3 ¥ Collate
" Belection

OK I Cancel

Exit
Allows the user to exit from the ProDiscover program.

Network Menu Commands

The Network Menu contains options supporting ProDiscover's network imaging & analysis functions.
Users will use the Network Menu to perform operations such as connect to a remote PDServer™
prior to adding a remote disk.

The Network Menu, when clicked presents a drop down menu with the following options, which are
described in the links below.

Connect To

Before adding remote disks to a project, users must first establish a TCP/IP connection to the computer
running PDServer. Selecting "Connect To..." brings up a connection dialog box with a drop down window
allowing the user to select windows computers running on the network. Users can also enter the IP
Address of the remote computer directly if desired or if the computer name is not found in the drop-
down list.

Connect to PDServer i x|

Enter the computer name or IP address to connect to

Browse l
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If the user is connecting to a PDServer running in Stealth Mode with a password set the ProDiscover
client will display a dialog box asking for the password prior to connection. Even if encryption mode is not
set TwoFish encryption is used to create a secure channel for all communications setup to prevent
password sniffing and man-in-the middle attacks.

Connect To PDServer E3 I

The PDServer you are tving to connect is password
protected. Please enter the password to connect to
the PDServer.

Enter Password:

0K Cancel

Disconnect

ProDiscover's client/server design allows for only one server and client to be connected at a given time.
In some cases users may be running several ProDiscover clients on a network and desire to switch
analysis of a single PDServer computer to the other client. In these cases the currently connected
ProDiscover client would need to choose "Disconnect” from the network menu first breaking the current
connection therefore allowing the second ProDiscover client to establish a connection using "Connect
To..." from the network menu.

Encryption

ProDiscover provides encryption to establish a secure channel between the ProDiscover Client and the
PDServer for situations where users desire a higher level of evidence spoilage protection. By default
encryption is not enabled for performance reasons. By selecting "Encryption" from the Network Menu,
users are presented with a dialog box with encryption settings.

Encryption

Encryption Type:

Seed Key [Optional): I

| 0K I Cancel

By selecting "TwoFish" from the drop-down box and choosing OK encryption will be enabled establishing
a secure channel for communications between the client and server. Optionally users can choose their
own "Seed Key" used for setting up the encryption channel. If the user does not select a "Seed Key"
ProDiscover\ will use its own secret key.

In addition to the TwoFish encryption algorithm, ProDiscover allows users to select 256 bit AES
algorithm to secure the data channel.
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Even if encryption mode is not set TwoFish encryption is used to create a secure channel for all
communications setup to prevent password sniffing and man-in-the middle attacks.

ProDiscover uses the 256 bit TwoFish block encryption algorithm created and analyzed by: Bruce
Schneier - John Kelsey - Doug Whiting - David Wagner - Chris Hall - Niels Ferguson. The TwoFish
encryption algorithm was one of the selection finalist for the U.S. AES (Advanced Encryption Algorithm)
by NIST. For more information about the TwoFish algorithm see the following URL
http://www.counterpane.com/twofish.html

Release Remote Client

In some circumstances communications with a PDServer™ remote agent may become disrupted
effectively breaking the communications link with the ProDiscover client. If for any reason the link
between the ProDiscover client and a PDServer™ remote agent becomes disrupted users may need to
reset and release the remote PDServer™. The "Release Remote Client" option found in the network
menu will reset any remote PDServer™ agent with which a communications link was previously
established.

Action Menu Commands
Options available from the action menu enable the user to accomplish normal application tasks such as:
capture an image, add images and disks to a project, search for keywords, export and clear reports.

The action menu, when clicked presents a drop down menu with the following options, which are
described in the links below.

Capture Image

Selection of this item from the button bar, or action menu captures bit stream image of the physical drive,
partition, or disk group selected based on the inputs provided by the user to password protect and
compress the file. Saves the file as an Image file at the destination provided by the user. After an image is
captured and written to a file, a hash will be computed allowing the user to verify image integrity.

Note: FAT file systems including FAT32 do not support files larger than 4 MB. Images of drives over 4 MB
should be saved to an NTFS, or file system that supports large files.
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Capture I_ A

Source Drive IPhysncaIDnveU 465.762 GB :l
Destination: IC \ProDiscover\Sample Image I Split I
Image Format: IProDiscover Format [recommended) El

Total sectors to capture : IS?B??31 68
Shadow Yolume Name ||_il.,.',3 Partition ;]

— ProDiscover Image

Technician Name: |Chris

Image Number: |09343

Description :
Jones Home PC 1|

~ Compression—
" Yes

Password... |
* No ‘
] 0K I Cancel |

Disk Groups and Dynamic Disks

Disk Groups are a single disk or group of dynamic disks in Windows NTFS formatted systems. Dynamic
disks are physical disks that don't use partitions or logical drives. Instead, they contain only user created
dynamic volumes. Dynamic Disks are used to create fault-tolerant volumes such as striped, mirrored, and
RAID-5 (Redundant Array of Independent Disks) volumes. Dynamic Disks can also extend volumes and
make changes to the disk without rebooting the computer. ProDiscover supports previewing and imaging
Dynamic Disks.

When imaging dynamic disk containing disk groups such as RAID sets, individual disks belonging to the
disk group will be captured to different files as physical disks. At the end of the capture, a .PDG
(ProDiscover Disk Group) file will be created. The .PDG file contains the information about the image
files in the group along with the disk’s identifier’s for cross-referencing.

Split Images

Users have the option of creating images which are split across two or more files. When selecting to split
an image the user can specify each image size or automatically split the images into files of X MB. When
ProDiscover creates the split images a ImageName.pds file is also created to maintain information about
the split image. When adding a split image to a project users should select the ImageName.pds file and all
images will be virtually combined and added to the project.
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Split Image ) x|

Size of the disk: |234441 648 sectors (114473 46 MB)

Split into equal sized image of |54U MB Split |

Define the file sizes:

Image... l Size [MB] I Size [Sectors) -

1 £40.00 1310720
£40.00 1310720

2
3 £40.00 1310720 bt
«| | B

— Image Information

Image Number: |1

Image Size (MB): 640

Image Size [Sectors): |131 0720
Update |

oK Cancel

Image Format

Users also have the option to select the desired image format. ProDiscover recommends using the
ProDiscover format which includes adding metadata to the image containing information for password
protection, time zone, investigator and compression. A technical description of the ProDiscover image
format can be found on the Technology Pathways web site in the resources section. Alternately, users
can select to create an image in the UNIX style 'dd' format which creates a flat bit-stream image and a
corresponding hash file using the selected hashing algorithm. the corresponding hash file will be placed in
the image directory and named the same as the image using a .md5 or .sha file extension.

Compression

Images can be compressed to save disk space if needed. Compression is turned off by default for all image
captures. To compress the image select "Yes" to compression and ProDiscover will compress the image
and save it as *.cmp. After the image is compressed, if desired, it may be UnCompressed through the
Action menu. Compressed images can be added to any project directly. Compressing an image requires
significantly more time to the image capturing process due to the compression overhead.

Password Protection
As an added measure of security, ProDiscover allows user to password protect image files. Users have
the option to mask the password, so as not to display the entry to the screen. Once an image is password

protected any time the image is accessed the password will need to be entered including opening a
project which has the image added to it.

Imaging the ATA Protected area

Often ProDiscover will automatically detect and add file system partitions within the HPA to your directly
added disks so they may be viewed as a normal partition in Content-View or Cluster-View. Since the HPA
technicle specification does not specify where a file system starts or what type of file system resides
within the HPA, ProDiscover provides a tool for scanning the HPA to detect any file systems inside and
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../UnCompress.htm

adding the file system partition to the current project. All file systems added to a project from the HPA
will have [HPA] appended in the tree-view to clearly identify their origin. See Using ProDiscover for
specific steps and tasks involving the HPA.

Raw Physical Memory and BIOS Imaging

As investigators gain experience, they find the power in simple keyword searching raw data available on
disks. These same principles apply to raw data found in a running systems physical memory. Often
artifacts such as cached passwords, memory resident only malware, and recently printed documents can
be found in physical memory. Another PC artifact of potential value to investigators is a systems BIOS
memory stored in NVRAM. Recent advances within the hacker community have demonstrated persistent
rootkits stored in this area.

ProDiscover Incident Response and Investigator versions allow investigators to capture image files of both
physical memory and BIOS.

Note: information entered in the image capture dialog box is cached during each session to allow faster
data entry when capturing multiple images.

Add | Capture & Add Image

Selection of this item from the tree-view, or action menu captures and adds an image to the current
project. When capturing the image, this function creates a bit stream image of the drive selected, based
on inputs provided by the user, to password protect and compress the file. It saves the file as an Image file
at the destination provided by the user. After an image is captured and written to a file, a hash will be
computed allowing the user to verify image integrity.

Add | Image

Selection of this item from the tree-view, or Action Menu will display a file open dialog for selection of an
Image file to be added to the current project. The file dialog will look for image files with extension “.eve",
".pds" or ".pdg". *.eve is the default ProDiscover image format.

If the image is of a Windows NTFS Dynamic Disk, users should select the image's corresponding *.pdg file
which describes the disk group. If the image was a ProDiscover Split image, users should select the *.pds
file which describes all split files comprise the total disk image.

UNIX style "dd" images can be added to projects provided with or without the .eve file extension. To add
a dd image to the project without an expected extension choose "All Files (*.*) from the "File of Types"
Drop down list. If the "dd" image is split into several images they should be numbered sequentially and all
contain a .eve file extension. Once the image files are named and numbered correctly a corresponding

* pds file should be created in the following format:

DD-Splitimage

C:\Images\Split0.dd
C:\Images\Split|.dd
C:\Images\Split2.dd
C:\Images\Split3.dd
C:\Images\Split4.dd

Note that all split image file should be split in sizes which are multiples of 512. To add the split "dd" image
users should select the split.pds file created above.

Add | Disk
Selection of this item from the tree-view, or action menu will allow the user to select a hard disk or Disk
Group from the local system or system connected through PDServer™ Remote Agent and add it to the
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project.

Note: Disk Groups are a single disk or group of dynamic disks in Windows NTFS formatted systems.
Dynamic disks are physical disks that don't use partitions or logical drives. Instead, they contain only user
created dynamic volumes. Dynamic Disks are used to create fault-tolerant volumes such as striped,
mirrored, and RAID-5 volumes. Dynamic Disks can also extend volumes and make changes to the disk
without rebooting the computer. ProDiscover supports previewing and imaging Dynamic Disks.

Add Disk to Project i X|

List of Disks

A

i—) PhysicalDrive0
i—) PhysicalDrivel
=) PhysicalDrive2

Please enter unique name for physical disk
IF'hyU

Add Cancel

Once selecting "Add" you will receive the following warning:

Working directly on an evidence disk is not recommended. Technology Pathways

recommends working from an image file or bit-stream disk copy. Do you want to

oK I Cancel

™ Don't show this dialog in the future

continue?

Users can safely disregard this warning if the disk they are adding to the project is a bit-stream image of
original evidence and you have installed the image to a system bus with write-blocking capabilities. Note:
while ProDiscover will not write to any image or drive the operating system will without hardware write-
blocking.

It is recommended to use a hardware write-blocking device for analyzing directly attached bit-stream
evidence copies. Several such cards widely available are:

o  NoWrite™ IDE write blocker (allows ProDiscover access to the Hardware Protected Area
"HPA") http://www.techpathways.com

e ACARD SCSI-to-IDE Write Blocking Bridge (AEC7720VVP) http://www.microlandusa.com/

¢ Intelligent Computer Solutions, Inc. http://www.ics-ig.com/

e Tableau Forensic Products http://www.tableau.com/
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Search —
Selection of this item from the tree-view will prompt the user to enter text strings or hex values to

search.
l.

The user can enter one or more text strings or hex values in the search dialog.

The two main search methods available to users are "Cluster Search", which searches every
cluster on the selected disk and "Content Search", which searches files by content or name as
reported by the selected disks file system. Note that a "Cluster Search" can be time consuming
due to the nature of the search, but can return hidden data. When conducting a cluster search
users also have the option to automatically extract any clusters containing the search term.

When using "Content Search" users can search only within files marked "Selected" in
"Content View" by selecting the corresponding check box.

Checking the "Select all matches" checkbox will automatically add all files from the search result
to the project report as evidence of interest. Files marked as evidence of interest can be easily
copied to review disks using the "copy selected files" option from the tools menu.

When using "Content Search" users can search for file names or file content by selecting the
corresponding radio button.

Search terms should be separated by a new line and can accept wild-cards such as:

e Fixt
e *bmp
* *jpg

e  ProductDesign.doc

When conducting a content search for patterns ProDiscover will return all words that contained
the search term and notify the user of all words found in the search report. For example: A
search for the word "Chris" would also return hits for "Christopher". Wild-cards are not
recognized when conducting content search for patterns. Users can reduce the number of
words found by selecting the "Match whole word" checkbox.

The ProDiscover Search Term window can be populated manually or by using the "Load from
file..." button. Load from File will take as input any ASCII text file with the file extension .STS
and containing search terms.

Full Boolean logic operators (AND, OR, NOT) can be utilized when creating search terms. For
information on using Boolean operators see the Boolean Search section in Using ProDiscover.

Users are allowed to select one or more image file associated with a project. A search can also
be performed on directly connected disks that have been added to the current project.
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e - 0202002

EventlogSeach |  IntemetHistorySearch |  Emai Search

Content Search | Custer Search | Registry Search
[~ Searchin Meta Files I™ Searchin Selected Files only
I™ Select all matches
Search Type: |Raw Search =l
& ASCII " Hex

" Case Senstive
[ Match whole word
" Search forfiles named :

(% Search forthe pattem(s) : Load from file...
Secret ~
Confidential

< b

Select the Disk(s) / Image(s) you want to search in :
C:\ProDiscover\Sample Images‘JohnQDoperDisk0.eve\C:

[ Fitterfiles by Date(s)

£ tMaodified
& between I _I

Fles  Created

€ Accessed and l— _I

| OK I Cancel Apply

10. Results obtained from the search will be displayed in the top work area as selectable objects.

When any object is highlighted the resulting search term will be highlighted in the data view area.
Search results are saved from session to session in a file with the same project name and the
extension .ds2

. If the search results are satisfactory they can be added to the current projects report with the

"Add to Report" button.
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g ProDiscover IR - Test

[=1% |

File Metwork Action View Tools IR Help
o 7 = o
& ‘ = »
New  Open Save i Capture =) Open  Copy ¢ Run. e
Project  Project  Project Image s Image Disk Search | ProScript
=0 Project - Test Search1 I
£ Report
+ B Add - = X
Searchterms | All Patterns S Addtuﬂeporll Patterns Selection l Eilter I
X Remave
= Dg":em View Select | File Name | Foundin | |~
= mages x 7
: links[1].htmn C:\ProDiscover\Sample ImagestJosh.everC:i A
=& C:\ProDiscover\Sample ImagestJosh.eve 0w : {1l g i a
5&C D@ jslegals.tat C:\ProDiscover\Sample ImagestJosh.eve\C:
+ Cl $Extend D@ cddbeontrol.dil C:\ProDiscover\Sample ImagestJosh.evet\C:AM...
3 AOL Download O MyCalendar htmi0.clis C:\ProDiscover\Sample ImagestJosh.evehC:A M. =
#-€3 Documents and Settings D@ MyCalendar.html1.js C:\ProDiscover\Sample ImagestJosh.eveAC:AA..
#-C0 My Music D@ QeffUnmappedList.js C:A\ProDiscover\S ample Images'Josh.eve\C:
#-C1 Program Files D@ license. tat C:\ProDiscover\Sample ImagesJosh.eveAC:
+-C1 RECYCLER D@ signhup.mar C:\ProDiscover\Sample Images'Josh.eve\C:
#-C3 System Volume Information D@ sceregvlinf C:AProDiscover\Sample ImagestJosh.eveAC:AA..
# 0 WINDOWS D@ merged.hhk C:\ProDiscover\Sample ImagestJosh.eve\C:A M.
73 Deleted Files O scoped_8.hhk C:\ProDiscover\Sample ImagestJosh.everC:A ..
#-_] AllFiles O Compattdode. htm C:\ProDiscover\Sample Images\Josh.evesC:\ A, |
&0
& Disks
52 Remote Drives Me=First | [qmBack| New=h| [Last o] 1| EeE
=€ Cluster View
+ & Images NEGLIGENCE. ALSD THERE IS NO WARRANTY, DUTY OR CONDITION OF TITLE, QUIET ENJOYMENT, QUIET |~
&3 Disks POSSESSION, CORRESPONDENCE TO DESCRIPTION OR NON-INFRINGEMENT. THE ENTIRE RISK ARISING OUT OF USE
= OR PERFORMANCE OF THE OS COMPONENTS AND ANY SUPPORT SERVICES REMAINS WITH YOU.
=2 Remote Drives
y Reqistry View EXCLUSION OF INCIDENTAL, CONSEQUENTIAL AND CERTAIN OTHER DAMAGES. TO THE MAXIMUM EXTENT PERMITTED
@ EventLog View BY APPLICABLE LAW, IN NO EVENT SHALL MICROSOFT OR ITS SUPPLIERS BE LIABLE FOR ANY SPECIAL,
> , INCIDENTAL, INDIRECT, PUNITIVE OR CONSEQUENTIAL DAMAGES WHATSOEVER (INCLUDING, BUT NOT LIMITED TO,
@ Intemet History Viewer DAMAGES FOR: LOSS OF PROFITS, LOSS OF CONFIDENTIAL| OR OTHER INFORMATION, BUSINESS INTERRUPTION,
@ViewLog PERSONAL INJURY, LOSS OF PRIVACY, FAILURE TO MEET ANY DUTY (INCLUDING OF GOOD FAITH OR OF
REASONABLE CARE), NEGLIGENCE, AND ANY OTHER PECUNIARY OR OTHER LOSS WHATSOEVER) ARISING OUT OF OR
#4 Search IN ANY WAY RELATED TO THE USE OF OR INABILITY TO USE THE OS5 COMPONENTS OR THE SUPPORT SERVICES, OR
= 8% Search Results THE PROVISION OF OR FAILURE TO PROVIDE SUPPORT SERVICES, OR OTHERWISE UNDER OR IN CONNECTION WITH | |
ANY PROVISION OF THIS SUPPLEMENTAL EULA, EVEN IF MICROSOFT OR ANY SUPPLIER HAS BEEN ADVISED OF THE |=|
g Content Search Results POSSIBILITY OF SUCH DAMAGES. J
Cluster Search Results
M Registy S h Result LIMITATION OF LIABILITY AND REMEDIES. NOTWITHSTANDING ANY DAMAGES THAT YOU MIGHT INCUR FOR ANY
egistiy Search hesults REASON WHATSOEVER (INCLUDING, WITHOUT LIMITATION, ALL DAMAGES REFERENCED ABOVE AND ALL DIRECT OR
M Event Log Search Results GENERAL DAMAGES), THE ENTIRE LIABILITY OF MICROSOFT AND ANY OF ITS SUPPLIERS UNDER ANY PROVISION
M Internet Activity Search Results OF THIS SUPPLEMENTAL EULA AND YOUR EXCLUSIVE REMEDY FOR ALL OF THE FOREGOING SHALL BE LIMITED TO
v ACTUAL DAMAGES INCURRED BY YOU BASED ON REASONABLE RELIANCE UP TO THE GREATER OF THE AMOUNT
ACTUALLY PAID BY YOU FOR THE 0S COMPONENTS OR U.S.$5.00. THE FOREGOING LIMITATIONS, EXCLUSIONS ™
4NN NTEC ATMFRS CHAI L APPIY TN THF MAYTMIIM FYTENT PFRMTTTFEN RY A4PPI TFARIF | &W  FUFN TF ANY RFMFNY
1 occurances found. MDS

12. The "Search terms" drop-down box allows users to highlight only a single search term from the
original search term list if desired.

13. The "Patterns" button will display a pop-up window containing the original search terms used in
the search set including any Boolean operators used.

14. The "Filter" button allows users to filter out files from the search view except the selected term.

Stop Search
This item from the action menu stops any search in progress.

Clear Report | Evidence of Interest

Found under the Action menu | Clear Report, allows the user to clear the current projects report of all
evidence of interest that have been added. All other report data will be maintained.

Clear Report | Search Results

Found under the Action menu | Clear Report, allows the user to clear the current projects report of all
search results that have been added. All other report data will be maintained.

Clear Report | File Signature Mismatch

Found under the Action menu | Clear Report, allows the user to clear the current projects report of all
File Signature Mismatch results that have been added. All other report data will be maintained.

Clear Report | OS Info

Found under the Action menu | Clear Report, allows the user to clear the current projects report of all
registry key information that has been added with the OS Info function. All other report data will be
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maintained.

Clear Report | Clusters of Interest

Found under the Action menu | Clear Report, allows the user to clear the current projects report of all
selected clusters of interest that have been added. All other report data will be maintained.

Clear Report | Unseen Processes

Found under the Action menu, Clear Unseen Processes allows the user to clear information added to the
current project report by the IR menu's Find Unseen Processes command.

Clear Report | Registry Keys of Interest

Found under the Action menu, Clear Registry Keys of Interest allows the user to clear information added
to the current project report by marking registry keys as selected.

Clear Report | Process List

Found under the Action menu, Clear Process List allows the user to clear information added to the
current project report by the IR menu's Get Process List dialog box.

Clear Report | System State

Found under the Action menu, Clear System State allows the user to clear information added to the
current project report by the IR menu's Get System State dialog box.

Clear Report | Ports List

Found under the Action menu, Clear Ports List allows the user to clear information added to the current
project report by the IR menu's Open/Connected IP Ports dialog box.

Clear Report | All

Clears all items within the current project report with the exception of specific object information from
any added evidence disk or images.

Clear Recent Projects List

Found under the Action menu, Clear Recent Projects List allows the user to clear all recently opened
projects listed under the File menu and the ProDiscover Launch Dialog. This is helpful when you have
been working with multiple projects that you no longer intend to work with.

Compress

This feature allows the user to compress an image file that has already been captured. Clicking on the "...."
button in the source window will automatically filter out all files but those with .eve extensions within the
program directory. All compressed files are saved to the application installation directory with the default
extension of .cmp. Compressed images may be added to any working project just as uncompressed
images.
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Compression Dialog B x|

Source :
I | |

Destination :

I | |
| oK I Cancel I

UnCompress

This feature allows the user to decompress an image file that has already been compressed. Clicking on
the "...." button in the source window will automatically filter out all files but those with .cmp extensions
within the program directory. All image files are saved to the application installation directory with the
default extension of .eve.

x
Source :
| =
Destination :
| |
0K Cancel |
Export

The Export function found on the button bar and the Action menu, offers the user a convenient way to
export the current projects report to a file. Users are given the option to save the report in ASCIl Text
or Rich Text format. Report files are saved to the ProDiscover installation directory by default. Once
exported the report can be edited in the users favorite word processor.

139



% ProDiscover - DefaultProject B 10| x|
File Network Action View Tools Help

J4 ~u p
5 @ 53 r
- Qe Conhect Capture OI%I ng 4 a

P'ltloejvevct I%g]eer& P?oject To.. Image Export Image Disk  Search  Stop
=-C0 Project - DefaultProject
8 Report Evidence Report for Project: !
= Add
@ Capture & Add Image Project Number:
&P Image File i el
&9 Disk Project Description:
2 Remove ) Image Files:
=03 Content View File Name: F:\RemoteServer.eve
&P Images File Number: 0394039
=& F\RemoteServereve  [Technician Name: Christopher Brown
=-&P C: [HPA] Date: 06/30/2003
€3 _hidden Time: 13:36:31
3 3com Checksum: 3c69e6713323129459¢c7eaB6d17255f5
: Checksum Validated: No
£3 Documents anc
& Inetpub Total Drive Information
3 Program Files
£ RECYCLER Hard disk make: [Unknown]
£3 System Volume [Total Sectors : 12685680
£ Temp Total Size : 6342840 KB —
WINNT .
% Deleted Files Hard Disk: C: [HPA]
. Yolume Name:
& Disks volume Serial Number : 402F-9BC3
/52 Remate Drives File System: NTFS
-0 Cluster View Bytes Per Sector: 512
53 View Log Total Clusters: 1584402
@4 Search Total Sectors: 12675221

Hidden Sectors: 63

Total Capacity: 6337610 KB

| [ =
For Help, press F1 | [ ¥

Verify Image Checksum

This item from the action menu allows the user to verify the checksum on an image added to a project.
When selected ProDiscover will recompute a checksum for the image and compare the new checksum to
the original checksum. Once verified the results will be displayed and the project report updated.

Disk Inventory

The "Disk Inventory" option found in the Action menu allows the user to conduct a file and folder
count of any disk or image partitions currently selected from Content View.

After selecting any disk root (i.e. the "E:\Images\Image001.eve" just above the partition root
"E:\Images\Image00 | .eve\c:") from content view and choosing "Action | Disk Inventory" the disk
partitions files and folders will be inventoried with the final count added to the disks or images report
section.

“Disk Inventory results will include Active and Deleted (but recoverable) files and will be displayed in the
“Total Drive Information” section of the report “View | Report”?”

OS Info

Selecting "OS Info" from the action menu with a partition highlighted in Content-View will scan the
selected partition for Windows registry files. Once the registry files are found they are parsed for
Windows installation information. The Windows installation information is then extracted from the
registry keys and appended to the current project report.

140



Export Evidence of Interest

The Export Evidence of Interest allows users to export an index of all items in the current project report
which are marked evidence of interest or clusters of interest. When selecting this feature users have the
ability to choose the exported index location as well as which items of interest to export. The exported
index can be exported in XML or HashKeeper *.hsh format for compatibility with other applications such
as Microsoft Excel.

Export
Export File Name: [| Browse |

Export — Format
[V Evidence of Interest (¢ XML Format
T | Clusters of |nterest " Hashkeeper format

| 0K | Cancel

Create report thumbnails

The "Create report thumbnails" menu option allows users to generate and add thumbnail images of
graphic evidence of interest after selecting "Add thumbnail image to report for graphic files" in the
appearances tab of the preferences dialog box. This menu action is specifically useful when users have
recently changed the preferences setting to add thumbnail images to the report, or do not have the
"Create thumbnails on load" feature enabled.
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View Menu Commands

The view menu enables the user to view the current project report, the contents of image files and disk
as files or clusters and I/O log files. Within the view menu the user can also enable or disable viewing of
the ProDiscover startup dialog, tool bar and status bar.

The view menu, when clicked presents a drop down menu with the following options, which are
described in the links below.

Report

This item in the tree-view and view menu will be enabled only when a project is opened. Selection of this
item from the tree-view will display the default project report in the work area with the following
headings:

Evidence Report for Project:
Project Number:

Project Description:

Image Files:

Disks:

Evidence of Interest:

File Signature Mismatch:
Search Results:

Project Notes:

Each report heading will be automatically populated during the project session with resulting data from
user actions. Enabling a file or directory's "selected tag" within Content View will atomically add that file
or directory to the "Evidence of interest" heading within the report. The "Project Notes" heading is a
place holder for user notes to be added once the user has exported the report for editing in their favorite
word processor.

While working a project, users may find it necessary to clear data within report headings such as,
"Evidence of interest” and "Search Results". Removal of data within these headings is easily accomplished
using the action menu's "Clear Report - Evidence of Interest and Search Results function. Removing a disk
or image file will atomically remove that items associated information from the report.

Content View | Image
This item in the tree-view and view menu will be enabled only when a project/image file is selected.

Selection of this item from the tree-view or view menu will display the contents of the Image file in the
work area. The data files and the folders contained in the disk image captured will be displayed in the
work area in a tabular form with information such as: selected tag, file name, file extension, size, modified,
accessed and created times, as well as, file attributes. File attribute codes are as follows:

r = Read-only file

a = Archive file

s = System file

h = Hidden file

d = Folder

ADS = Alternate Data Stream File

k = any file that matches a Hashkeeper compare operation

m = any file that contains a signature mismatch after a signature mismatch  evaluation if run.
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When enabled, the "selected tag" causes ProDiscover to create a cryptographic checksum of the item and
insert it into the "Evidence of Interest" section of the project report. Cryptographic checksums are
created in the algorithm set by the user in the preferences setting. MD5 is the default algorithm used for
checksums. Depending on the processor power available, enabling the "selected tag" can take a few
seconds per file due to the checksum creation.

The list shall also include the files marked as deleted by the OS.

Double-click on any file (e.g. file.txt) will display the contents of that file with the default viewer for that
type. It is assumed that the default viewer for the file type is available on the machine. If there is no such
viewer, a choose application dialog box will be displayed allowing the user to choose an application to
view the file with.

Right click on a single file allows the file to be recovered and copied to a destination of choice, including
files marked as deleted.

Notes: The "Deleted" column will display "Yes" if the file has been deleted. On NTFS formatted drives,
ProDiscover collects all deleted files into a special directory called "Deleted Files" which is not normally
present on the original drive. The "Deleted Files" directory is a virtual directory for ProDiscover to
recover deleted files in cases where a deleted file can be recovered, but the original path can not be
found.

Content View | Disk
This item in the tree-view and view menu will be enabled only when a project/disk is selected.

Selection of this item from the tree-view will be similar to view image file, except that it will display the
contents of a directly attached disk which has been added to the current project.

Cluster View

Selection of this item from the tree-view items will display the directly connected disk or an image file as a
grid of clusters in the work area with the contents of the cluster in the display area below.

The Zero cluster displays all boot sector and partition data and all subsequent clusters contain actual file
system data which are marked "used", or "unused".

The user can easily navigate through the clusters using the navigation buttons below the cluster grid and
with left and right mouse clicks.

Selecting an individual cluster will display its contents in the display area in ASCII text and Hex format.

With the physical drive selected from the tree-view the user can view all boot sector and unallocated disk
space, as well as all partitions and file slack space.

With any drive partition selected from the tree-view the user can view all partition data (cluster by
cluster) and any file slack space.

Cluster View of Physical Drive
(Note physical drive selected in Tree View)
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View Log File

This option will be enabled when either a project file or an image file is opened and displays a log of any
I/O errors encountered during a disk capture or copy. ProDiscover extracts the errors related to the
images associated with a project and exports them to the project report automatically. Once selected a
log selection dialog box is displayed prompting the user to select the image file for which a log file should
be displayed. Any I/O errors will be displayed in the work area.

Log Selection x|

Select an Image from the following list :

Floppy.eve
PHYZ2.eve

| oK I Cancel

Startup Dialog

This option is enabled by default when the user has not checked the “Don’t show this dialog in future”

option from a new project, open project and recent project dialog. A check mark on the menu item
indicates the dialog will be shown.

Tool Bar
Enables and disables the ProDiscover tool bar.

Status Bar

The Status Bar selection found in the View menu allows the user to add and remove the Status Bar from

the main window. Users find this helpful when analyzing evidence which requires the maximum amount of
screen space possible.
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Gallery View

In situations where users need to view the contents of a large number of graphic files in a given directory

ProDiscover offers a "Gallery View" function. To shift into a gallery view mode users need only choose
the "Gallery View" menu option from the "View" menu or right click over the work area as seen below.
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Once the user selects "Gallery View" the work area view will display a thumbnail of all images within the
selected directory as seen below.
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Tools Menu Commands
The Tools menu is where the user will find tools such as copy disk and wipe disk.

The tools menu, when clicked presents a drop down menu with the following options, which are
described in the links below.

Secure Wipe

ProDiscover implements a The Secure Wipe Disk tool that is designed to meet the Department of
Defense clearing and sanitizing standard DOD 5220.22-M. Secure Wipe disk allows the user to image to a
target drive that is "Forensically Clean" giving you confidence that your case work will not be jeopardized.

When choosing the Disk to wipe, ProDiscover offers users the ability to wipe a partition or full physical
disk. If a partition is selected, ProDiscover will wipe only the file system data in accordance with DOD
5220.22-M. If the user selects the full physical disk, the pattern entered in the “Pattern” window is written
to every sector on the disk including any partition and unallocated disk space. If no pattern is entered the
ASCII text string “WIPEOUT” is written to disk.

Secure Wipe Disk

Disk to Wipe : v '
Number of Passes : ]1

Pattern : I

Start | Close

Copy Disk

This option creates a bit-stream copy of one directly connected disk to another directly connected disk.
Users may also restore an image file to disk. When this menu option is selected the user will be
prompted to select the source disk or image and destination disk.

Note: only physical disk large enough to accommodate the selected source disk will be shown in the
destination disk section of the copy disk dialog box.

Windows 2000 users may need to close ProDiscover, Open the Windows 2000 disk manager and write a
signature to the target disk before the copied disk is available for addition to ProDiscover projects.

It is recommended to use a hardware write-blocking device for analyzing directly attached bit-stream
evidence copies. Several such widely available cards are:

e  NoWrite™ |IDE write blocker (allows ProDiscover access to Hardware Protected Area)
http://www.TechPathways.com

e ACARD SCSI-to-IDE Write Blocking Bridge (AEC7720WVP) http://www.microlandusa.com/
e NoWrite™ IDE Write Blocker. http://www.TechPathways.com/

Copy Selected Files

In many cases you will want to recover items to another location in preparation for evidence presentation
or further analysis. The "Copy Selected Files" option from the Tools Menu provides users with the ability
to conduct a batch recovery/transfer of all items marked as "Evidence of Interest" by enabling the
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"Selected" Tag within "Content View".

Choose Destination x|

D estination: || Browsze |

Batesz Murmbering

™ Bates Mumber

Text Battert I
0k I Cancel

Bates Numbering

In civil discovery Attorneys use a numbering system to refer to evidence in court called the "Bates
Numbering System". With Bates Numbering, each piece of evidence is given a unique number to ensure
there is no confusion as to which file is being referred to in court. Computer forensics examiners
implement bates numbering when they copy files to CD as evidence in support of civil litigation.
ProDiscover Supports the following Bates numbering format originated by Troy Larson.

Example:

Pre-bates file name = MyFile.txt

Post-bates file name = MyFile. AAAANNNNN.txt

Where AAAA is up to 4 unique characters string and NNNNN is 5 sequential numbers. The file above
might be renamed to "MyFile.EV00001 .txt".

In the case where the file had no extension the an extension will be added of ".___ " so the file "MyFile"
would become "MyFileEV0000I.__ "

Copy Selected Clusters

In many cases you will want to recover all selected clusters to another location in preparation for
evidence presentation or further analysis. The "Copy Selected Clusters" option from the Tools Menu
provides users with the ability to conduct a batch recovery/transfer of all items marked as "Clusters of
Interest" by enabling the "Selected" Tag within "Cluster Search Results" or "Cluster View.

Recover Clusters ) X|

Clusters from 292 to 296 will be recovered

Type of recovery

¢ Recover all clusters to a single file

" Recover clusters to individual files

™ Recover Binary

Choose destination folder:l Browse |
| 0K I Cancel I
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Filter by Hash Set

ProDiscover creates cryptographic checksums of “interesting files” in popular SHAI and MD5 algorithms.
These checksums can then be compared to known file checksums maintained in the National Drug
Intelligence Center (NDIC) Hashkeeper database. The HashKeeper is a database of known file hash
values. The database uses the MDD5 file signature algorithm to establish unique numeric identifiers (hash
values) for known files and compares those known hash values against the hash values of unknown files on
a seized computer system. Where those values match the examiner can say, with statistical certainty, that
the unknown files on the seized system have been authenticated and therefore do not need to be
examined. More information on HashKeeper can be found at www.hashkeeper.org.

TIP:

"Filter by hash set" is a powerful feature which can also be to identify files for which a hash is already
known. Many investigators keep hash values in the hashkeeper format for files they often search for. See
the hashkeeper examples installed in the default program installation directory for the hashkeeper file format. An
example of this approach is creating a hash set of known Tootkits or Trojans. Once the hash set is
created "filter by hash set" can be used as a search mechanism to find the offending files.

Note that since MD5 and SHAI file hashes are created for the contents of the file and NOT the file name,
hash sets can be used to find known files even when the user has changed the file name.

Batch Calculate Hashing

In some situations users may want to create large indexes of files on a disk without initially calculating a
hash value for each file. To add files to the report as "Evidence of Interest" without the hash value the
user need only select "None" as the hashing algorithm in "Preferences" dialog box (found at File |
Preferences.

If later the user desires to create hash values for each file marked "Evidence of Interest" they would set
the desired hashing algorithm in the Preferences dialog box then use the "Batch Calculate Hashing..."
function found in the "Tools" menu.

Since hash calculation for large groups of files can take some time ProDiscover displays the following
dialog box when "Batch Calculate Hashing..." is selected.

DFT ; x|

l? Calculating hash values for the selected files may take several minutes.
Proceed?

Yes No |

Signature Matching

On a windows systems a file signature identifying the type of file is normally contained in the first 20 bytes
of the file. For example a Windows Bitmap file with the file extension .bmp would contain "424D"
hexadecimal in the first 20 bytes.

Note: The Hexadecimal numbering system, also known as base-16, describes a numbering system containing 16
sequential numbers as base units (including 0). The hexadecimal numbers are 0-9 followed the letters A-F for the
I 1-16th positions.

File signature mismatch comparison can prove beneficial in filtering data as-well-as, uncovering
rudimentary data hiding techniques.
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ProDiscover Signature Matching allows the user to compare the file extension to the actual header within
the first 20 bytes of the file looking for mismatches. Once a mismatch is found, information about the
mismatch including the expected extension can be found in the project report under the heading "File
Signature Mismatches". Additionally within the content view, all mismatched files by default will become
highlighted in magenta and have an "m" added to the file attributes column.

Users can clear file signature mismatch information from the project report by choosing "Action | Clear
Report | File Signature Mismatch".

TIP: An excellent resource for keeping your file signature database up-to-date is the File Sig web site at
www filesig.co.uk This site is maintained by Tim Coakley and includes the filesig application for managing
and exporting file signatures to the ProDiscover format.

ProDiscover provides an easily editable text file with a database of file signatures. The signature database
file (headersig.txt) can be found in the ProDiscover installation directory. The file format is as follows:

----- Begin File----

## headersig.txt

## Header Mismatch Configuration File

## On a windows systems file signatures are contained in the first 20 bytes of

## the file.

## Enter headers in the following format:

##

## <File Signature in hex>,<File Extension [s] Separated by ;>,<"" Enclosed Signature Name>
#Ht

## Use the # symbol to comment out individual signatures

##

## Many thanks to Tim Coakley, Harlan Carvey, Troy Larson and others who have helped to
create this database.

FFD8FFFEQO, .JPEG;.JPE;.JPG, "JPG Graphic File"
FFD8FFEO000, .JPEG;.JPE;JPG, "JPG Graphic File"
474946383961, .gif, "GIF 89A"
474946383761, .gif, "GIF 87A"

----- End File----

Scan HPA

Often ProDiscover will automatically detect and add file system partitions within the HPA to your directly
added disks so they may be viewed as a normal partition in Content-View or Cluster-View. Since the HPA
technical specification does not specify where a file system starts or what type of file system resides
within the HPA, ProDiscover provides the "Scan HPA" tool for scanning the HPA to detect any file
systems inside and adding the file system partition to the current project. All file systems added to a
project from the HPA will have [HPA] appended in the tree-view to clearly identify their origin.

Image Conversion Tools

The "Image Conversion Tools" menu option displays several sub-menu items allowing users to convert
images to various formats for processing in other tools. The following capabilities are provided:
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e Convert ProDiscover Image to "DD"...
e Convert ProDiscover Image to "ISO"...
e Convert "DD" Image to "ISO"...

e VMWare Support for "DD" Images...

Convert ProDiscover Image to "DD"...

The "Convert ProDiscover Image to "DD"..." option found in the tools menu is an image format
conversion utility that allows users to create a UNIX “dd” format image from any ProDiscover created
image. The source ProDiscover image will be maintained and a new "dd" formatted image will be created
as the destination image. Converting images to "dd" format is useful when the user desires to analyze
evidence with one of the many tools which support the "dd" format.

Source Prodiscover Image: ll Browse
Destination DD Image: I Browse

Wi\wWare Support - If selected Prodiscover will automatically
create the required files to boot the DD Image in VW are.

| 0K I Cancel

As seen in the image conversion dialog box, users are provided the option to create VMWare(r) support
files while converting a ProDiscover formatted image to the UNIX DD format.

VMWare 5 offers users to edit the virtual disk file (*.vmdk) to point to a dd formatted image for use in a
VMWare virtual machine. This feature allows user to boot an image collected with ProDiscover for
investigations that benefit from seeing and capturing the look-and-feel of the suspect system. When the
image conversion is completed, users will have an a DD formatted image (image.dd) and a properly
formatted .vmdk file (image.vmdk) pointing to the DD image. The simplest way to use these new files in a
VMWare virtual machine is to:

Create a new virtual machine in VMWare ensuring that the same image name is given to the virtual disk
created by VMWare. If "image" was used for the virtual disk name when creating the virtual machine then
the directory containing VMWare files should contain a file named "image.vmdk" after the virtual machine
is created.

Copy the newly created ProDiscover image.dd and image.vmdk files to the location the newly created
virtual machine files are stored. This process will overwrite the image.vmdk file created by VMWare with
the ProDiscover created image.vmdk file.

Configure VMWare as desired and start the virtual machine.

Note: VMWare is a powerful application with many features for maintaining differential analysis and image
snapshots that are beyond the scope of this discussion.

A detailed discussion of the conversion process as well as another tool for conversion can be found at
http://www.bschatz.org/2006/p2v/index.html

A detailed white paper on "VMWare Forensic Cloning Methodology can be found at
http://www.e5hforensics.com/downloads.htm or http://www.riskadvisory.net/index.php?id=30
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Convert ProDiscover Image to "ISO"

When selected the "Convert ProDiscover Image to "ISO"..." option will convert any ProDiscover
formatted image to an ISO 9660 Joliet specifications image.

Convert "DD" Image to "ISO"

When selected the "Convert "DD" Image to "ISO"..." option will convert any "DD" formatted image to an
ISO 9660 Joliet specifications image.

VMWare Support for "DD" Images

The "VMWare Support for "DD" Images..." feature is for use when users who captured an original image
in DD format desire to create the *.vmdk file for use in a Virtual Machine as described above. Simply
provide the location of the DD formatted image and ProDiscover will create a properly formatted .vmdk
file for use in VMWare.

Using ProDiscover’s built-in tools for VMW are
support means that ProDiscover will automatically create
the files needed to boat the DD image into VW are.

For Help, please click here.

Source DDImage:l Browse I
[ ok | Cancel |

Convert Project Format

Beginning with ProDiscover 2.0 project files (*.dft) are in XML format. The "Convert Project Format"
utility allows users to convert any project file from previous versions of ProDiscover to the new XML
format.
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Create Remote Server Package

The Create Remote Server package available from the Tools menu will generate a PDserver Remote
Agent installation executable. This feature allows investigators to easily provide a pre-configured
installation package for uses and network management tools such as Microsoft's SMS.

Remote Agent Package X

-Installation settings
Destination folder (right dick to add folder):

W] S ystem Folder

[v silent installation

—PDServer settings

Executable Name: I PDServer.exe
Default Port: | 6518
Password: I

Re-enter password: I

Qutput path

Browse l
OK | Cancel |

IR Menu Commands (ProDiscover IR Edition only)
The IR menu is available only in ProDiscover Incident Response Edition and provides specialized tools for
use in incident response and systems auditing.

The IR menu, when clicked presents a drop down menu with the following options, which are described
in the links below.

Find Unseen Processes

The Find Unseen Process operations allows users to scan a remote or local system for files which are
locked and running on the system. After ProDiscover determines which files are locked by the system it
will compare the list to processes the system "thinks" are running. Both seen and unseen processes will
be added to the report.

The Find Unseen Processes operation can provide false positive reports due to file naming or system
locking, however all unseen processes should be investigated. The current implementation of Find Unseen
Processes is not capable of finding hidden device drivers.

Warning: Users will be presented with a warning dialog notifying them that the "Find Unseen Processes"
operation will change last accessed times of folders/directories on the remote system. This operation will
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NOT change any remote system file last accessed times. The warning dialog box will allow the user to
cancel the operation if desired.

Find Unseen Files

This operation takes a unique approach to quickly detecting hidden files on a remote system without the
use of signatures. First ProDiscover will read the file system tables on the remote system from the
bottom (bit level) up, then after seeing what is really on the disk the operation will query the remote OS
for a complete list of all files it sees. Once the two list are created ProDiscover will compare the two and
show all files selected that are hidden from users on the remote system.

Warning: Users will be presented with a warning dialog notifying them that the "Find Unseen Files"
operation will change last accessed times of folders/directories on the remote system. This operation will
NOT change any remote system file last accessed times. The warning dialog box will allow the user to
cancel the operation if desired.

Users are given the option to filter which types of hidden files they desire to identify from a list including
ADS (Alternate Data Streams), Hidden Files (Files marked hidden by the file system), Meta Files and
Unclassified Files. While users may in certain circumstances be interested in any of these categories,
Unclassified files are specifically interesting because this is the category many Rootkits will be found under.

Find Unseen Files R l]

Note: To add individual folders or directories right-click on the desired directory from content
view and choose Add to "Find Unseen Files" list

Available Disk(s)/Folders: Selected Disk(s)/Folders:
\\TheEndiTheendDgl

LR EH

Select Files
[V ADS Files v Hidden Files IV Meta Files
[V Unclassified Files [ Al

| oK I Cancel Apply

Once the operation is completed the user is shown the results in a pop-up dialog box with all unclassified
files highlighted in red. Note the root directory structure \. is always shown in red.
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Unseen Files 3

List of hidden files found: Filter by: |N° Filter LI
Select ] File Name I Description

| @ %4192.168.100.30%PhysicalDrive0\C:\$B adClus: $B ad ADS File

O @ \\192.168.100.30%PhysicalDrive0\C:\$Secure: $5DS ADS File

O @ 44192.168.100.30%PhysicalDriveO\C:\. Unclassified File

O @ 44192.168.100.30%PhysicalDrive0hC:\.:hidemydata. tat ADS File

O @ \4192.168.100.30\PhysicalDrive0\C: \boot.ini:hidemydata. txt ADS File

= g Phy del

O % Y4192.168.100. 30\PhysicalD rive0\C: shxdef\hxdef07 3.ini Unclassified File

O @ '4192.168.100.30\PhysicalDrive0\C: \hxdef\rcmd. exe Unclassified File
J | ol

Selection | Close I

Individual directories can be selected from the tree-view with a right-click action as seen below.

ol
File Metwork Action View Tools IR Help
- = B 0
S SR gL | S ST Ei':‘];rr_ Troge  SOBY  cearcn SD
=-E0 Project - Suspect Server | [ select [ File Name | File Extension | Size | Attiibutes | Deleted
B Report O hxdef073 exe 50888 bytes ---a--r  NO
=B Add O hxdef073 ini 35bytes ---a--r NO
@ Eapturev&Addlmage O ntolog exe 40960 bytes  ---a--1 NO
g :;?:Ee Fie O pm exe 36864 bytes  ---a--1 NO
X Remove O remd exe 236304 bytes  ---a--1 NO
263 Content View D@ eg exe 55568 bytes ---a--r1 NO
& Images O regini exe B7344bytes ---a--r NO
&3 Disks D@ shutdown exe 34576 bytes  ---a--r1 NO
-3 Remote Drives O touch exe 47376bytes ---a--r NO
-2 \W192.168.100.30PhysicalDrive0
[SR== N3
3 $Extend
€1 3com
£ DiBackup ] I |
3 Documents and Settings
o |
3 Inetpy to"!
€0 NSAC line" list
€1 Pics  Addto "Find Unseen Files" list
] Progiam Files |
€1 RECYCLER
£3 System Volume Information
£ Temp -
£ WINNT
}'zs Deleted Files
E-E3 Cluster View
&P Images
&3 Disks
=52 Remote Drives |
9 Object(s) (0 Folder(s), 9 File(s)) (.

Create Baseline

Administrators who wish to incorporate ProDiscover IR into a compressive system integrity verification

strategy can use the “IR” Menu options for “Create baseline” and “Compare baseline”. Unlike tripwire
these features will create a file system baseline hash database from the bottom up (disk bit level) in its

read-only file system. From this point on, administrators can conduct an integrity check using the original

baseline.
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Create Baseline ' x|

Choose Baseline file:

IC:\ProDiscover\.Baselines\MyBaseline‘bsI Browse I

Select disk(s) to be checked:

Note: To add individual folders or directories right-click on the desired directory from content
view and choose Add to "Create Baseling" list

Avallable Disk(s)/Folders: Selected Disk(s)/Folders:

\TheEndiTheendD gl

FEEE

| DK I Cancel | Apply I

Compare Baseline

The Compare Baseline feature allows users to compare a disk or directory structure's current file
contents and hash values against a baseline created earlier and report any additions, deletions or changes.

Once complete a dialog box containing any additions, deletions or changes summary will appear and
detailed results will be written to the selected log file. Users have the option of an ASCII text log file
(default) or an XML formatted log file.

Additionally users have the ability to automatically add any modified or added files to the current projects
Evidence of Interest list. To assist in configuration updates, the original baseline file can be updated during
the compare baseline if the user chooses.

Compare Baseline ) X

Select baseline file: IC:\F'roDiscover\Baselines'\MyBaselinebsl Browse I

. I:\ProD iscover\Rpts\B aselineCompare.log Browse |
Select Report file:

V' Export report in XML format

Add to Evidence of Interest Update baseline file ———
[~ Al Modified Files [~ Al Modified Files

[ Al Added Files [~ &l Added Files
™ &ll Deleted Files

| oK I Cancel I

Find Suspect Files

The Find Suspect Files feature allows users to select a directory structure or the entire physical disk and
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compare the hash signatures against a hash database of suspect or known-bad files. The hash database
should be in the NDIC's "hashkeeper" format and have a *.HSH file extension. Technology Pathways
provides databases of known-bad and suspect files in the \Hash Sets directory.

The “Find Suspect Files” feature allows administrators to select an entire disk to scan using the dialog box
or individual directories with a right-click from the content-view.

Find Suspect files X x|

Choose Comparison Hash File:

IC:\F'roDiscover\H ash Sets\KnownB ad-windowsMD5. Browse I

Select disk[s] to be checked:

MNote: To add individual folders or directories right-click on the desired directory from content
view and choose Add to "Find Suspect Files" list

Available Disk(s)/Folders: Selected Disk([s)/Folders:
%4192.168.100.308PhysicalDrivel

=
[

<L

el

< | ™
0K I Cancel I Apply l

Once the directory or disk is selected the administrator selects any hash database (in Hashkeeper format)
to scan and compare against.

% ProDiscover IR - Suspect Server = Iﬁ’lll

File Metwork Action View Tools IR Help

y M | = FER ® o
o R e T e B o A D
=00 Project - Suspect Server Select | File Name | File Extension | Size | Attiibutes | Deleted
8 Repott O hxdef073 exe 50688 bytes  ---a--1 NO
R O hudef073 ini 385bytes ---a--r NO
& Capture.& Add Image O= ntolog exe 40960 bytes ---a--r1 NO
g ::r;?sakge File D@ pm exe 36864 bytes ---a--1 NO
X Remove D% remd exe 236304 bytes ---a--r1 NO
) D Content View D@ regq exe 55568 bytes ---a--1 NO
& Images O= regini exe B7344 bytes  ---a--r1 NO
.= Disks D@ shutdown exe 34576 bytes  ---a--r1 NO
=53 Remote Drives D@ touch exe 47376 bytes ---a--1 NO
=3 \W192.168.100.304PhysicalDrive0
[=R== N
21 $Estend
22 3com
23 DIBackup L 4 | —"
£ Documents and Settings
R=l J
23 Inetpu k
3 NSAC
23 Pics Add to "Find Unseen Files" list
3 Program Fles
3 RECYCLER
£3 System Volume Information
£ Temp
3 WINNT
[°3 Deleted Files
E-C0 Cluster View
&P Images
&3 Disks
=52 Remate Drives =l
9 Object(s) (0 Folder(s), 3 File(s)) - B O R

Once the administrator chooses “OK” ProDiscover IR will conduct hashes of all files in the selected
directory path using it’s read-only, disk-level up file system and then compare the results file-for-file to the
selected hash database. The resulting positive matches are then highlighted (blue by default), automatically
selected as evidence of interest and added to the project report.
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% ProDiscover IR - Suspect Server - |5L§]

File Metwork Action View Tools IR Help

2 = - PO
P';loej\gct Porgjee“cl: P?gjveect CDTHQ.?.O clﬁ-'ﬂagée Export %Jaege %’.Qﬁ' Search Egp
=-C3 Project - Suspect Server Al | Select ] File Name I File Extension I SizeI Attiributes I Deleted
& Report (= hudef073 exe 50683 bytes ---a--rk  NO
C-5a Add O hxdef073 I ini 35bptes ---a--r NO
i @ Capture.& Add Image O=» ntolog exe 40960 bytes ---a--1 NO
i & Irr.uage ke @ pm exe 36864 bytes  ---a--rk  NO
x im[)ol\jl; D@ remd exe 236304 bytes  ---a--r1 NO
g C] Content View D@ reg exe 55568 bytes ---a--1 NO
&P Images O= regini exe 67344 bytes ---a--1 NO
= Disks O shutdown exe 34576 bytes ---a--r NO
53 Remote Drives O touch exe 47376bytes ---a--r NO
=3 \W192.168.100.304PhysicalDrivel
B C
2 $Estend
23 3com
£ DiBackup « | |
23 Documents and Settings
=)
21 Inetpub
£ NsACD
21 Pics
£3 Program Files
£ RECYCLER
£3 System Volume Information
23 Temp b
3 WINNT
{3 Deleted Files
=-E0 Cluster View
&P Images
&3 Disks
(=152 Remote Drives |
9 Obiect(s) (0 Folder(s), 9 File(s)) 7 I O |

Get Process List

The Get Process List feature available from the IR menu in ProDiscover Incident Response edition allows
users to more deeply investigate running processes on a remote system. After connecting to a remote
system running the PDServer remote agent and selecting "Get Process List" from the IR menu, the
running processes dialog box will appear displaying the running processes on the remote system. After
highlighting a specific process in the top view window, all library modules being utilized by the specific
process will be displayed in the bottom display window. Users are provided with the capability of adding
processes and their dependant dll's (libraries) to the project report and/or adding the process and its
associated dll binary file to the report as evidence of interest.
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Running Processes

ersve.dll “Windows Error Reporting Ser...

Microsoft Corporation 5.2.3730.0(...

soft Corporation 0f..

. [
C:AWINNT Ssystem3:

m.030324-2048)
-y AleNT\cuclﬂnj;'
| )

Process Name | FID I ParentPID I Description I Company ;I
[ CAWINNT Ssystem32\dmadmin. exe 312 532 Logical Disk Manager Admin...  Logical Disk Mz
[ CAWINNT system32\lsass. exe 544 488 LSA Shell LS4 Shell J
[ CAWINNT system32\services. exe 532 488 Services and Controller app Services and Ce
[ CAWINNT \system32\sfmprint. exe 1460 532 MacPrint Service MacPrint Servic
[ CAWINNT system32\spoolsy. exe 1092 532 Spooler SubSystem App Spooler SubSys
[ CAWINNT Ssystem32\svehost exe 1368 532 Generic Host Process for'Wi..  Generic Host Pr
Name I Description I Company Name I Version I Complete Path -
sfmwshat.dll Windows Sockets Helper DL...  Microsoft Corporation 5.23790.0(.. m.030324-2048) =l
stmpsfnt.dil Windows NT Macintosh Font...  Microsoft Corporation 5.23790.0(.. m.030324-2048)
sfmprint. exe MacPrint Service Microsoft Corporation 5.23790.0(.. m.030324-2048)

[... m.030324-2048)

(

b Color Matching '
CNMDR5E.DLL BJ Raster Printer Graphics CANON INC. 1.71.2.41
MSIMG32.dll GDIEXT Client DLL Microsoft Corporation 5.2.3790.0(...
FIiIMI I5R NI R.I Printer Niriveer Interfars Nri CANON INC 171241
4
— Add To Report Add as Evidence of Interest
I Processes I Dis ™ Processes I~ Dl
Al Al
€ Selected [nly € Selected Only

[ o 1]

Refresh |

Note: processes hidden by second and third generation rootkits through kernel shimming or dll injection
may not be detected by the "Get Process List" function. To detect processes hidden by advanced rootkits
users should utilize the "Find Unseen Processes" function from the IR menu.

Get System State

The Get System State feature available from the IR menu in ProDiscover Incident Response edition allows
users to gather a great deal of information about the running state of a remote system. After connecting

to a remote system running the PDServer remote agent and selecting "Get System State" the remote

system state dialog box appears allowing users to identify detailed information about the remote system.
From the dialog box, users can select any or all informational items to add to the project report.

Remote System State N

Command:

Output

X

[ User Information
[ Local Account Settings

[ Local Sessions
[ Local Shares
M| Running
[ Mapped Resources
[ Local User Accounts

[ Local Files Open from Network

=

Select Al Clear Al |

Computer Browser
Cryptoaraphic Services
Distributed File System
DHCP Client

Logical Disk Manager
DNS Client

Error Reporting Service
Event Log

COM+ Event System
Help and Support
Server

Refresh I | 0K I Cancel

Backaround Intelligent Transfer Service

Logical Disk Manager &dministrative Service
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Information available from the remote system state dialog box includes:

e User information - such as the computer name currently logged on user, IP Address and any
mapped drives.

e Local Account Settings - providing information on user account security settings and
workstation role.

¢ Local Files Open from the Network - reporting any system files that are opened for access
by remote users.

e Local Sessions - displaying any current network sessions open by users remotely including
open files, client type, and status of the connection.

e Local Shares - shows all local shares including administrative and explicit shares.

¢ Running Services - will display all services running on the remote systems as reported by
service manager.

e Mapped Resources - reports any remote resources that are mapped to the machine under
investigation.

e Local User Accounts - displays all local system accounts on the machine under investigation.

e Locally Seen Computers - reports all network systems seen to the system under
investigation through network browsing.

¢ Route Tables - shows the TCP/IP routing tables in effect on the remote system.

e ARP Cache - reports the current address resolution protocol cache contents containing MAC
(Media Access Control) address to IP address mapping.

Note: information hidden by second and third generation rootkits through kernel shimming or dll
injection may not be detected by the "Get System State" function. To detect processes hidden by
advanced rootkits users should utilize the "Find Unseen Processes" and "Find Unseen Files" functions from
the IR menu.
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Open/Connected IP Ports

The Open/Connected IP Ports feature available from the IR menu in ProDiscover Incident Response
edition allows users to gather information about the open and connected IP ports of a remote system.
After connecting to a remote system running the PDServer remote agent and selecting
"Open/Connected IP Ports..." the Open/Connected IP Ports dialog box will be displayed showing detailed
information about all open and currently connected ports including the status of the connection. Note
that on some systems the process id and name mapping may not be available.

x
Open/Connected Ports:

S | Process Name | PID | Protocol I Local Address I Local ... I Remote Addre :]
O  C:\Program Files\Microsoft Office\OFFICE1150UTLO... 852 TCP 192.168.100.118 1131 192.168.100.7
O  CAWINDOWShsystem32\System 4 TCP 192.168.100.118 139 0000
O C\Program Files\Wenturi2\Client\ventc. exe 2012 TCP 127.0.01 8975 0000
O CA\Program Files\Wenturi2\Client\ventc.exe 2012 TCP 8001 0000
[M| | C:\Program Files\Wenturi2 ntc.exe 0. m
O CA\Program Files\Microsoft ActiveSync\WCESCOMM... 3612 TCP 127.0.01 5679 0.0.00
O C:A\Program Files\Common Files\Symantec Sharedc... 3372 TCP 127.0.01 1084 0000
O CAWINDDWS\system32\alg.exe 2656 TCP 127.0.01 1044 0.0.00 J
O CAProDiscover\Server\dgentpdates\PDServer.exe 972 TCP 0.0.00 6518 0.0.0.0
O  CAWINDOWShsystem32\System 4 TCP 0.0.0.0 445 0.0.0.0 v
< | »

Add to Report: INone e I
Refresh l OK I Cancel I

Note: information hidden by second and third generation rootkits through kernel shimming or dll
injection may not be detected by the "Open/Connected IP Ports" function. To detect processes hidden by
advanced rootkits users should utilize the "Find Unseen Processes" and "Find Unseen Files" functions from
the IR menu.
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Appendix B: Utilizing Boolean Logic in Keyword Search
Terms

It is often helpful to utilize Boolean search operators (AND, OR, NOT) to better target search
keywords. A good approach it to first think of keywords that best describe your topic. Then combine
these keywords using Boolean "operators" to broaden or narrow your results.

ProDiscover provides the letter case specific Boolean operators: AND, OR, NOT as described below.

AND:

The "AND" operator tells ProDiscover to search the selected disk, image or disk group for every file or
cluster that has each of the words somewhere in the same file or cluster. For example, if you want to find
all references a specific project named Philadelphia and the user JJones; you might search the appropriate

source in this way:

Philadelphia AND JJones

As illustrated above, ProDiscover goes through the selected disk, image or disk group and first retrieves
every file or cluster it finds with the word Philadelphia and every file or cluster with the word Jones. It
then combines the searches, and gives you only the files or clusters in which both words appear
somewhere in the same file or cluster. This is a way of narrowing a search and making it very specific.

OR:

The "OR" operator tells the ProDiscover to search the selected disk, image or disk group for every file
or cluster which has any of the words specified. Both words do not have to occur in the same file or
cluster. For example, if you want information on either a specific project named Philadelphia or the user
JJones, you might search the appropriate source in this way:

Philadelphia OR JJones

As the search above illustrates, ProDiscover then goes through the selected disk, image or disk group and
retrieves every file or cluster with Philadelphia, and every file or cluster with JJones. This results in a very
broad search.

NOT:

The "NOT" operator allows you to remove a word from your search. It tells the ProDiscover to search
for every file or cluster with your first word, and remove any file or cluster which also contains your
second word. For example, if you wanted information about the project Philadelphia, but not project
information the user JJones worked on, you might search the selected disk, disk group or clusters in this
way:
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Philadelphia AND NOT JJones

As the search above illustrates, ProDiscover goes through the selected disk, image or disk group and
retrieves every file or cluster with the word Philadelphia. It then removes any of these files or clusters
which also contains the word JJones, and gives you only those records with Philadelphia, not Philadelphia
and JJones. The not connector thus narrows your search.

Another useful way to implement the NOT operator is to file all files in the selected disk, disk group or
clusters which do not contain a specific word such filtering privileged information in civil discovery. For
example if you wanted to find all files on a disk that did not contain a specific attorney’s name “Smith” you
might search the selected disk, disk group or clusters in this way:

NOT Smith

As the search above illustrates, ProDiscover goes through the selected disk, image or disk group and
retrieves every file or cluster. It then removes any files or clusters which also contain the word Smith, and
gives you all other files or clusters. The not operator thus narrows your search.

Basic Boolean Search Strategy

Identify the concepts in your search.
I. Think of synonyms and alternative ways of expressing each concept.
2. Arrange synonyms for the same concept in a group.
3. Connect your synonyms with "OR"s, and place in parentheses.

4. Connect your concepts (or groups of synonyms) with "AND"s, or "NOT" operators.
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Appendix C: Incident Response with ProDiscover IR

Abstract

Given the frequency of alerts from today’s Intrusion Detection Systems, most system administrators have experienced that dreaded
thought “My system has been hacked!” followed by hours of poking around the suspect file system and log files trying to confirm
their suspicions. Let’s face it; our security fears in information technology are reinforced on a daily basis by our own experience as
well as reports in the media. Based on the 2003 Computer Crime and Security Survey published by the Computer Security
institute, only 30% of over 500 companies surveyed indicated they did not experience unauthorized use of their computer systems
over the past |2 months. Given the real threats that exist today, a measured approach to investigating suspicious hosts can help
administrators maintain their sanity.

This white paper discusses technical incident response methods that can help you quickly evaluate the status of a suspected host.
While examples used in this paper focus on Windows hosts, much of the information outlined in this paper will pertain to all
operating systems.

Background

For years people have talked about incident response planning and the need for a detailed incident response plan to guide you
through difficult procedures in times of confusion. Many of today’s incident response guides fail to address steps to assist
administrators to adequately verify that an incident has occurred. Furthermore many plans neglect to outline procedures for
evaluating an incident in a manner that will properly maintain and preserve evidence for possible future civil or criminal litigation.

You see it over and over again; an administrator suspects a machine has been hacked and they start riffling through the file system
looking for anything out of the ordinary. Next they sift through local system logs. Unfortunately, the system administrator can’t trust
what they see because the system may have been hacked... but they do it anyway. It’s the distrust in what they are looking at that
causes the administrator to continue to delve deeper into the suspected system trying to find anything that will be conclusive, but
the trust issue is there preventing conclusive findings.

Over the years savvy system administrators have developed two methods to help resolve trust issues:

I. Create cryptographic hashes of important files on the file system. In this approach the administrator who suspects a
compromised host they can create new hash values and compare the new hash values to a set of “known good” values.
(see sidebar)

2. Use a set of known good applications, sometimes referred to as “trusted binaries” to investigate the suspected host
running from a CDROM, or remote disk.

Did you know? A Cryptographic hash is an algorithm used to produce fixed-length character sequences based on input of arbitrary
length. Any given input always produces the same output, called a hash. If any input bit changes, the output hash will change
significantly and in a random manner. Additionally there is no way the original input can be derived from the hash. Two of the most
commonly used hashing algorithms are MD5 and SHAI, SHA256.

Unfortunately today’s hackers can easily affect a host at a much deeper level than merely replacing files to cover their tracks and set
up services. Hackers achieve this deeper infection by installing one of the widely available “Kernel Mode Rootkits”. These rootkits
are implemented as device drivers in Windows platforms and LKM’s (Loadable Kernel Modules) in Linux.

To better understand “Kernel Mode Rootkits” let’s take a look at the basic principles of the security kernel architecture used in
Windows NT/2000/XP platform design. Microsoft divides the operating system into two modes;

User Mode - This is where all general applications operate. General applications and subsystems for Win32, Win 16 and
POSIX (Portable Operating System Interface) all run in this mode.

Kernel Mode — This mode is a trusted mode of operation for system services and device operations or access. All
requests by user mode applications are brokered through Windows NT Executive Services within the kernel mode. This
includes checking security ACL’s (Access Control List) and allowing access to file I/O and attached devices.

Did you know? Early rootkits only replaced user mode applications such as “netstat”, “dir”, etc. By replacing “dir” a hacker could
control the “dir” application output (set to not display certain files), but “dir” would still need to request all file I/O from a
protected source in the kernel mode. It was these early Rootkits that hashing and trusted binary schemes were designed to
overcome.
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The current approach to “Kernel Mode Rootkits” is simple. If the goal is to hide a file or process, rather than replace “dir” or
“netstat” Why not replace the command user mode applications would call for information from in the kernel? In the case of file I/O
we need to replace the kernel mode I/O routine “ZWQUERYDIRECTORYFILE” In this approach not only will “dir” be able to hide
hacker’s files, but any other application which makes a call to the kernel mode 1/O routine “ZWQUERYDIRECTORYFILE” will
receive compromised information. Hackers accomplish this by writing a Windows device driver that through a process called
“Hooking” replaces trusted kernel mode I/O routine with their own. Of course the hacker’s routine only provides information they
want users to see.

The implication of these relatively new hacking techniques is that comparing hash values of files on the system is useless because any
hashes created on the system cannot be trusted. The newly created local hashes would use local system I/O and the user mode files
most likely didn’t change anyway. Using trusted binaries running locally will not help for the same reasons.

Another important issue to consider is all that the investigation on the suspect system, even when using trusted binaries from a
CDROM, change almost every file’s last accessed time. If it turns out there has been an incident, tracking hacker’s actions becomes
more difficult and these changes can raise authenticity issues in legal proceedings.

Resolving Trust in Incident Identification

One accepted way to detect a kernel mode rootkit is to reboot the suspected system in “Safe Mode”, then look around for anything
that’s been hiding. Another way is to connect to the suspect system file shares from a trusted remote system (using its [trusted
remote system] I/O and trusted binaries) then explore as before. In the first case taking the server offline for mere suspicion is
rarely an option. In both cases files last access times will be changed and the question may still remain “are the trusted binaries truly
trusted?”

How do you read files from a live systems disks with trusted 1/O and not change any last accessed times?

To answer this need Technology Pathways has introduced a new network enabled version of its computer forensics product,
ProDiscover IR which reads the live disks sector-by-sector then implements a read-only file system for analysis of the suspect
system. See sidebar for a discussion of possible attacks. ProDiscover IRs core features provide the system administrator the ability
to investigate suspected systems in a least-intrusive manor preserving evidence for possible criminal or civil litigation. Among other
techniques the investigation may include searching for known file hash values, recovering deleted files, or searching files and disks for
keywords. ProDiscover IR is intended to be a key part of a comprehensive IR investigation including monitoring Intrusion Detection
Systems, logging and auditing.

Did you know? Some administrators will suppose that if a rootkit could hook (replace) File I/O request they could simply hook the
sector level read commands and foil the approach that applications such as ProDiscover IR use. While this is true on the most basic
level, hooking kernel sector read commands would have a trickle-down effect on all other kernel level file system operations and
require a large amount of real-to-Trojaned sector mapping and/or specific sector placement for the rootkit and supporting files. This
undertaking would not be a trivial task even for the most accomplished kernel mode rootkit author.

For quick and reliable investigations the administrator need only utilize a PDServer™ CDROM or floppy and run “pdserver.exe” on
the suspected system. Once PDServer™ is running, the administrator connects to the suspect system from the ProDiscover
Incident Response client and adds the suspected disk to a current project. By using ProDiscover in this way, the suspect system can
remain up, running, and on-line while the system administrator conducts the examination. The system administrator will see all the
files on the suspect system, even files cloaked by Trojans or rootkits, and can access them without altering any valuable data or
metadata.

If it turns out after investigation that the server had been compromised, full incident response procedures can be implemented that
may included creating a bit-stream image of the suspect hard disk. In this case ProDiscover IR will allow the administrator to create
the image through any TCP/IP LAN or WAN in a secure channel encrypted with the 256 bit TwoFish encryption algorithm.

Conclusion

Incident response is a highly procedural process in which identifying an incident alone can be time consuming and require taking
critical resources out of service. This impacts overall productivity and if not done quickly, makes it impossible to capture the data
needed to catch the criminal. Also, the processes utilized in identifying an incident and capturing “evidentiary quality” data can be
critical to successful criminal or civil litigation. ProDiscover IR provides administrators with solutions to quickly identify incidents and
properly manage the technical aspects to the corporate Incident Response process.
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Detailed Steps to Live Analysis Using ProDiscover® IR

At program launch ProDiscover IR will present a dialog asking the user to create a new project or select an existing project as seen in
figure

Launch Dialog =3

PRODISCQVER

Computer Forensics Software

New Project Open Project ] Recert Project |

Look In  |C:\ProDiscover _vJ <
- Driver . Sample Images |&] IRACDemo dft
Hash Sets Sample Pics L ReactDemo dft
, Linux Boot Disk ECE R TR | Test Project dit
ProScript & AutoDemo dft |&| WebEx.dft

. Remote Agent & Email Tests dft

File Name ITes't Project .dft

Fie Type  [Project Fies (".dft) ~|
™ Don't show this dialog in the future Open I Cancel I Help
Figure |

The user has the option to enter a project number, name, and project description in the new project tab
option, then click the Open button to create the project. (Note all items are optional with the exception of
“Project File Name”.)

From the suspect host place a PDServer™ CDROM in the CDROM drive and execute pdserver.exe. Once running, the PDServer ™
program window will be displayed as seen in figure 2.

¥ ProDiscover Server [_ [T =]
File Tools Help
Information:
Connected To: NOME
Enciyption Type: Mo Enciyption
Poit Mumber: 6518 [Default]
P&Remave Driver: Loaded
Status: Idle.
Figure 2

Now that PDServer™ is running on the remote system, from within an active project on the ProDiscover IR client system use the
"Network" menu to select "Connect to..." and the dialog box seen in figure 3 will appear.
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add Remote Disk |

Enter the computer name or P address to connect to

182 168100 30 =]

Connect I Caticel |

Figure 3

If the user is connecting to a PDServer™ running in Stealth Mode with a password set the ProDiscover client will display a dialog box
asking for the password prior to connection (see sidebar). Even if encryption mode is not set, TwoFish encryption is used to create a

secure channel for all communications setup to prevent password sniffing and man-in-the middle attacks.

Did you know? “Stealth Mode” is helpful to HR and Policy Compliance Officers desiring to conduct ongoing investigations. “Stealth Mode”
prevents the user from knowing the system is being forensically examined. More information on “Stealth Mode is available in ProDiscover

IR documentation.

Once the connection is established, users can create a secure channel if desired by selecting “Encryption...” from the ProDiscover

clients Network menu. If a seed key is not provided, ProDiscover will provide its own discrete key. (see fig. 4)

Encryption Type: I TwoFish ﬂ

Seed Key [Optional) IMyKeﬁ

ak. I Cancel |

Figure 4

PDServer™ on the remote server will now show the encryption type as seen in figure 5. While encryption does cause some overhead,

there is rarely a noticeable difference in performance in most LAN environments.

o' ProDiscover Server | _ [T <]
File Tools Help
Information:
Connected Tao: DISCOVERY
Encryption Type: TwaFizh Encryption
Part Humber: E518 [Default]
PARemove Driver: Loaded
Status: Idle.
Figure 5

Once a connection is established the user will choose “Add | Disk” or right-click over ‘“Remote Drives” in the tree-view and choose
the desired remote disk in the dialog that appears. (see fig. 6)
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List of Disks

e A
=) PhysicalDrived
=) PhyzicalDrivel

= "\ 192,162,100, 304PhyzicalDrivel

Fleaze enter unique name for physical disk

ISuspectDiskd

Add Cancel

Figure 6

With the remote disk added to the project the user can now browse the file system using the ProDiscover clients content-view item
from the left hand program area. (see fig. 7)

& ProDiscover IR - Suspect Server [SiElE]

File Metwork Action View Tools IR Help

= H | ==
MNew Cpen Save Cornect Capture
Project  Project  Praject Te. Tmage

= :
OfEn  cany

2

Export  Image  Dio¢  Search  Slop

=3 Frojent - Suspect Server
H Fepot
2By add
-8 Capture & Add Image
&5 Imags File
&9 Disk
X Femave
E-C0 Content View
& Images
2 Disks
=52 Remate Drives
£ £ 4192162100 30PhysicalDirived
ER=1"
-1 $Extend
03 3oom
= €1 DIBackup
-0 Documents and Settings
€1 hclef
1 Inetput
1 NSACD
3 Pics
O3 Program Files
£ RECYCLER
1 Swstem Volume Information
I Temp
3 WINNT
-3 Deleted Files
E-E0 Cluster View
& Images
2 Disks
=52 Remate Drives

5 Objest(s) (O Folder(s), 3 File(s))

I
L
£
[
&
I
L
£

Figure 7

Select | File Mame | File Extension | Size | attiibutes | Deleted
O hielef073 cre S0E38 bytes ---a--1 MO
O

(2 niolog exe 4 yles
(=] prm exe 36064 bytes -
(mpS remd exe 236304 bytes - --
O teg exe BEGES bules - -
(mE=] tegini exe E734 bytes - -
(2] shutdown exe 576 bptes -+
ImE] touch exe 47376 bytes -

- NO
- NO
-1 NO
NO
.- NO
-1 NO
-1 NO

o omoo oo om0

4] | |

[Hidden Table] -
Focde T+

romd. exe

[Root Processes]

hxdef

romd. exe

[Hidden Services]
HackerDefender+

[Hidden Regkeys]
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In the case shown in figure 7 the system administrator has found a directory “Hxdef’ containing a few suspect files. When selecting the

file “hxdef073.ini” the data view area shows the file contents to be alarming. None of these files were visible on the remote system locally

or using a trusted binary CD because a RootKit had been installed.

When using ProDiscover IR the administrator can quickly find files hidden from the remote system’s users using the “Find Unseen Files”
feature available from the IR menu. This process will compare what the file system’s low-level file tables contain against what standard file
I/O system calls return. To utilize this feature the administrator first selects the directory structure they want to scan along with the types

of hidden files they desire to find. (see fig. 8) Individual directories can be selected for comparison by right-clicking on the directory in

content view.
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Figure 8

Unclassified Files is where Rootkits normally appear, but administrators may be interested in finding all files marked system hidden as well
as ADS files.

The “Find Unseen Files” process is often completed in under ten minuets as seen in figure 9.

List of hidden files found: Filter by INo Filker Vl

Select | File Marme | Description
O 44192.168.100.30%PhysicalDrive0\C:\$B adCluz: $B ad 4D File
O YW192.168.100.30%PhysicalDrive0\C: 35 ecure: $505 4D File
O @ W4192. 168,100, 30 PhypsicalDrive0N . Uniclazsified File
O @ 44192, 168.100. 30PhysicalDrive0\C: 5 hidemypdata. bt ADS File
O @ 44192, 168.100. 30PhysicalDrive0sC: \boot. ini hidemydata. tat ADS File
O =24 !
a @ WW1592 168,100, 308 Phyzicallirive0\C: Shedefhadef 07 3 ini Unclazsified File
a @ W52 168,100, 304 PhysicalDrive0WC: hedefromd. exe Unclazsified File
J | ol

Selection | Cloze I

Figure 9

The administrator can select any of the files found in “Find Unseen Files” as evidence of interest and may at this point want to utilize the
IR Menu option to “Find Suspect Files” to conduct a more comprehensive file system search.

The “Find Suspect Files” feature offers administrators a method to conduct a comprehensive file hash value comparison against a suspect
files list. Technology Pathways provides hash databases for over 400 known bad or suspect files. As when using the “Find Unseen Files”
feature, the “Find Suspect Files” feature allows administrators to select an entire disk to scan using the dialog box or individual directories
with a right-click from the content-view (fig. 10).
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Once the directory or disk is selected the administrator selects any hash database (in Hashkeeper format) to scan and compare against as
seen in figure | 1.

Find Suspect files =

Choose Comparizon Hash File:

IE:\ProDiscover\H ash Sets\knownB ad-windowsMD 5. Browse |

Select disk[s) to be checked:

Mote: To add individual folders or directories right-click on the desired directary from content
view and chooze Add to "Find Suzpect Files" list

Available Disk[z)/Falders: Selected Disk(z]/Folders:
4,192.168.100. 304 PhysicalDrivel

Figure 11

Once the administrator chooses “OK” ProDiscover IR will conduct hashes of all files in the selected directory path using it’s read-only,
disk-level up file system and then compare the results file-for-file to the selected hash database. The resulting positive matches are then
highlighted (blue by default), automatically selected as evidence of interest and added to the project report as seen in figure 2.
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Tip: Administrators who wish to incorporate ProDiscover IR into a compressive system integrity verification strategy can use the “IR”
Menu options for “Create baseline” and “Compare baseline”. Unlike tripwire these features will create a file system baseline hash
database from the bottom up (disk bit level) in its read-only file system. From this point on, administrators can conduct an integrity check
using the original baseline.

At this point the administrator knows they have been hacked and can fully implement a incident response plan which most likely includes
creating a bit-stream image of the remote system. With ProDiscover the administrator can create the image with a single click on the
“Capture Image” icon from the button bar. (see fig. 13)

Capture Image x|
Select Drive: I %4192.168.100.30%PhyzicalDrivel j
Destination: IF:\WebSewerlmage.eve By |

Technician Mame: IS avwy Adminiztrator

Image Mumber: |m 249384

Description :
w'eb Server With Rootkit

Tatal sectars bo capture : I1 2BB5679 HE,

— Comprezsion
1~ Yes Paszword | 0k I Cancel |
* Mo
Figure 13

ProDiscover IR provides a variety of other features which fully support accepted computer forensics methodologies as well as the
complete incident response process.
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Appendix D: Basic Computer Forensics

What is Computer Forensics

To understand Computer Forensics we can start by defining the word "Forensic" which can be defined
as “Pertaining to the law”. With this in mind we can define "Computer Forensics" as “the application of
computer science to aid the legal process”. Computer Forensics is often referred to as Digital Discovery
or e-Discovery among legal professionals.

Many professionals perform computer forensics with the intent of aiding corporate policy compliance, or
the criminal and civil legal process. These professionals can include:

e Law Enforcement officials

e Legal professionals

e Corporate HR and Compliance Professionals

e Security consultants providing incident response services
e System Administrators performing Incident Response

e Private investigators

Stay Informed

Computer Forensics is as much an art as a science and while common sense will take you a long way,
nothing can replace a well informed technician. You will find many means by which to become and stay
informed in the References and Resources section of this guide.

Many technicians new to the computer forensics field neglect to develop a good understanding of the legal
aspects of forensics sciences prior to performing their first technical investigations. This type of mistake
can prove devastating to the case by rendering some, or all evidence collected inadmissible. One of the
best guides on the legal aspects of computer forensics is the DoJs Search and Seizure Manual. Of course
you should always contact legal representation if you have any questions regarding the legal issues
surrounding search and seizure.

Standard Practices & Documentation

While all data collection cases are unique, examiners should develop standard practices and follow them.
These standard practices will help ensure that all data collected is collected, analyzed and preserved in the
same manner. A publication considered by many as a good guideline for developing standard practices is
"The Good Practices Guide for Computer Based Evidence", published by the Association of Chief Police
Officers in the United Kingdom.

One of the most important aspects of standard practices is documentation. Documentation of exactly
what you did and when you did it during every aspect of an investigation cannot be over emphasized. If
litigation occurs as the result of your search and seizure you may be asked to testify as much as a year or
more later. Documentation will make this process easier.

Documentation should contain technical aspects of the computer such as operating system settings, BIOS
settings, applications installed locally, hardware configuration and user passwords if available.

Additional environment documentation will be needed if the computer seized is installed in a network
where servers are utilized for logon, data storage, and applications. This documentation should include
logon scripts, policy settings and access rights.

In addition to the technical documentation it is a good idea to keep a running log of your actions and
observations. Don’t forget to include specific dates and times. This will help you write a summary report
if needed later, or be a good memory jogger if you are asked to testify later.
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Maintain Chain of Custody

Create a Chain-of-Custody form and manage it vigilantly. The idea behind Chain-of-Custody is simple.
Keep track of anyone who has accessed the evidence from this point forward.

Your Chain-of-Custody should include:
I. Who Has physical possession?
2. Why they have physical possession?
3. Where they have physical possession?
4. Any Comments?
5. Signature.

If the evidence is changing possession then the releasing person and the gaining person should sign the
document.

Physical Storage

Even if you plan to take the original evidence directly to a work area for analysis, you will eventually need
to store the evidence and any copies for safe keeping. Keep all evidence under lock and key and know
who has access. Under ideal circumstances only one person will have access to the storage area.

Computer Shutdown

One of the greatest debates surrounding what is known as "Evidence Dynamics" is how to shutdown the
computer you are about to seize. Evidence Dynamics can be defined as "Any event that changes or
destroys evidence in any way during the processing of the case". Of course there are many other aspects
to Evidence Dynamics, but computer shutdown is one of the most actively debated. One side of the
debate is if you properly shutdown the computer system with procedures designed for that operating
system then you can feel safe that the file system will be kept intact. In some operating systems improper
shutdown could damage the file system. The other side of the debate is the school of thought that the
suspect computer could be “rigged” to go through a series of file damaging procedures if not shut down
in a special way. It is because of this that some security professionals recommend pulling the plug.
Considering that even if a minor amount of file integrity is lost due to an improper shutdown, bit stream
analysis of the drive would not be hindered. Additionally, on a windows NT/2000 system, registry settings
can be made to flush the page file upon shutdown, which may remove valuable information in its self.

No mater how you look at it, there is no correct answer. The best answer will be based on experience,
type of operating system and an understanding of other mitigating issues.

Imaging Evidence Drives

It has long been standard practice within the computer forensics community to use some type of imaging
technique to image original evidence drives for subsequent analysis. Some benefits to this technique
include:

1. Limiting access to original evidence.

2. Allowing technicians to run the imaged evidence environment without risk of modifying the
original evidence.

3. Allowing technicians to use a variety of analysis tools on the imaged evidence without risk of
modifying the original evidence.

4. Saving time by allowing multiple technicians to perform analysis on multiple images of the original
evidence.

No matter how you look at it, working on an image is a good idea. The key to successful imaging and
analysis of an evidence disk is to ensure that you can attest that the results have not been modified, or do
not vary. It is recommended that you create a bit stream image of the evidence drives utilizing forensics
software that meets the mandatory requirements and assertions found in version 3.1.6 of the NIST Disk
Imaging Tool Specification, such as ProDiscover.
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Points of note to enhance evidence integrity include the following:

- Utilize a new shrink-wrapped drive for the image, or a DOD wiped drive, a process often
referred to as using a "forensically clean" drive.

- Ensure a cryptographically or mathematically sound checksum is created to maintain authenticity
of disk image.

- Label and maintain Chain-of-Custody for the original evidence and all images.

- The imaged drive will become your working evidence. It is from here that you should perform all
examinations and analysis.

Evidence Examination

Evidence examination is the point where we seek to find out if there is any true evidence useful to law
enforcement and the legal process. An art as much as a science, evidence examination procedures can be
as varied as platforms and installations.

No matter what type of case you are working, once you have imaged the evidence drives, you can outline
your procedures as follows:

1. Find out what you are looking for. You may need help to establish this question. If you are
working with a legal team during the discovery process get involved early so you can ensure all
the possible data sources are collected. This will change somewhat from case to case. In some
cases you will be looking for graphic files, in others the information will reside in email and
document files.

2. Create a system report. Some cases may require a detailed report as to the status of the system.
Include items such as applications installed, directory structure, recent web sites visited, viruses,
Trojans, etc.

3. Recover any deleted files and slack space from the media.

4. On system drives it is often helpful to delete known files such as system drivers, executables and
support files. That is, of course, if you are only searching for data and not analyzing the
performance and characteristics of the system. You may find it useful to create and maintain
known file checksums to aid in this process.

Identify and decrypt any encrypted files.

6. Convert any file formats needed to prepare for searching and indexing. This step may include
extracting email files.

Conduct Search.
Index results and prepare report for third party analysis.
Hash values should be created for files of interest.

10. Individual files may need to be organized and numbered as evidence if intended to be admitted
into court.
There are many tools available and you will most likely use more that one to achieve the steps outlined
above. Don't forget that authenticity can be questioned based on the applications utilized. The use of well
known and professional software tools is a must. The Resources section of this document contains links
to many well known and commonly used tools.

As in every step before, create extensive documentation of your examination process, as well as the
results.

References

o Department of Justice Search & Seizure Manual dated January 2001 — Online at
http://www.cybercrime.gov/searching. html#FED_GUID

o Computer Forensics Incident Response Essentials by Warren G. Kruse Il and Jay G. Heiser.
Published by Addison Wesley

174



e Handbook of Computer Crime Investigation - Forensic Tools and Technology by Eoghan Casey,
et al. Published by Academic Press

e  Computer Incident Response — Scott Grace - http://www.sans.org/infosecFAQ/incident/IRCF.htm

Agencies, Contacts & Resources
US Attorney’s Office — http://www.usDoJ.gov/ag/

FBI Laboratory Computer Analysis and Response Team -
http://www.fbi.gov/hg/lab/org/cart.htm

DOJ Electronic Evidence Resource List -
http://www.ojp.usDo).gov/nij/cybercrime_resources.htm

NCIS Computer Crimes - http://www.ncis.navy.mil/activities/ CompCrim/CompCrim.html
HTCIA (High Technology Computer Investigation Association) - http://htcia.org/

List of Technology Lawyers and Law Firms - http://www.kuesterlaw.com/

Computer Forensics Online Magazine - http://www.shk-dplc.com/cfo/

CyberCrime - http://www.cybercrime.gov/

Technology Pathways LLC — http://www.TechPathways.com

List Servers
Computer Forensics Tool Testing (cftt@yahoogroups.com)

This group is for discussing and coordinating computer forensics tool testing. Testing methodologies will
be discussed, as well as, the results of testing various tools. The ultimate goal of these tests is to ensure
that tools used by computer forensics examiners are providing accurate and complete results.

This discussion group is open to all individuals in the field who are interested in participating in the testing
of computer forensics tools.

To learn more about the CFTT group, please visit http://groups.yahoo.com/group/cftt
Forensics (forensics@TechPathways.com)

Technology Pathways provides the Forensics discussion list as a means of support to the Computer
Forensics community. This mailing list is a non-product specific list which should be used to discuss our
tools and techniques, as well as, those of other venders and consultants. The Technology Pathways staff
does monitor the Forensics list, so you should find it a good adjunct for technical support.

To subscribe to the Forensics list send a blank email to: forensics-subscribe@TechPathways.com
To unsubscribe to the Forensics list send a blank email to: forensics-unsubscribe@TechPathways.com
For questions regarding this list, please email: listmaster@TechPathways.com

Forensics (forensics@securityfocus.com)

The FORENSICS mailing list is a discussion mailing list on the topic of technical and process
methodologies for the application of computer forensics. The discussion is centered around such things
as:

Technical Methodology for the Application of Computer Forensics. This is not system or software specific
and is open for wide discussion. The discussion will be centered around such things as:

e Audit trail analysis. (Technical)
o General postmortem analysis. (Technical)
e Products and tools for use in this field. (Technical)

To learn more about the Forensics group, please visit http://www.securityfocus.com/cgi-bin/forums.pl
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Appendix E: Comparison of Regular Expression
Standard Syntax & ProDiscover supported Syntax.

Beginning in Version 7.0 ProDiscover has widened it's support for regular expression syntax and no
longer uses the truncated Microsoft syntax. The expression examples below have been updated to reflect
this update and older expression examples may no longer work.

As with any language there are many ways to express the same thought with Regular Expressions and
thus several “Expressions” can be formed with the same search goal in mind. The following examples are
simple approaches to finding commonly desired data and may return false positives along with the desired
results. With some experience investigators may find ways to fine-tune the examples provided.

To search for credit card numbers, use:
VISA:
A4[0-97{12}(2:[0-91{3})?$
MasterCard:
AS[1-5][0-91{14}$
American Express:
A3[47][0-97{13}$
Diners Club:
A3(2:0[0-5]|[68][0-91)[0-91{! 1}$
Discover:
A6(2:011]5[0-97{2})[0-91{12}$
JCB:
A2:2131]1800|35\d{3})\d{I 1}$
General Credit Card Search (without spaces):

\b4[0-97{12}(2:[0-91{3})?\b
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General Credit Card Search (with spaces):

\b(2:\d[ -]¥7){13,16}\b

To search for IP Addresses use:

\b\d{1,30\\d{1,30\\d{1,3]\.\d{1,3}\b

To search for US Social Security Numbers (SSN), use:

\d\d\d[-]\d\d[-]\d\d\d\d

To search for US and Canadian Phone Numbers use:

ALOIT?[- JM\C[2-91\d{2}\)[- .J\d{3}[- .]?\d{4}$

To search for email address, use:

\b[A-Z0-9._%+-]+@[A-Z0-9.-]+\.[A-Z]{2,4}\b

177



Appendix F: End-user License Agreement and
Product Licensing

Software License and Copy Protection

Each copy of ProDiscover is licensed for one concurrent use and may be installed on up to three
workstations. ProDiscover’s software copy protection mechanism utilizes a alpha-numeric key to lock
each copy of ProDiscover to a single workstation and will not allow it to function on workstations for
which it is not licensed. Customers who require installing ProDiscover on more than one workstation or
who need to move of ProDiscover to another workstation should contact Technology Pathways Support
(support@TechPathways.com) for additional keys.

End-User License Agreement

PLEASE READ THIS LICENSE CAREFULLY BEFORE USING THIS SOFTWARE. ALL SECTIONS APPLY
TO BOTH TRIAL LICENSES AND PURCHASED LICENSES EXCEPT THOSE SECTIONS FOR
PERMITTED USES AND PROHIBITED USES. BY INSTALLING THIS SOFTWARE, YOU
ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT, UNDERSTAND IT, AND AGREE TO
BECOME BOUND BY ITS TERMS AND CONDITIONS.

Copyright & Proprietary Information. The enclosed software (the "Software") is the property of
Technology Pathways, LLC ("Technology Pathways"). As copyrighted and trademarked material, it is
protected by United States and international copyright and trademark laws and treaties, and international
trade provisions. Your purchase or trial use of the disks or files containing the Software transfers no title
to the Software itself. Instead, any use of such Software must be made in accordance with the terms of
this License. Technology Pathways reserves all rights not specifically granted herein. Your rights and
obligations under this License are set forth below. If you violate such obligations, this License and your
right to use the Software terminate immediately.

Permitted Uses of a Trial License. Under this License, Technology Pathways grants you the right to use
the Software and documentation without charge for a trial period of thirty (30) days, by which time you
will have purchased the software and will continue to be bound by the terms of this agreement; or will
have discontinued all use of the Software and destroyed it and all copies thereof, in which event all of
your rights hereunder shall end.

Prohibited Uses of a Trial License. You may not, and you may not authorize anyone else to (i) sell, rent,
lend, assign, sublicense or transfer the Software or your rights hereunder except as expressly provided in
this License; (ii) reverse engineer, disassemble, decompile, or make any attempt to discover the source
code of the Software; or (iii) to make any copy of all or a part of the Software other than one copy
(including all copyright, trademark and proprietary rights notices thereon) for backup purposes only and
such copy shall constitute "Software" under this License.

Permitted Uses of a Purchased License. Under this License, Technology Pathways grants you the right to
(i) install the Software (except for the PDSERVER Remote Agent) on a maximum of three computers for
your internal business purposes only, however, only one copy may be used at any given time. Technology
Pathways may allow the Software installation to be moved after initial installation. If the Software you
purchased includes the PDSERVER Remote Agent, Technology Pathways grants you the right to use the
PDSERVER Remote Agent on an unlimited number of computers; (ii) make one copy of the Software
(including all copyright, trademark and proprietary rights notices thereon) for backup purposes only and
such copy shall constitute "Software" under this License; and (iii) transfer the Software and
documentation, including a copy of this License, to another person who agrees to become bound by the
terms and conditions of this License and notifies Technology Pathways in writing of the transfer, in which
event all of your rights hereunder shall end.

Prohibited Uses of a Purchased License. You may not, and you may not authorize anyone else (i) to
operate the Software or any copy thereof on more than one computer at any time; (i) to sell, rent, lend,
assign, sublicense or transfer the Software or your rights hereunder except as expressly provided in this
License; (iii) to electronically transfer the Software from one computer to another (unless you obtain
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licenses from Technology Pathways for each of the machines using the Software); (iv) to reverse engineer,
disassemble, decompile, or make any attempt to discover the source code of the Software; or (v) to make
any copy of all or a part of the Software other than the one backup copy permitted above.

Termination. You may terminate this License at any time by discontinuing all use of the Software and
destroying it and all copies thereof.

Limited Warranty & Limitations on Warranty

Limited Warranty and Liability. When the Software is furnished on diskettes, Technology Pathways
warrants the disks to be free from defects in materials and workmanship under normal use for a period of
sixty (60) days from the date of delivery to you as evidenced by your completed and returned registration
card, which must be returned to Technology Pathways within ten (10) days of opening the disk package.
Any replacement software will be warranted for the rest of the sixty (60) day period or for thirty (30)
days from the date you receive the replacement, whichever is longer. Technology Pathway’s entire liability
and your exclusive remedy shall be, at Technology Pathway’s option, either (a) to return the price paid or
(b) to repair or replace the Software. This Limited Warranty is void if failure of the Software has resulted
from accident, abuse, or misapplication.

Disclaimer of Warranties. THE SOFTWARE AND ASSOCIATED DOCUMENTATION ARE PROVIDED
"AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING
WITHOUT LIMITATION ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR ANY
PARTICULAR PURPOSE, OR NON-INFRINGEMENT. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE SOFTWARE AND DOCUMENTATION IS WITH YOU. TECHNOLOGY
PATHWAYS DOES NOT WARRANT THAT THE SOFTWARE WILL MEET YOUR REQUIREMENTS
OR THAT THE OPERATION OF THE SOFTWARE WILL BE UNINTERRUPTED OR ERROR FREE, OR
THAT DEFECTS IN THE SOFTWARE WILL BE CORRECTED. SOME STATES DO NOT ALLOW THE
EXCLUSION OF IMPLIED WARRANTIES, SO THE ABOVE EXCLUSION MAY NOT APPLY TO YOU.
THIS WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS, AND YOU MAY ALSO HAVE OTHER
RIGHTS, WHICH VARY FROM STATE TO STATE.

Limitations of Warranty. IN NO EVENT SHALL TECHNOLOGY PATHWAYS OR ANY SUPPLIER OR
ANY OTHER PERSON INVOLVED IN THE CREATION, PRODUCTION, OR DISTRIBUTION OF THE
SOFTWARE BE LIABLE TO YOU ON ACCOUNT OF ANY CLAIM FOR ANY SPECIAL EXEMPLARY
OR PUNITIVE DAMAGES, INCLUDING ANY LOST PROFITS, LOST SAVINGS, BUSINESS
INTERRUPTION, LOSS OF BUSINESS OR PERSONAL INFORMATION OR ANY OTHER
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE, THE INABILITY TO
USE, QUALITY, OR PERFORMANCE OF THE TECHNOLOGY PATHWAYS SOFTWARE AND
DOCUMENTATION, EVEN IF TECHNOLOGY PATHWAYS, OR AN AUTHORIZED
REPRESENTATIVE OF TECHNOLOGY PATHWAYS, HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES. BECAUSE SOME STATES DO NOT ALLOW THE EXCLUSION OR LIMITATION
OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATIONS
MAY NOT APPLY TO YOU.

Government End Users. The Software and any associated documentation are provided with
RESTRICTED RIGHTS. Use, duplication or disclosure by the Government is subject to restrictions as set
forth in subparagraph (c)(1)(ii) of The Rights In Technical Data and Computer Software Clause at 52.227-
7013.

General. All updates or new versions of the Software which may be received by you from Technology
Pathways shall also be governed by this License. This License Agreement shall be construed, interpreted
and governed by the laws of the State of California. If any provision of this License is found void or
unenforceable, it will not affect the validity of the rest of this License. You may not export or re-export
the Software except in compliance with the Export Administration Regulations of the U.S. Department of
Commerce. Headings and captions are for convenience only and are not to be used in the interpretation
of this Agreement.
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